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Introduction to the Review

Inevitably, data pritection legistation has ssme complexities. IE 5 b new
form of low which deals with o tapidly developing, pervasive technodogy, Mast
importantly it pequires new balances 1o be siruck between different public
policies. The legislation is bound (o have ecthing trowbles and 11 s sepsible 1o
study them (o sew il changes nre necessary.

In previows Annual Reports | have promised to review the working of the
Act at an appropriate time. There was hittle point currying oul any review until
after 11 November 1987 when the Act came fully mio force.

It s vital that o review of the Act should ke necount of the views nnd
experience of o wide runge of mterested parties, including individuals and their
representative bodies and also daty users and their associations. Consequently |
set up o consulintion process to encourage both organisations and individuals 1o
make their views known, [am grateful for the positive response | have received.

In plunning this ¢onsultation, | made some aSsuiiplions:

— that the United Kingdom will wish to temain bound by the Council of
Europe Comvention and that there is therefore no question of abandomng
duotp protection lepgslation;

— that experience s |ar has thrown up problems which may well call for
chunges cither in the principal legistation or im subordiniate i0struments or m
the administrative practice of my office;

— thaut much effort has been put into understanding the Act and the practical
way i o sagek 1o amend the Act in order to make it work better rather than to
start completely afresh

I ato concluded that | should confime mysell o those issues which wre
reasonably within my statutpry competence. Data protection legislation does,
however, rmse o number of pssues of poblic imporance—such is the extension
of regulation to manual records, | pomted out that of respondents wished 1o
rajse radicnl ssues of that poture, those representations should best be
addressed to Ministers and Parliamentarians rather than o me. But Tunderionk
te pass comments ol this mature, mode in response o the consultation
document, 1o the Home (Hfice.

Al the end of May 1988, | wrote to 310 organisations and individunls sending
them copied of the conseltation document {“What are your views™ ) and inviting
responses. Subsequently, many farther requests for copies of the document
were received. In all about 21K copies were distmbuted 1o representative
bodies. public authorities. government departments, consumer representative
groups and individeals who were either data protection experts or simply
mterested membors of the public.

Initially. Tesponses were asked for by | August 1985, This cleurly posed &
difficulty for many respondents and the date wis exténded o 1 Seprember
1948, The Scptember postal stnke then intervensd to delay many of the
responses. 1t was October before all responses had been received.



I all, 140 responses were received. They varied from, on the one hand, a
short report that everyone in a particular industry seemed content and that the
representative body had no comment 1o mike. to, on the other hand, weighty
strongly-argued cases for significant changes in the legisiation trom both
individoals and representative organisations.

A sumber of individuals and public officlals, not mcluded in the 1449, repliod
to thie effect that thev did not think they should make a formal representation 1o
the Registrar. Those representative hodies and other organisations who tophied
explaiming that an umbrelli body was replying on their behalf are mcluded in
the 1449, No attempt has been made to count all the separate organisations and
individunls represented by those bodics which did respond.

Respondents were subsequently asked if they would agree 1o the publication
of their responses amd i 1 might pass copies 1o the Interdepartmental
Commitiee, established by the Home Sccrctury m July 1988, which 15 also
reviewing the legisiation

The Deputy Registrar and another member of my staff hive read each of the
responses several times, | have personally read all the responscs. 1 shoubd Hke 1
express my thanks particularty o my Depaty, Francs Aldhouse, for taking on
the daunting task of analysing the views put forward and for his more general
comtribution 1 this review,

“Whal re vour viewsT” looked ot the issees relating 1o the Daota Profection
At under mine headings:
— The Duta Protection Principles
— The Register and Registratoon
— Supervision amil Enforcement
— Rights of Dua Subjects
— The Exempliions
— ‘The Registrar's Powers
— Gieneral and Miscellaneous
— The Definitions, and
— Fundamental Issocs

Thicse same headings are used to describe both respondents’ views {in
Chapier | following) and the Registrar’s views (in Chapter 2).

“What ufe your views?" comtumed a lengthy amd detailed lise of guestions, In
ihe course of the consultation. organisations asked for help in reducing this fst.
It didd prowe possibie to provide & shortened list of questions which identifies the
principal topics. That list is included as Appendic BAL

To assist those who may be unfamiliar with data protection issucs: a
hackgzround to the Act is given in appendin BA2: the Data Protection Prineiplos
and their interpretations are reproduced in Appendix BA3: und u short glossary
of terms fs m Appendix BA3. Other appendices comtain a list of those who
responded 1o the consultation exercise (BAS) and tables showing some key
responses (| HAG)

It can be expected that this part of the Annual Report will be a matter for

some debate. To assist referencing (o points made. all paragraphs from now an
are seguentially numberod.
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B1.1

Chapter 1: The
Consultation—What you said

Introduction

|. This chapter gives the general pretire o responses niade (o the consultution
document “What pro vour views”

= That dicument copbmned o wery lorge number of goestions and ot ol
resperndents felt able to reply to each of them: the majority conceptrated on
selected guestions  chiefly about the Data  Protection  Principles  and
Rogitration. A few organisatioms commenied thit their membiers were content
with matters os they were or thal it was 0o soom 1o make proper comment

A, Bome guestions msod i the comnsilinion docament aee deall with ine thos
summimiary only briefly or together with another topic. Bul where the response 1o
a question has shown distinet desagresmoent, the text tries to bring that oun and
show the welght of different apimions. Responses to some of the short st of key
fuestions (see Appendix BAT) are plso shown in table form in appendiz BAG

4. Thes general prcture hos (o be g summary and some who have responded
might fear thut their contributions hove been overtooked. All responses have
been studied carefully and where the respondents have agreed | am making the
responses availnble for mspection and research so that others may., if they wish,
reach their own conclusions about the consultation and (he response

5. Readers must bear in mind that this paper reflects the views of the sefection
of organisations and individuals whom 1 chose (0 consult and those who were
able to undertake what was often o considerable task 1o prepare a response
But, even so, | belicve that the mnge of respondents and nuture of their
responses serve to give a fair indication of the range and strength of views about
the legislution. '



B1.2 The Data Protection Principles

4. Consultees were asked whether the Data Protection Prnciples. or their
interpretntion needed amendment and whether all duta wsers should have o
comply with them. It was supgested that o general duty to comply with the
Principles might make it possbie 1o extend the exemptions from regisirton.

7. The response wos overwhelmingly that there should be a clear duty on dotin
users holding or wsing personal data o comply with the Datn Protection
Principles wrrespective of registration. Equally strong was the view that the
Principles—set out in Part | of the Schedule 1 10 the Act (see Appendix
HAI—were a proper and sufficient code of practice

8 Undoubtedly, the majority view s that the Principies should vemain
expressed in generdl terms so that they can be applied fexibly o a varety of
different clreumstances. Some individuals wished to see the Principles clanfied
and strengthe ned; one o two responses suggested o role for codes of practice o
interprer the Principles in the comext of particular industries,

O, A stronghy held, but distinctly a minority view (expressed notably by the
Finanee Houses Association amd the Advertisimg Association) was thial no
chiige should be mude to the present structure of the legislation. They linked
this view with @ point made by some that there wis as yel insufficiont experience
i which 1o base cotmment and any review would e premature.

1, A further mitority Lake the view thit the effect of Section 2{2) of the 1984
At 1 that the Data Protection Principles do apply to all usees, v s merely that
the Act only provides un enforcement sysiem in respect of registered diati users.
Thisse holding this opinion take the view that this leck of enforcement power i
sommbe cases is a delect which should be remedied.

11, A number of respondents wished to see no changes to the interpretation
provisions of the Principles (see Appendix BA3). On the other hand, others
proposed 3 variety of changes. Some were critical of the partial exemption froim
the First Princtple for information obtwined or disclosed under statutory
wutharity, Many asked for greuter precision in the Eighth Principle which i was
suggested might be achieved by adding interpretation provisions 1o that
Principle.

12, There is cleardy o feeling among dath users that the principal concern of
individuals is pot that information might be kept or osed but that it should be
comfined 10 the organisation and purpose for which it was provided. That echoes
the comments of mdividuals, and consomer and civil liberties bodies. This view
prohably les behind the proposal made try a numbér of respondents—ineluding
ihe Confederation of British Industry (CBI}—that the interpretation of the
Third Principle should be amended by deleting references 1o disclosures. The
consequence would be that o disclosure of data would not be deemed 1o be
compatible with the purpose for which the data were held merely because a duta
user had registered it

49
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B1.3 The Register and Registration

LY. Brelly, the consultation document asked whether the present registration
system fulfilled the correct purposes: whether the register could be simplified:
whether more people should be exemgi from registration: and whether there
should be administrative flexibility to provide speclal registration arrangements
for partnerships and some other special cilses,

14, The range of responses on the value and nature of the registration system
wis very wide. Some—notably the chanered accountunéy bodies—iook the
view that registration should be abolished and resources concentrated on
enforcing the Principles on all datn users holdmg persopal data. On the other
huamid, thike such us the Advertising Association would make no change 1o the
present arrangements becapse they argue that the register serves as notification
tor the pubbic of the fact that personal daty are beld, what these dati are ahd the
purposes o which they are put

15, The gencral response, however, was cleir, The registration forms and the
stancdard cotegories for purposes and data produced by the Registrar hiad caused
difficulties. but were penerally scceprable. Some  found the structure
iapproprinle tw the way they wanted o desonibe their activities.  Smull
organisations found the greatest difficolty. sithough this had been partiolly
alleviated by the short registration form poblished by the Registrar, However,
respondents believe that the resulting regester is complex and of little value 1o a
duts subject or anyone else exnmining @ rfegister entry to try to find what o
particular duta wser might be doing

it Respondents do believe that u regrstor i usetul wo the Registrar o provide o
lise of those whao should be complying with the Principles and therelfone ap whom
enforcement should be  directed.  Hespondents  also  recognise that the
enforcement of data protection entails public expenditure und most sceep
registration as o means of rasng the necessary revenoe. Tt was suggested that if
the objective of o register is to tell datu subjects which datn users hold personal
data then o much simplified register—even & mere list—would be sulficient.

17. There was considerable—though not universsl—apposttion 1o the iden tha
vrganisutions should be exempt from régistration on the grounds of size along
It waies theught that the sensitivity of the data beld and the uses mude of it have
little relationship 1o the sire of the dato user orpanisation.

|B. However. many pul lorward various proposals for iwo-level registration.
Those identificd as carrying oul non-sensitive activitios might register in the
simplest form—perhags with just name and sddress; the more sensitive
netivities or dats would reguire & greater level of detail. The non-sensitive cases
mught also remain on the register for a longer period without renewal. Several
respondents mentioned favouriably the recent Insh legislation which imposes a
gencral daty on data controlless 1o comply with rules similor o the Umnited
Kingdom Data Protection Principles, but only requires o limited groop of data
UsSErS Y TOEISLeT.

19, Another popular proposal was for dlmost universal registration at a very
simple level—mame, address and possibly some indication of the  broed
purposes or potivities of the data user. There were, of course, variations on this
theme, but the general picture is elear. This was seen: as helping small



orgamisations register; os consistent with the view that all should be bound to
comply with the Principles: as providing an enforcement hist for the Registrar:
and ds providing the means t raise revenue. Many expressed the hope thait such
u stmplified system would eliminate the need for frequent changes 1o register
enirios.

20, Exemptions are considered later in more detail, but the predominant view
has already begn mentioned — namely size i ot of iself o justifiable crite T,
O the giestion of the regisiration fee, the predominant view wis that the
present flat rate should remiin.

21, The suggestion for administrative (exibility caused disquict with some
respondents,  Bui others who have  had  the experience of  discussing
arrangements for registering partnerships, churches and groups of compames
were sympathetic to special schemes 1o {I:ni with those and similar cases. There
seemed 1o beaview that these schemes would be more acceprable if registration
were simplified i one of the ways commomly proposed
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B1.4

Supervision and Enforcement

220 A varkety of questions were posed. Principally, people were asked whether
the powers ol the Registrar were sufficient and whiether he should charry out
systemiatic inspections. The conmsultation docamont also invited views on
crimmal - penultics, the question as to whether individuals should be able- o
apply directly to the Data Protection Trbunal and the extam of thar Tribunal's
jurisdiction,

25, Om this topic. the response of muny wis thit it wis (oo garly (o give propet
comments. This was because the provisions of the 1984 Act hid mon heen
properly tested, fow prosecutions hod been brought and the Tribunal Bad no
vet it

2, Thow whio favoured a doty on all o comply with the Principles ol
rmdically simplificd registrotion wended 10 Bveour some extension of  the
Registrar's powers o obtain information. Some supported the proposal [or the
Registrar 0 comdisct systematio inspections after the manner of factory or
health mspectors; on the other hand., some were of the view that po change st all
wis reguired. Among répresentatives of ding users there wos clearly o feeling
that systemabic imspection would be invasive and distuprive, and could not be
justificd by sufficient evidence of widespread problems, However, some of
these bodies supgest that (e Registrar should have the power o conduct
inspections where he had cpuse for suspicion and o power 1w demund
information, perhaps by b process akin to that in the recemt rish legislation
which allows the Inch Commissioner to serve o notice requirnnyg information (o
be given to him.

25, On penulites, the peneral view was that there s no sofficient ground 1o
change the present structure, Some feli thal imprisenment should be available
for extrome cases; and conversely several respondents suggested that there
should he no criminal sanction for aov breach of the Act. One respondent
defending the present structuie indiested that direct enforcement of the
principles by criminal penalty would be well mgh impossible given the
generulity of thewr drafting und thee heavy burdén on o prosecution.

26, There wos b similar variety of response (o the wsue of whother individuats
should have the right 10 take dircct proccedings agninst o data user for breach
of ome of the Data Protection Principles. rather than complain (o the Repistrar
as a1 present. Perhaps the typical view would be that individuals should not go
straight to the Duta Protection Tribanal, but shenld perhaps be able w appeal
aphingl a dedswm ol the Reswmicir not to take enforcement action. The
Tribunal could then consider whether there had been o breach of Princple and
whithet any remedy wis appropriite

I7. Questions relating wo the risle of the Dita Protection Trbunal were divided
in the consbltation document betweon the section on Suporvision and
Enforeement and the séction on the Rights o Duta Subjecis. The general
response o all these questions is sammariscd kete. The overwhelming view
wais that there must be recourse (o the ordinary courts (o settle pomits of law
Cin the issup of whether the jurisdiction of the Tribunal should be exténded 1o
heur cases brought by individuals uncler the Act a8 it currently stands (eg.
compensation cluims}, views were mixed. Certainly some favoured building up
the role of the Tribunal to allow it (o develop expertise in all matters of dats



protection. A specific paint was the destre by af least one representative body
to have a foruom before which it could bring doubiful Bsues of law when there
was no other opportumity for litigation. Organisations could act with greater
certainty when the law had been declared without having to rfun the tisk of a
lopal disagreement with the Registrur and possible proseoution or enforcement
procecdings.

2% Finally. o number of respondents felt that it should be possible o prosecute
povernmenl  departments., Thiey could see oo redson why  government
departments shonld be treated ditferently from other dati usérs
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B1.5

Rights of Data Subjects

20, The questions under this hebding deall in part with the role of the Tribunal
and those responses were summartsed 1 the previous seéton. Questions were
als psked obouil the extent of the rights ol individuls and abous subjece noeess

A These issies distinguished these who replicd Trom o consumer of civl
Hberties standpoint from thise responding for organisations representing dits
users. On the one hund. thére are views thit dsts subjects should have 3
general dght 1o enfores the 1984 Act and thal compensation should be payable
for pure distress: on the other hund are those who see no argument for any
chunge anid doubtt whether there (s uny gvidenee of abuse or hardship (o
individuals justifyving change: This division of opimon n emphasised by that
organsanion which o dte genetal comments denies that the purpose of the
legistution s “princpally conferring mdividual righis” and asserts that, “the
Apt should mot be used os o means of introdocing thiough the back door a legal
nght of privacy .. The neutral positions were those who had no view 1o
express of fell that there was insufficlent cxporience o comment

Al Subject scecss wis another matter, Many commmenied on the Hmiled ose
made of the right—at least so far as it affected nny single dats oser. The
predominant view among diata user representatives wis that a lee should be
chargeable 1o discourage frivolous  reéguests, but that the maxmmum fee
chargeahle as o result of multiple register entres showld be restricted. Dana
subjco) representatives were more critical of 'the lee and rhe hikelibood of s
discournging legitmale subjoct access reguests

320 Darn subject representalives were on the whole enthusiastic about logs of
soipries and disclosares. Bur some recognised the strongth of arguments put
torward by datn user representatives that as 4 general rule the maintenance of
such loes would be impractical. The library represeniatives argued  how
unrenlistic it would be 1o lop disclosures from bibliographic catalogues,

A3, There was o substomtinl response o the Registror’s reguest for solutions (o
the dilernma that arses when duta are withbeld under a subject access
exemption, but the duta subject is nol old thut the exemption has been used
Some suggested that this didemma wis nowhere pear as serious 95 might be
thought aml that, except fn o overy few chses, individuals shodld be told that &
subject access exemption had been relied on 1o withhold data. Cthers
recognised the problem., bul were unible to propose a solution. The typical
solution—although opposed by some-—was that data vsers shoold report their
use of these exemptions to the Régistrar 5o that he mighl check on the propriety
of using them

34, Some strong representations were made about the importance of Section
2H4af of the Act. This Seciion ailows a dits oser t ask for the assistance Of o
data suhjoct to locate datn when answering a subject access request. There was
a strong view that without this issisthnee anvwiermg subject acoess reguests
winild be “simply not practicable”,

35, Sections 214} and 21{5) of the Act allow o data dser o withhold
informuation from a data subject which relates 1o another individunl who can be
identified from the information or identified as the source of information, The
Registrar takes the view that the test of whether the third party is identifiable is



an objective 1est; so any special knowledge. which would ensble the datn
subject to wdentify the thind party whereas evervone ¢lse coulid not, should be
ignored. Some expressed the view that the Registrar™s interpretation of the Aot
was mistaken. A number of organisations are of the view that inlormaticn
about third parties should be withheld if the datp subject could identify the
third party from his special knowledge and that the Act should be amenided 1w
this effect if that is not already its true interpretation, On the other hand a gQuite
sirong view was pul that this provision should nol be relied upon o hide the
names of professional mformants and advisers.

36, A further proposal wis that data subjects should be required 1o send their
subject sccess reguests o the address specified in the register. The Registrar
takes the view that this is not o compualsory address and that the individual bos o
chodte aboutl how o make his reguest

35
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B1.6 The Exemptions

37, This togric s closely related o the role of the Data Protection Principles;
proposals Tor remstration amd the rghtd of data subjects. Muny people
answered guestions aboul exemptions from the whole Act by suggesting either
a svstem of almost aniversal but simple regstration, with the consequent repeal
ol the reghtration exemptions, or a duty on dll data gsers to comply with the
Principles linked 1o extended exompiion from registration,

I8, There wos widespread sympathy for the problem of small orgomsanons or
mifividunls  cartying  out  nom-sensttive  activithes,  Nevertheless,  the
predominant view was that the size of an organsation alene was nol a proper
griterion for exemplion from registration. Thst view win perhops less strongly
held by those proposing some form of two-level repistraton or hinking
gxemption from registration o an enforceable duty 1o eomply with the
Principles. Many supported  the gecounts and  pavroll exemption  from
registration but believe thot it should be widened o muke o more readily
availuble. A related idea was that dptn used only mternally within an
organisition might be expmpl from registration.

W, There was some support for the suggestion that o data usér procéssing with
the permission of the data subject and complying with the Principles shoald be
exempt  from  registrdtion.  But  there was a0 copently  expressed
counter-argument that such an exemption raises difficalt issues about the
validity ol the consent und it wis suggested that there arg more straightforwand
ways of casing the burden on non-sensitive dista users.

M), There was considerable opposition to any special exemption for the media
or journahsts ss such, The media bodies did. however, argue for an exemprtion
from sibject acoess 1o the journalists” computerised notehooks. There was
some support for the media view that published muatenial sheuld be exempt.
Supporters of the exemption seem o have in mind data put frecly into the
public domain by the data subject himsell o brosdeasts duch as a play in which
the data subjects are the author, actors and others frvalved i the prodiction
Opponents are thinking Of journalistic dctivitios leading 10 publication with no
cooperation or consent of the data subject

41, Very strong views were eapressed by librarkans and informarion specinlivis
aboul the imclusion of biblographic data within the scope of the Act. Suppont
was alsn expressed for excluding other categorivs of data thut might be
considered 1o Be in the public domain such os stocklists containing the names of
imdividin] authors, ereators of spodsors. One body suggesied & complele
exemption for all public domain information such s the electoral regster.



B1.7 The Registrar’s Powers

42 In the comtext of enforcement and investigition, sbme  respondents
declined 1 comment an the extent of the Registrur’s powens because any
problems relating 1o them were not within their knowledpe. Others expressed
thie view more strongly by saying thot the consultation document gave no
cvidonee for extendmg the powers. On the other hand. some strong
reprisentations were made that the Registrar should hove express powers 10
investigate, 1o obtain information and to mspect, The peaeral tenor of these
views was summarised in section B1.4

13, Opirions were divided, but 3 mbjority thodght that the Registrar should be
ahle 1o assist individuals to bring data protection ¢ases to court. Al least one
represeitation wis of the view thut the Registrar conild eurremily do thar, The
minosity opmion sometimes went 1o the extent of saying that the Repistror
should mot have guch o power becsuse it woull show bins against data users.

44, On the question of reviewing the legislation, three opmons sre clear. A
jew hold that this is a political matter entirely for Mimaters snd Parliament.
Others sy thit the Regstrar seems to-be able 1o carry oul his present exercise
without any specific power, m which case it i doubtful whether any change is
required. The third group believe that the Regisirac shold have a diuty akin 1o
that of some other frnge bodues tw keep the legislation under review and (o
report an his proposaly

45 There i o wide difference of opmion about codes of practice. Che viow is
that statutory codes of prictive shoukd be developed 10 regulute speciiic
ineustrics. The codes would be detailed applications of the principles. Some
rake the view that this would be the right Jonger-term course even though i
might be premature until more experience has been gained of the working of
the legislation.

A, The opposite view put forward is that the principles are Mexibhe and
capoble ol bemg applied by the coarts 10 » witle varety of circumstances,
interpreting words such as fuir, accurale andl necessary ad they commonly have
10 do in other cases, Thik view sces a fimited role for codes of pructice.

47. A middle opinion believes that codes of practice cotld he uselul it that
their stats shoukd be chirified, Predominantly, but not universally, the opinicn
s thilt codes shoudd be developed by trade and professionu bodies, that thete
shewild be o forma) procedure for endorsement by the Registrar. and that soch o
formully endorsed code should have o simular status to the Highway Cexde in
any data protection legal proveedings. Thus compliance with or a breach of the
Codo wiould be taken into gecount by the Tribunal, but o treach of the Cide
would not itsell be & breich of Principle or any other etforceable provision of
the Act.

51



B1.8

General and Miscellaneous

48, Under this beading, the Registrar askzd about three wopics: the practice, of
emplovers and others, of making indviduals exercise their nght of subjec
access for velting purposes: the introduction of adminstrative flexability by
stututory instrument; and Section 39 of the 1984 Aot which deals with data held
and gervices provided outside the Uinited Kingdom.

49, The overwhelming view was that i was an abuse of the Act to make
somieone e his subgect pecess rights so thal the miormanion coald be seen by
someine such a8 a prospective employver. Most who responded thought it
should be prohibited and made a-cnminal offence. A minority group put in &
plen for the legitimacy Of vetting prospective emplovees and hoonce holders in
whil they considered (o be paniculariy sensitive areas. The local autharity
associations are especially concermed about the previous eriminal records of
faxi drivers.

3, There was a limited, but lurgely tavoursble, response to the suggestion of
giving groater administrative flexability to be exercised by statutory imstrument,
That would enable special rutes to be developed to deal with the registration of
parinerships, groups of companies, chorches and other practical problems miet
m applving the registraton system A few were ootspokenly oritical of the use
of subordinate legeslation to give that flexibiity, They suspect that s use might
have the effect of weakening data protection control,

51, The response on Section 3 (the applicotion of the 1984 Act o overseas
held and used data) was uncertam. Those who responded tended 1o agree that
clarificotion would be valuable.

51, A speoal point made by a number of respondents concerned the exercise
of subject nedess rights by the mentally disabled und children. There was o plea
for a spectial order (o resolve the position of the mentally disabled, Views were
expressed aboul the uncértain effect of the law relating 1o children and subject
aceess in England, Wales and Northern Treland. A reguiest was made or the
faw to be clear on the age at which the right of subjoct access could be
exercised. A County Council pointed out the anomaly ikely 1o arise as @ resul
of the proposals for sccess o school records under the Edacation Act |98d),
These nghts of access cannot be exercised by & pupil antil I8 vears of age, bt
the sume papil, if of vears of discretion, can exerose rights of subject socess 1o
similar reoords ander the Data Protection Act.



B1.9 The Definitions

51, Comments were mvited on all the dofimitions n the 1984 Act. und cortun
points were rsed specifically

44, Very vonied views were expressed, The genernl impression s onc of
cuntion on the part of commuentators; a reluctinice o commient in the absence of
clearly identificd practical problems and an underlymg fecling that, #s the
Institute of Personmel Monagement put it . for the layman, the defimtions
cantained in the Act are excessively compliex and legalistic”. The cautlous
upprosch was well expressed by the Beatish Bankers Association:

“ umpecessary tampening should be avoided. sinee the complex aurid
imteétorelated nature of the Agt could result i minor chinge having
unforseen and retrograde effects clsewhere.”

35, Others did se1 oul about commenting on_most definitions and proposing
detniled changes, One view was that the defimitions shoukl be simplified o
correspond to the wording of the Coungll of Europe Cinvention

4 Mostwere content with the definition of “data”. They believe there showuldl
e o defimition in the Act: They disugreed about whether or not data should b
information in 4 recorded form. But the problem. of tra nsfer averscas in o
nun-recorded form was recognised. Some saw this as a difficulty and others ot

57, Some believe that oll persomal dota should be subject to the Dato
Protection Principles. but others argue that the right of subject access could not
be exercived m relation fo transient non-recbrded diata and such data oughl
therefore 1o be outside the scope of the Act.

48 There was limited commint on the phrase “by equipment operating
sutomatically in response to nstructions given for thay purpase”. Those who
responded believe that it does properly restriet the scope of the lepislation. One
comment expiessed concarn that this wis thought 1o gonfine the 1984 Act 1o the
stored  program  concept, There wis some  suppor but no  widespram
enthusisgem for upplying the Testriction b processing rather than data.

30 There wis some—but not unopposed-—sympathy for narmwing the
definition of personl datn by excluding that information which comld be said to
relate 1o a business or which had been placed i the public domain
Respondents were reluctant to propose ways of achicving this redefimition.

il There were strongly held views about "opimions™ and “intentions”. A lew
makntain thit there s o clear distinetion which should be maintuned Many
helieve the distinction is umworkable and that no speciil exemption should
apply to intentions. Those whao presscd for the special provision in the 1954 Act
reluting 10 intentions do understand how the same mutier can be expressed s
opinion or intention and how it Is often unclear which is the case. They simply
argue for u means of profecting personnel successicn planning informmation
froim sibject peogss

a1 Mist seem content with the phrase “relates 10 o living individual™.

62, There b uncertainty about the value of requiring, (v the definition of a

|
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“data user”, thar dmn form pan of o collecuon, Some aeree that the
reguirement should be ahiofished.

63, Different views were expressed about =jointly or m eommon™. Those who
responded froma pon-legal background tended 1o reply more in favour of the:
words than did the lawyvers. The general tenor of the commenits seems 1o be that
there should be a means either of identifving a single data user or of saying that
someone is o data user even when control is shared. but that it should be done
mare simply than by using the phrse “jointly or in common”

64, Respondents were concerned about the meamng of “control”, What is pot
clear is whether the wond can be miore precisely defined.

63 There was only limited comment on the defimition of “computer buresu”™.
Most seem content. Some concern wax expressed that un organisation might
full vutside the definithon because it carried put further sctivities not mentloned
i the definition. “Agent™, both here and elsewhere, provoked firm views

Generally, respondents argue that “zgent” should carry a4 broader meaning
than that which the Registrar believes it hos, On the other hand, disclosures 1o
maintenince Gfganisiations should be within the noh-disclosure exemptions,

66 There wis some comment on “processing™. Thete wis disapreement about
whether it should be extended to include “storage™ or ar all. There was some
support Tor extending the list of sotivities (o include “transmissien” . and alw
“inputting”, because the present defimitions tend 1o imply thm data already
cXists in an aulomaated svetenm.

n7, “Text preparation” provided much comment. Views vorfed widely from
the practical approach that the durrent exclusion seems to work in praoctce and
should be feft alone, to the far reaching view thut the exclusion s umintelligible.,
Generally, respondents consider that strisdghtforward word-processing should
be excluded from the scope of the Acl. There wirk alvo some suppart for
excluding filed electronic mail.

6. The Registrar akes o broad view of what s meant by processing ~by
reference 10 the data subject™—including all processing directed towards un
milividual whether the reference used is a name, an identificr, or smply @
churactenstic. The consultation document suggested that the meamng of the
phrase coubld be clarfied. perhaps by expressly including processing by
reference (0 categorics of datn subject. The issoe is whether the legislation
should control personal datn which is analysed 1o look, Tor example, for all
red-headed men or all the memally il or similor groups identified by
charncteristic the resull of such o search being a list of niimes of & particular son
of person. Some respondents clearly and distinctly disagree with the Repistrar's
view of what Is meant by processing “by reference 1o the data subject™ and
would oppose extending the definition of the phrase 10 melude processing by
reference o classes of individual, Others simply support the proposal o clanfy
the defimtion. There are also some who agree with the Registrar's view of what
i meant by the phrase. The British Computer Society take a hall-way position
and supgests that processing by reference 1o classes should only be mcluded
whete sensitive data are concerned.



B1.10 Fundamental Issues

ft, some people chose ths sectiom o make & varety of miscellaneons points,
the temor of which has been covered m earlier chapters, The principal
futicdlomentul issue rmzed was the extension of the Act o mumaa!l records.
Rispondents recognised thit this was not strictly relevant to o consideration of
fhe 1984 Act, bur some Tell thal the exclusion of manuil records . way
fnereasingly anomalous particalardy in the hight of recent Access o Files
legisintion, However, others were opposed to any extonsion (o manual records

At A second issue rarsed by a small business orgamisation was that datp
rolating to artificial legal persons-should be protected just os muoch as pemsonul
data, because in the coase of the sole trader or the one-mun company i was
difficult 1o make o reasonod distinction betwoen the personal und the business
duta

fil



Bi.11

Overview

7L The Registrar specifically wrote w0 30 orgemsations and mdividuals
semding them copies of the consaltation document “Whit are your views?™,
Muost of the oreanisations represented trade sectors and siamilar groups. Some
were deliberptely chosen to represent the “consumer intetest™. A number of
individuals with. whom the office has had contaet were also written 1o,
Subsequently, reguests for copics of “What are vour views?” were feceived
from many other orgomsations and indwvidonls,

72 Ope hundred and' dory-mine  organisations  and. ndividunls  have
respanded. Thint number includes those representative bodies who wrote 1o say
that they were making a joint-submission with another orgamsation or were
joining with others under an umbrells body, The pumber does not inelude
those regulatory bodies who wrate o sav that they did pot think they could
ussist the Registror in this review; not does {1 include the individuals who wrote
decliming 1o respond,

7Y Some organsationy have ¢learly addressed the problem from their own
standpoint os i daty user ond have Lirgely confinged their remarks o comments
on the registration: process; they hove not wsually considered the position of
duta subjects. Other organisatlons, including some representative bodies. have
expressed a general data user view which expressly or imphicitly deals with whisi
ts soen os the burden ol the legslation on damn users and correspindingly givies
himited attention to the viewpoint of ordinory citizens. A third group of
representative bodies, which woukl cirmmonly be Seen ad acting for diath users,
has sometimes expressly sought to look at hoth data uses and the data subject
point of view. Representations from individunls fend o reflect their personal of
professional  position and  experience. The fow  bodies representing the
consumer temd o give expressly—afien trenchantly—a dota subject view,

74. Conseguently. it is doubtful whether eonclusions cin be draws Brom this
comsuliation merely by counting the number of responses Tavisring b particular
view. A judgement will bave (o he excrcised aboist the obpeclives ind
comstraints of the legislarion amd the sppropratencss of the standpoint adopied
by particulur respondents. There dre. however, some themes where the general
temiar ol the response s very clear

75 The Dutd Provection Principles should apply and be enforced on anyone
who uscs personal data. 10 b perhaps prematore to moke major changes 1o the
Principles and their imterpretation, but the imterpretation of the Thind Prnciple

should be modified so thar disclosing dara is not troared as compatibile with the

purpose for which it i held merely because the dischowre s registered

76, It s right to have 3 registristhon system, bul the present arrangements are
burdomsome., and are unhelpiul o data users and data subjects alike. There is
sympinthy for small Qistis users, il size is pot s proper reason for exemplion. A
radically simplified register would be favourcd, This might be of a simple
almost-universal nature: oF on o “two-tier™ hisis where mone sensitive activities
or personal dats ore registered o greater detall or be restricted 10 certain
categories of activity or persanal data.

77, Individuals should have some right 1o appeal to the Datd Protection
Tribunal which coubd have a widened jurisdiction but should not exclude the



courts: The Registrar should be the prncipsl means of enforcing the [Dato
Protection Act. He should concentriate effon on secunng compliance with the
Principles. He should not visit data users routinely and regularly, but he showld
be able 1o carry oul inspections and obtan information when appropriate

78, There should be i subjpect access fee o discournge fnvolous applications,
bt there should be an overall muximuom,

™, Source and disclosure logs connot generally be kepe

§, The practiee of muking an mdividual wse his subject aceess rights 1o let o
primpective empliover see o he has i ariminal record should be stopped.

A1, Coides of practice can be useful, but it is oo early to codify the proper
practice of trade sectors, even if it were theoretically possitile. There should be
u formal approval process for codes so that complisnoe with them or breach of
them s taken into socount by a Tribunsl considering an enforcement or similar
nrtice.

82, 'The definitbons need revising and clarifying in places. A particular plea was
made by the library sector to exempt data such as that in hbrary eatalogues
Cireat care should be taken pot 1o make unintended changes by ill considered
meddling.

B3, It s sull very early in the life of the legislation to comment on the need for

changes and most people have settled down to complying with the 1984 Act as 1l
0

i3



B2.1

Chapter 2: The Registrar’s views

Introduction

%4, This part of my Annual Report puts forwird soggestions for possible
changes 1o the Dot Protection Act 1984, They ate fromed ns a series of recoms
meadations which Ministers and Parliament may wish te consiler if they decide
the Act should be amended.

&5, The objective of the Tecommendations is to!

— ¢lanly the meanmg ol the Act:

— simplify the application of the Act,

— make the protection the Act offers o mdividuals more effective:
— efeduruge attention o be dirgeted (o the msues of greatest congam,

86. In making these recommendations 1 am gratefol and mdebved 1o those who
responded 1o the consubtation document—"What Are Your Yiews™, Many
praple put a preat deal of time and thought mio the responses received. The
bulk of thise responses are from bodies each of which represents many data
users or individunls: They are rich in ideas born of practical experience with the
Axt

&7, However, the views put 1o me cammol be the only matrers to take into nc-
count, § must alse have regard to the working expenence of my office and the
results of research prijects umdertaken. The way in which data protection legis-
lution is developing in other countrics also s some infleence

&%, My office has carried ow resenrch over the last few years mto pubhbc ath.
taddes, The results show o consistently high level of concern about privacy
“Keepmg persomal information or detaily private ™ is the aspect of privacy cous-
g maost coneern, “Organisations bailding up files aboul me™ s also of signifi-
cant eomogrn. More than two thirds of respondents are “very”™ or “guite” con-
cerned alsout the amount of information kept about them by organisations,

89, The rescarch alsn shows thai a large majonty of the public consider the
rights specificatty conferred by the Act —to see data and have it corected — o
be very important. There s, m sddition, as much support for other “nghts”,
such as 1o b wld where information was obtained and (o whom it meght be
passed and 10 have oneself removed From lists o files

W), Some of the views ivailabde to me will, of course, oppose cach other and |
have sought 1o suggest spproprigte Balances. | have in mind; the legitimate
interests both of individuals und datn users; the abjective of schieving a proper
and practical inter-relutionship between dats protection and other public pol-
jedes: and the need to meet the obfectives amnd reguitements of the Council of
Europe Convenlion,

Y1, The purpose of the Copvention “is (o seoure i the territory of each Party
fosr every individual, whatover his pationality or residence . respect for his rights
and fundamental freedoms, and in pacticular his right to privacy, with regard to
aultmatic processing of personal data relating to him {“data protection”™)™.



U2 The introduction 10 the Convention states that “it s essential - that the
undemiahle advantages they (data asers) can oblain from automatle data pro-
cessing do aot at the same time lead to-a weakemng of thie position of the per-
s on whom data are stored”. L there s a lick of general niles on the sti-
age and use of personal information and in particular. on the question of how
mdfividuals cm be enabled o exeércise control over (nformation relating 1o
themselves which is collected and used by others™.

93, The “peneral rules™ which the Convention lays down are largely incorporn.
teed in the Data Protection Principles wineh appear in the Umiled Kingdom Act,
These Principtes are, in my view; the heart of the Act and the Koy 1o effective
datn protection. Whilst there are roles which can be played by registration, too
mmuch weight has been given o this aspect of the Act™s roguirements.

94, That view seoms 1o e shared by those who responded 1o the consultation
document, The twa key observations were:

I The Data Protection Principles state good practices which all duta users
ahicild bo roguired 1o folkow.

2 Registrution is too complex and sl envbracing and should be simplificed.
95, Those consulied overwhelmingiy support these two vigws. The sapport is
gor, however, unanimous. A few of the duta user representative groups do pot
wish to see any changes made (o registration or indeed 1o the Act as o whaole. |
tave followed the views of the majonty in making recommensdations,

96, The recommuendations concentrate on the reo key views. 1 amendment of
the Act is 1o be comsidered, then it seems better to start with uny more lunda-
mental considerations first. 1 am also mindful that there his not yel been the
wpportunity for the courts (o determing the detailed meaning of the law

97. However, it is important when considering any changes to the Act o un-
derstand its structure: in particulor, the detailed way in which registration links
into mony different parts of the Act. Changes in registration have “knock on™
effects on such matters as enforcement and on the Data Protection Princples

The recommendations take sceount of changes which are conseguent on a pro-
posed change in the registration method.

. The consultmtion document (“What Are Your Views?") looked at the
lsenes relating 1o the Data Protection Act under nine headings:

— The Dwta Pritection Principles

— The Register amd Registration

— Jupervision and Enforcement

— Rights ol the Duta Subject

— The Exemptiofns

— The Regisirar's Powers

— Chenetal mnd Mrscellaneous

— The Dwefinitions

— Fundimental lssues

44, These headings have been used to report the respormnes 1o the consuliation

undd | have followed a similar pattern’ in putting forward my own recom-
mendations.

10, A fundamental question is the approsch 1o be wken in legislition of this

type. Should it be prescriptive: or should it set requirements and abjectives in
general terme. leaving the preseriptive détadl v arise from the determination of

4
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particuiar cases! | favour the second approach and the recommendations are
made on that basis.

101, Whether the Act should be amended and. if it &, the weight which might
be given to the recommendations mide, are matters for Ministers and Parlia-
ment. Lshall be pleased to explain dnd develop these recommendations i this is
helptul. | shall alse continue 1o give my advice, dx reguired, 1o the Home Office
Interdepartmental Review Committee on Data Protection

2. The Act has not been fully in foree for long and in any interim period
before Ministerial or Padiamentary decisions there could be a continuing con-
sideration of expetience and opinion 1o see il the recommendations might need
madification. If adopted, they would, in any case. need putting into statulory
fovrm,



B2.2 The Data Protection Principles

103, ) agree with the majorty of respondents who say that the Data Protection
Principles are o good code of practice for informuation handling. | alse agree
that the Principles. as currently written, ure sufficient without modification,
However, as some respondents have suggested. the mlerpretstions of the
Principles could uselully be revised, The adoption of the testricted registration
system recommended Tates wall throw greater weight on the Principles, Inter-
ﬂulurjum which assist in bpplving the general statoments in the Principles will
* helptul.

ik Ip thas section, therefore, | suggest leaving the Principles themselves as
they stand but put forward o number ol possible amendments to the interpreta-
tion cliuses, Some of the amendments arc pertinent to more than one Principle
und 1 deal with these first belore considering thoke imendments specific to par-
ticular ‘Principles. The Prmoples and their ifterpretiton ané set oul in
Appendix BAJ.

(a)  Changes Affecting More Than One Principle

105, 1 later yuggest some changes 10 the regisiration system. These changes
mriean (it less detuil will be repistered us to dot users” sotivities, The effect w
that datn users woulld no longer be able to sansfy Principle 3 (regarding the
compatilility ol uses und dischsures of personsl daty with the purpose for
which the dota are held) simply by the detaily they enter in the Register. Nor
would the interpretntion of Principle 2, which also refers w the Register, any
bomger make soense. Copsequently, the current mlerpretation of those two
Principles wonld need 1o be struck out.

1, Prinviples 2, 3, 4 und & refer 1o the purposes lor which persomal data are
held. There i o difficulty jn the proctical application of the Act in determining
for whut purposes personal duta are sctually held, This is particulisrly difficult
when the Act also refers 1o purposes for which persomal ditia are used.

107, 11 would be helpful 1o have some guidonce as to matters to ke ot ad-
count in detormining whether personal data are octually held for a purpose or
not, | ke the view that the best gmde to this s the purpose for which the
information wos originally obtamed by the dots user.

108, 1 therefore recommend that an mterpretotion should e added 1w Prinei-
ples 2. 3, 4 and o indicatimg thas in détermiming whether personal dita ire held
for u purpose, reghrd shall be had 1o the parpose Or parposes for which the
information eonstituting the personal data wak abtatned by the daty user.

HE. Prmaples4 and 6 ale have another problem (o common. Tt difficult o
apply cither of these Principles without havipg regard w the circumstances of
thie individul or fvichduals who are the subjects of the personil dati. Yot the
Principles themselves make no reference o data subgects but dnly 1o purposes
for which the personal data are held

110, | therofore recommend that these two Principles should esch have an in-
terpretation kdded ta the effect that m determining whether personal data are
{Principle 4—adeguate. relevant and not excessive) (Principle 6—uonot kept for
longer than is necessary) regard shall be had: (o the dreumstances of the mdi-
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vidual or imdividuals who are the sulyects of the data, or 10 whom the dats are
related (whether by the processing carried aut by the data user or otherwise);
and 1o the uses which may be mude of the dats in relation 1o those individuals.

111, Having made points which are common 1o more than one Prmaple, | now
considet each Principle in tim to see i modifications or additions (o the miter-
prewntion provisions might e approprisie.

(b)  The First Principle

|12, This Principte requires that information which fs to be contained in per-
sonal dato shall be fairly and lawfully obtsined and thot personal duta shall be
fairly und lawtully processed. Much in this Principle depends on the imerpreti-
tion of “farrness” both for the obtmning of information and for the processing
of distia, 1t is not etbirely elear what s meant by “homess”. This uncertainty will
b resolyved by the courts ps the legistation comes 1o be tested more regularhy.
However, the interpretation paragraph 11 of the Fiest Principle docs give
some guidance as to fairmess in obtining information by referring to whether
any person wis decelved or misled

113, Another eircumstance in which imterpretative guidance swould be helpdul
arises im those cases where o dotn user s obtaining information in order o
supply or make it svailable 10 othems

114, Inother cireomstances the Third Prmciple may afford an individual some
protection agmnst widespresd amd indiscrminote disclosore of imformuation
abewt Iim, beciuse i provides that eses and dischsures of persomal datsd must
not he incompatthle with the purpose for which the dits are beld.

115, However, winere the data are held for the purpose of mukme disclosures
the provtection of the Third Principle is loat. | recommend thit this s overcome
b ndding into the preésent interpretation paragraph 101 of the First Princple o
phrase indicsting that: in assessing whether informuateon s fairly obtaned,
regard shall be had as to wheiher pn individunl was given any choice 35 o the
uses or disclosures W be made of the information,

L6, The Datu Protection Act sensibly incorporates some roles lor avoading
canflict hetween this Act and other statutory provisions. Two of thuse rules are
sef oul In interpretation paragraph 1(2) of the First Principle. As a conse-
quence, information is deemed to be obtained foirly i it 8 obtained from
someane huthorised or required o supply It by statute or international sgree-
ment. Also, in asscssing whether a data user obiained information fairdy. no
account is (o' be tnken of o disclosore similarly northorised,

117, With these rules it might be expecicd that there wonild be coumterbulanc-
ing rules in dther legslation setting out sppropriate codes for the obtmming of
information in those specific arcumstances. bol that is oot the common prac-
ticee. In any case. there is o substantial body of pre-exsting legislation which
does ot nddress these Bsues ut all.

[18. [ would argue that this complete exemption for those Gcting under stotu-
tory authorily & o0 sweeping and may lleence practices which on their merits
would be unocceptable-in other circumstances. Considerable weighl muost be
given 1o the fact that someone is acting with statutory authority, bt it s $i-
ficult 10 %o why this should sutomatically be an overriding comsideration.

114 1 recommend thit the proper cogrse would be to mmend the interpretation
paragraph {2} of the First Prnciple so that acting under statutory powers
raises @ presumption that information bas been fmrly obtained, but § presump-
tion which vould be rebutted on the facts of the particudar cose where it could be
demonstrated that [he application of the First Prmaple would not be hikely 10
prejudice the statutory putpose for which the information wis being obtmned.



1L *Processmg™ s defined by the Act a8 et of technical  oper
ations—pamely amending. sugmentmg, deleting or rearmnging datn or extra-
cting information conatituting data. These operntions moke noreference o the
purpose of the activity or the subseguent use of the duta, But if “processing” is
o be judged os Feir or onfair. o seoms difficolt to make that pssessment without
looking at the consoquences of the processing for an individual data subject,
This a uch to judging fairmess comes close to dealing with the ssues of in-
compatibie uses and disclosures dealt with m the Third Prinople, Conseque-
ently. i difficoll distinction hos to be dravwn in practice betweon the prioper arca
of these twio Principles.

|21, To resalve this difficulty | recommend that a paragraph should be adided
o the interpretation provisions [or the Fimt Principle. This should provide
thilt, in dutermining whether information s processed Gibrly, regard shall be
had to the purpose of the proeessing and the fomeciable consequences Of the
processing for the mdividual dita subjects whose data are being provessed

(c) The Second Principle

22, The Council of Europe Convention and much of the discussion ol data
protection invalves the idea that data should be held for specified purposes and
used only in ways computible with those porposcs—this is often called the
finality principle and it is sci out m the Act in the Second and Third Principles.

123, | bave dealt i part (a) of this section with a proposed mterpretation 1o
help 1o pscess whether persomal data are held for o purpose. | hove also dealt
with the effect of proposed changes in the registration system

124, Theee remains the issue as to whether a purposc, however described by a
date usor, is sufficlently specified. In this respect, respondents have suggested
that data users would find it helpful if the Registrar continued to publish a list of
recommended purpose doscriptions. | ol have in mind that whether o par-
ticulor purpose deseription has been appropriately specificd ought 1o depend
on the reasomable expectntion of those prividmg the information a8 to the uses
to which that miormation will be put

125 | recommend therelore that there shionld be a paragiaph in the inferpreti-
tion of the Second Principle incicating that: in determining whether a purpose
i suificiently specified regard should be had 100 (1 whether the purpose i
form approved by the Registrar; and (i) the circumstamees in which and pur-
poases for which the information constitating the dits were obtamed.

(d)  The Third Principle

124, O the face of it this Principle sugpests that o judgement will be made on
the merits of whether personal data are used or dysclosed in 8 way incompanble
with the purposes for which they are held. fnpractice that i not so. becuuse the
interprefation deems wses and disclosures to be compatible—however unlikely
or unreasonable—provided that they have been registered.

127. Thete has  been considerable opposition 1o this  deoming  prov-
o particularly as it relates 1o disclosures—trom a vanety of groups. Again
1 balance hus 1o be struck between the desire ol those holding personal dita to
be certmn that their uses and disclosures are lawful and., on the other hand, the
protection of ndividuals.

128, In part {a) of this section | have expluined thal the later propsails for o
revised registration system would necessdtate striking oot the present intérpret-
ation, However, regardless of whether the registration svitem s changed or
not, | helieve the present mierpretation provision bends joo far in the direction
of certainty for dats users. It permits, by registration, practices which many.
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inchuding business ropresentutives, would belicve 1o be unicceptable. | would
recommend o any case that the best course would be 1o delete the present
imerpretation provision entirely and leave matters o be ussessed on their
merits, il peoessary by the Durn Protecuon Tribunnl nnd the courts,

128, The Act eomtemplates o distinction between the purposes for which data
are held = the principle purposes — and the purposes for which the data are
subsequently used = the subsdinry purposes. A difficulty with the practical
application of the Act in general, and this Principle in particular, i distinguish-
in2 hetween the purpose for which data e held and the uses 1o which the data
are put, Inpart (i) of this section | have fecommended an interpretation which
ahould pesist in determiming the purpose for which the data are held

130, It would atso be valuable 1o have some goidunce as 1o whether personal
datn huve been discloaed in o mannet incompatible with the purpese of
purposes for which they are held, 1 reeommend that o further interpretation
paragraph should therefiore stute that. in determining whether o disclosure s
incompatible or not, regard shall bo had 1o the purposes for which the data are
1oy be used by the petson to whim they are disclised.

(e)  The Fourth Principle

I3]. This Prmaiple requres data 1o be adeguate. relevant and mop excessive.
There (s nointerpretation provision, On fest approaching the Principle, there
is a tendency o look @t whether the pemonal daw are adequate. relevant or
excessive in relation o the circomstanees of 4n individual who hos brought o
complaint. Howeyer. the Principle oply says that these conditions should be
related o the purpose fog which date dre held, Thote purposes must often be
cast i very: broad tornm,

132, | have concluded that this Prmeiple can ol presest only work pustly if dats
users e regquired 1o specify very finely detailed purposes, That is probably
overburdensome and ponecessary. | have consequently recommended on
alternmtive approach mopart (a) of this section. This se1s outan interpretation
provision which will bring the circumstances of individuals into countenance.

(£) The Fifth Principle

133, This Pranciple requires datia 10 be accurate and, where necessary, kept up
i diste, There are practical peoblems in applying this Principle, but only soch as
arise when imterpreting apy general words such as “pccurate” and “necessany”.
The proper course jn my view is w0 allow their meaning i the contest ol this
Act, 1o b setilid by the courts.

134, The current interpretation of the Principle ratses a problem in that pers
sonnl damn marked as recoived from a dats sabject or & thicd party and oe-
curately recording the information provided by the other perdon ave (subject 1o
certain conditions) not to be treated ay thaccarste, This negates o data subject’s
right 10 compensation i he or she B damaged by these duts becaose, n Lt
they prove 1o be maocraie.

133, Here again the lgmslation strikes a batance between the pghis of people
1o coblect and use information without undoe legal estriction and the damage
which inaccuricy can inflict oo individuals. The legisiation includes a proce-
dure to enpble § data user to protect himsel! from: having (o Qet b o guarantor
of the complete sccuracy of everyihing othes people tell him: but the Act also
provides o means (in Section 24) by which anandividual can apply to the court
10 have inagcurate data rectificd even iT it has been marked s received from a
third party. | sce the good sense of these arrangements, but on the other hand |
am conscious that imaccuracy, even if unintentional, can cpuse considerable
duamage to ndividuals,



136, On reflection, whilst | wouald suggest keeping this provision onder obser-
vafion 1o see whether it seems 10 cause injustice o lndividuals, | do not con-
clude thal the Act his struck the wrong balance. 1 do recommoend, however,
that the Registrar should have 4 similar power to the court 1o require the re-
ctification of mscourate datis even if marked as received from a third party. At
present the interprretution of the Fifth Principle prevents that, It is difficult to
see why maccurite dat should not be amended once it s discovered and the
interpretution should he changed so that it does oot limit the Regisirar's en-
fnrcement powers.

(g)  The Sixth Principle

137, This Principle restricts the time for which datas may be kept to that which
i necessary for the purposes for which they are held. There is no interprets-
Lt

138. A in the case of ather Principles, there ciin be difficulty in determining
for whot purpose data are held. In part (a) of this section | recommended an
interpretation 10 agsis in overcoming this difficaliy.

1MW In oddition, s in the case of the Fourth Principle. there is the problem
that the time pernind is related simply (o the ]:mu:nll-l:flrr;' very broad pampose fior
which the data are held and thkes no sccount, on the fwee.of it. of the practical
effects on dita subjects. Apain, m part {a) of this sectivn there 15 a
recommendution for un intérpretatiom which should hebpfudly allow the circum-
stanees of individuads 1o be taken inle account

(h)  The Seventh Principle

[40. This Principle requires o datn user to give data subjects access 1o their
persomil diste, The interpretation provisions: confine the Principle 1o the scope
of {he substuntive subjiect access provisions in Section 21 of the Act: give some
guichunce on determimng whether a diti subject is seeking pocess al reasonable
intervals; and provide that correction or erasure of personal data is appropriate
only to ensure compliance with the other Dats Protection Pringiples which arc
substantive in nature, s apposed (o the Seventh which s of 4 procedural char-
acter,

141, 1 believe this interpretation should romain onchanged. but a later chaptor
considers Section 21 ol the Ast aml recommends some madification:

(i) The Eighth Principle

|42, This Principle requires appropriate security measures to be inken agamst
unguthorised aocess to, or alterntion, disclosure or destruction of pessonal duta
anid against accidental liss or destruction of personal data, There iy guidance on
the interpretation of appropriste securnity in that regard shall be had to physi-
eéal, logical and personnel securily.

143, The consaluation document. reflecting u view pul to the Registrar, asked
whether the Principle should give detsiled guidance on security steps to be
token. That view had some support, Cn the other hand, others believe that this
s not practicable and that it better 1o rely on a general principle which can be
enforced upproprately on il merdts in o varety of different circumstances.

144, | take the latter view and | recommend no change (o the interprotation of
this Prineiple.

7l



(1) Historical, Statstical or Research Purposes

145, A special interpretation is apphied fo the First and Sixth Frinciples where
datn are subsequently wed for histonieal, statisticsl or research purposes:

46, | do not recommend by change here, 1t would be wrong to destrov the
historical record, or to prevent secess o the raw maderial which cun glve us
grenter understanding by use for statistical or research purposes, Thete s prot-
ection in that these bepeficrl interpretation provisions are subsjeet o the condi-
tiom that the personal data Gre pot o be used in such a way that diemaie or
distress s, or is Jikely (o b, chused 1 any data subvjeet

(k) Generul

147, Enforcement action can only be taken against registered persons. The
clear majority responding 1o the consuliation believe that all duta users, even if
excmpied from bureaveratic controls spch ps registration, should comply with
the Principles. However, it seems unlikely to be practical to cause dats giers to
commply with the Principles other than through the enforcement provisions of the
Act.

148, ‘A further, rather technical poiat, s that the Priociples generally apply to
et rather than 1o the action of mdividuals, However, enforcoment action migst
necessurily be taken against persons—whether legal or natural; so it s not
alwoys clear how o dota user or compiter bureau can ¢ontravene o Principle
which, because of its wording and the provisions of Section 2(2) of the Act,
applics to data.

149, 1 yecommend that both problems could be solved if Section 2 of the Act
wete pmended to include a clear duty on data users to ensure thut all eight Data
Protection Principles arc satisficd in 7espect of the pemsonal data held by them
and if a similar duty 1o ensure complinnce with the Eighth Principle were
impamed on compoter boreaux. These dulies to be subject (o the enforcement
provisions if the Act,



B2.3

The Register and Registration

()  The Consultation

1541, The consultation document set out 5 number of purposes which registra-
vion might serve und asked what, H any, rogisteation system should continue for
the futire, Much of the response to the comsultation dealt with registration and
prespesaly varied from minor sdministrative tidving up to the repeal of iny fegi-
stration requirement. The general tenor of the response was to seck same coi-
sislerablé simplification of the present system, particulardy s il offects small
users, | hove sympathy with this general view

(h)  The Options

151, The options available would seem, broudly speaking, to be:
— retim the present system substantinlly unchanged;
— repoal any reguirement for registration:

— mwlically simplily eegistrtion by requiring universal registration of very
fimmted miormation:

— restrict registration 1o users. datn or purposes judged o be partrouliry
senEiine;

— adopt o two-tier registration where there miﬂ.ll be greater detml reguired for
users, dutn or purposes judged 1o be particularly sensitive.

152, | do not conclude that registration is an essential reguirement of the
Council of Ewrope Convention, There may be difficulties in the way of
providing o daty protection system without registration, but the [:-rn-pmal ol
some respondents that registration should be abolished bs not o be dismissed
out of hand. To decide the best way 10 go, o view hus o be taken ol the differcot
PUrpRYes @ regisirafiion system ¢on seryve.

(¢}  Purposes of Registration

153, The consultation document suggested a number of possible purposes Tor
registration. These are set oul below and then each of them is considered th
L ITEg ok

— registration provides o means by which Article Sta) ol the Council of Europe
Convention cun be satisfied, in thal data subjects can find out from the
register who keeps personal dats, what the data user’s address is and why he
keops the duta:

— registrution is a public declaration 0l openness by data ukers, encoursiging
understanding of and debate about practices in processing personsl duti

— the register gives duta subjects an address avwhich they can apply for subect
arctss with certanty,

— the Registrar can refuse 1o rogister any applicant thought not likely 1o
comply with the Principles. Registration therelore offers u possibility for
reviewing and determining the acceptability of a dati user’s activities;
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—m the Act, registratwon 1 ko related 1w enforcement through the
de-registration process, U o ditn user who should be registered s relused
registration or de-registered, then he commits an offence of strict liability if
he continues (o process personid dotn;

— the register is o prawtical wid o enforcement because it gives the Registrar a
list of those who should be checked to ensure they are complving with the
Act:

— there is o source of revenue 1o fund dats protection enforcement.

154. It has also bren suguested that the register oun give sufficient notice to
those from whom informatlon s obtuined o satisfy the “fair oblaining™
requirement of the First Data Protection Prancple. T am advised tha the law
wonld have (i deem thit evervone had notice of the reglster it it were to perform
that role. Others have asked whether it should be possible for any individual 1o
check from u register who sctually holds dita gbout him or ber. Ledaving aside
any ssoe of law] experience suggests to me that there is no proctical way n
which a register can satisfy cither ol these objectives.

[55. The first purpose set oul above wias to satisfy Article Blu) of the Council of
Europe Canvention. This provides that any person shall be enubled:

~a: o establish the existence of an automated personal data file, ws main
purposes, us well as the klentity and habitunl residence or prineipal place of
busimess of the controller of the file™

156, There is no need o regster datn wsers o pchieve this purpose. 1t s
Emm'hh: skmply to enact legal duties requiting dats users o respond o enguirics

v providing the information referred to in Article 8la). That could be sad 1o
satisfy the Convention.

157, Itis worth bearing tnomind ot this point, that Article 5{b) of the Conven-
nion requires personal doatn undergomg automatic processng (o be “stored for
specifled .., purposes”. That requirement k& roffected in the Second Data Pro-
tection Principle. The specification of the purpose for which data are stored or
held oupht 1o take place no later than thie start of the storage or holding in
guestion. It may be difficuli to enforee this requirement, if a dato wser can,
undetected. adjust the purposes for which be has been holding dota when sub-
jected o an investigation. Registration may assist in overcoming this problem.

58, Kegstraton s 0 means of concentratimg the minds of data users. It re-
quirgs them 10 describe their activitios in respect of pemsonal data and make
open declarations that they are within the scope of data protection legislation
and can be expecied to comply with its requirements. [t s undoottedly the case
that having to register has made many organisations think throogh ther data
handling wrranpéments and has concentrated minds on the ssue. Whilst this
has undouhtedly assisted the mplementation of the Act, it s not of itsell a
reasOn for adopting o registration svstem with the consideriable burdens wiach
it might cast on data users. However, il data users do not describe their ae-
tivities openiy. the opportunity if fost for public fearning snd deboate. 1 returm o
this point later.

159, Having an address for subject aocess on the register can be o benefit (o o
data snhject secking to enforce his legal rights. 1 be has sent a proper reguest.
by recorded dehvery, addressed (o the subject access address proferred by the
dats user, that dato user can hardly say the reguest wis not made, It is not
essential o have such an arcangement, but it is an undoubted mprovement on
having 1o rely on the normal begal rules for the service of documents. However,
the value of this i conditioned by the opportunities available for any given
individual 1o examine the register and determine the subject aocess oddress.

lidk, The present registralion system gives a power (o the Remstrar 1o réfase
upphications if there 16 dowubt whether o datn useér will comply with the Princi-



ples. Tris doubtful whether, under the present system, resources could realistics
ally be made avaitable to check each applicant in any effective manner, Registr-
ation could, m practioe, only be wed us an effective vetting system, if the
mrmbers reguired 10 register were very significantly reduced. Nevertheless. i
ihere are wide exemiptions from registration. or the detail to be registored s
reduced, then the Registrar's power to protect individuals m lessened, 1 returmn
le this poand later.

i, Currently, registeation is linked to enforcement through u de-registration
process. This 15 not essentinl. 11 would be quite possible to substitute 4 duta
holding prohibiting notlee, if roptstration were dispensed with in whole of in
prrt.

162 A register can provide o list of those with whom contact should be oan-
tained: at whom publicity, sdvisury and educational material should be diree-
ted: and who shoold be visited to check and promote compliance, The fist fwo
objectives are best satisfied with ol comprehensive o register as possible,
wheseas the last objective might only sealistically be pursued if the register
were confined 1o o smallet group of those doto users who were thought to raise
particular data protection conceris,

163, The need 1o finance the implementation of dats protection cammat be
owerlooked dnd i o desirable, I pot essontial, aspect of registration. Liniversal
registration of ol dats users could lead 1o reduction in fee. Selective registrn-
thon coubd require signiticantly increascd fees - levied lurgely on those who give
rse to data profechion sonderms.

(d)  The Present System

164, Complaints about the present system arise prancipally from small dats
users. They comsider their activities 1o be non-sensitive but fimd that they are
required to comply with what they see us a complex and huteaucratic process,
They do not see how their involvement in the process furthers data protection
pbjectives. Their problems huve been reduced, but pot entirely eliminnted by
the Short Registtation Form (DPR4) which was introduced in the Autumn of
19R7.

165 From the duta subject’s point of view, the register s u  greal
disappointment. It is large and complex and provides only limited belp m
directing an individual to where information about him or her might be held.

16, The criticisms of the present system are lurgely correct. 1t would be wrong
not 1o make some ptrempt 10 deal with them and see if there are other wiys of
uehieving the objectives which regstration might have been hoped to fulfil
Retnining the present system subhstantially unchanged does not seem o be o
proper long-term objective.

167 On the other hand, there are reasons for nol repeiling registraticn
entirely, The bepefits of o list of those who are dati users, who are therefon:
knpwn to the public and can be addressed by the Registrar, and from whom
revenue i raised to finanee data protection, are reisans for retamng a form of
rogistrution.

{e)  Universal Simplified Registration

16, One aption to the present methad bs 4 system of universal, but simplified
registration. ‘With very few exceptions all duts asers and computer bureaux
could be required o registir. The pavroll and sccounts exemption, the mailing
list and unincorporated members club exemptions winld be repealed, The
exemption for priviate, domestic and recreational wse should remain, | assume
that public polioy wauld require @ continuing exemption for national security
mutters,
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164, Lipder this system, each data wser would register its name and address as
at present, In addition, cach would give b short deseription of i main business
or organisational activities. There could be an optivn Tor data users to add an
address for subject access enguiries il the muin registered address did not fulfil
this purpose. Computer buresux would register a8 ot present.

|78, There would be comsequential chunges 1o the criminal oifences related to
the content of o register entry. The Hegistrar should be able 10 refuse an
application if he had reason to believe that the proposed regisier entry deetails
would be inoccurate or misleading,

171, Such a system would imclude more dats users in the stope of the svstem. |1
woild be mdically simplified. There woulil be no need 1o specify the details of
data subjects, data clusses, sources and disclosares. nor attempr 1o fit activities
b stamdand purposes. It would be more akin 1o the vehicle o televidon icenee
systems, The system wintd remove doulits about the applicstion of some of the
exemptions; it would enable data users and bureaux to declare that they were
within the scope of the Act: it woukl be linked 10 0 de-registration process: @t
coubd pive 2 subject sceess address: it would give g comprehensive contact st
for mdviesory material v be addressed o dota users; and it would raise revenue
The fee pavable by cach person registered shookl b relarively small,

172, On the other hapd, the system would clearly mit exclude all those small
data users who are burdened by the present svstem and who, in reality, may be
doing little o ciuse eoncorn W individun] members of the poblic. The system
would create s patentially large tnl of datn users who should register, bt who
are fikely 1w be reluctpmt so o do. A sigmificant, and probably unacceptably
large. resource would have to be devoted to ensuring that the recalcitrant were
investipated and prosecuted. Resources would be diverted from investigating
matters of proper data profection concorm.

173, Limiversdl registration would provide a large list with whom contaer could
be maintained by mailing material, but it would be an unrealistically large st
to assist m the enforcement of the Act, The number would be too great 1o
maintam any reasonuble level of contact decking 1o ensure that the Principles
were complied with, Similarly. the number would be (oo great Tor a proper
examinution to be mude of the merits of cach spplication Lo regster with a view
i dlecrling whether or niot to reéfuse

(1) Restricted Registration

174. A number of other countrics—for example. West Germany  and
Ireland—sce a beoefit in registering certnin types of dota user, but thiy avoid
umiversul registration. A decision has i be made about the activities which are
likely 1o be of greater, rather than lesser, data protection congern, 1 that can be
done i practice, then the system can be confined to relatively fow data users,
Pheir tees will fund datn protection enforcement. The smallér number can
more teadily be advised and visited by the Registrar,

175, A common spprosch ebewhere §s 1o say that public sector authorithes
should sbways register. To these cun be added o list of those handling sensitive
dats such as identified in the Convention, or engaging in sensitive activities.
The problem. and one of the principal dissdvantages of restricted registration,
18 the ditficulty in setting boundaries,

176, The present Act secks to define cases where an exemption applics. 1t may
be simpler, with a restricted registration system, o define who is included
g“f»::ir than who miy be excluded. Thase to be included might be defined as
ollws:

I Government Departments
2. Thawie holding personal data for the prevention of detection of crime, or the



apprehension or proseoation of offenders. This woold cover Chiel Officers
of Police and Police Forces and some lnrger organisations with their own
imvestiigative ond security units.

3. Other Pablic bodbes ncluding any locil authority, statutory ondertaker [us
comventionally. defimed ), and similor bodies.

4. Persoms  conducting  public  examinations and  granting - educational
gjundifications

3. Prolessiopal repulitory bodies,

f. Porsons concerped e the provision of banking. insorance, imvestmont o
other fmancial services

T, Persoms subject o Pare 11 of the Consumier Credit Act 1974,

5. Persons concerned n the provision of detective, tguery, trscmg or other
investipation services,

% Persons concerned. in the course ol trade of business. i obladning
personal dotn with & view 10 supplving them to or allowing their use by
others. This might inchude direct markenng and cmployment vétting
sETVices:

HE Persons concernod n the provision of medical, demtal, opthalmic or other
health services or services ancillary thereto.

1L Persons holding or processing - persoial dati revealing racial origin,
palitical opinions o neligious or other beliels, physical or mental health or
sexual ke, or enminal convictions, Except that registration swould not be
reguiired where the porson holding or provessing such data gives 1o elch
duta subpect, at least onoe # vear, such mlormation rolating o the data jis
wanld have 1o be provided in respemse (o a subject acoess request. Thiss,
those who hold health mformation for employment purposes eould exemjpt
themsielves from registration in respect of this simply by keoping their
employees informed

1L Those persons who transfer personal dits outside the Usnited Kingdom.

I77. To that st might be artuched a posver for the Secretary of Stite 1o add, by
order, categiries of those who should register

178, Linder this arrangement, the rmportant clement is that those organisations
of datu protection significance can be idemificd by the Registrar and by dita
solvjects, The most important information w be registered the refore is the name
amd sddress of the daty user and perhaps an sddress for subject access. The
regster would be mire meanioghul if it also contained a shon descriptionof the
activities ol the registered organisatlon amd stated the reason why it had 1o
regster. In bref, there seems no compelling reason why greater defnl should
be fogistered than under the simplifled vniversal sysem diseussed earlier,

17%. The list of those hving 1o register presupposes a decision about what
matlery or organisations are hikely to give rise to dath protection issues, The list
above s based on the experience of other countnes; the provisions of the
Council of Europe Conventnm: my understanding of the views of the public
gained from research; and the complaints brought 1o me by individuals.

1RO, | have comsidered the suggestion in the comsuliation document that those
whao hald data with the express and imformed consent of data subjects should be
exempd fromm fogistration. [ am persusded by the representations of those who
suy that this would riise complex issses abowl whether consent was real and
miormed and | do pot therefore recommend an exemption framed in thist way,

181, There s clearly considernble scope fir debate aboul the kst of those whi
should register. Each of the categories mentioned is likely to need further
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definition. In parficulir, it may he appropriale to consider exempbions for
published information which might be caught under category 9, 1 am concerned
thist the categories in the list should be readily definable and applicable i
practice: but even so, complex drafting seems unavoidable in drawing up the
definitions. [t would not be helpful if data users had 1o go 10 mmense effort w
dedide whether or not they had o register.

182 If & Gist such as thet set oud above could be agreed upon, then the
necessarily limitod resources of the Registrar could be devoted 1o those data
users theught 1w be of specital dati protection intevest. OF course, crmplaints
ubwat breaches of Panciples by non-registered data users would alsa have to be
investigated.  The organisations of  significance  would  pay  for  the
administrution of Jdata protection. The small mutine dser could escape
bureaucratie control, whilst still having to comply with the Data Pratection
Principles and hence proper data protectiom practice. Complete exemptions,
from the Act ae dealt with later, bt would apply n the same cases us for
universal registration,

183, A preliminary analyss of the existing Repister suggesis that there would
be about S00K0 rogister entries under a restricted system such s that
described. To ruise the same ameunt of revenue. the current feg would have to
Increase at least threelold. A fee of perhaps £200 for o three year registiution
might scem enduly burdensome on small organtsaiions and individusls and
there eould be s number of these, Tt b possible therefore that a scale of fees
warnld have 1o be established and craterip identibied for marking the steps on the
scale. Measures might imclude such 85 tumover or number ol emplovees
Determining a sensible and easily spplicable charging svstem would not be
eusy. A study would be required to develop o suituble scheme

%4, A resricted registrution svstem would require further comsequential
changes to the Act. A Data Holding and Processing Prohibition Notice would
be required o regulate non-registered duta wsers who  persistently  or
outrageously breached the Prineciples. The criminal offence provisions would
have to be amended to ke aceount of the limited information registered.

(g)  Two-tier Registration

185, There are advantages in having s large revenue base and a comprehensive
list of data users to communicate with, Thuse advamlages paint o universil
repistration. On the other hand, there are egually compeiling reasons tor
copcentrating eftort on and securing payment from those data wsers identitied
ps of partcalar significance.

186, There might be a two-tier route which combines the wmiversal and
restricted registration schemes. Under such & scheme . some woulid regester in
greater  detail than  others. perbaps akin o the current regitration
regquirements, Those who are required to register in greater detil might also be
reduired 10 pay a higher fee.

157, 1 am not convineed that there s any significant advantage i a two-ter
svstem and belipve thal universal or restricted systems ol reglstration offer
Petier opfions

(h) Preferred Option

188, The problems are reasonably clear. The solution s not so clear cut. The
advantages and disadvantages of the options have been discussed carlier, The
simplicity and ease of definition of universal simplified registration 15 very
attractive. This might well be the casiest scheme to understand and implement,
| attuch considerable weight, however. to the strong lecling, commonly
expressed, that small routine commercial enterprises are not undertaking



activitics of major datn protection significance. They ought to comply with the
Data Protection Principles, but if at all possible, be relieved of the hurcaucratic
burden of registration.

{R9. Om the other hand there will be great problems in agreeing and defmning o
restricted list of those who should register and in constructing scales of fees,
Investigating and identifving those who should register may be as complex as
investignting and pursuing the large numbers of small data users who should
vegster under the universal system.

1), [ would welcome o debale on the system to be adopled, but on balance, m
order to remove those wha are pot of data protection significance from the
registration net, | favour the restricted registration option and the rest of my
recommendations are made with that option in mind,

191, Remidelling registration on the restricted Hines descnibed would have
further conseguences: For those not entirely exempt from the Act, there is the
need 1o satisfy the requirements of Articles 5(b) and o) of the Councl of
Europe Convention {see pirt () of this section), Even if it were possible to do
this, by registration for those who must registes, the problem would still remiin
fopr thirse who mecd not regster,

192, To meet these Convention requirements | therefore recommend tha all
chata users shoukd be under o duty o maintain an up to date list of the purposes
for which they hold or use personal daty. Also, on request from any person, they
should inform that person of those purposes and, in general terms. of the
persotal data held or used in comnection therewith, 1 would expect to use my
power to give pdvice under Section 36(3) of the Act to publish recommended
purpose descriptions which 1 hope data users would find helpiul. Whilst not
specifically conoerned with registration, it may also be possible (o driaw up
deseriptions of the sort of data and types of disclosures which might normally be
assocmted with those purposes.

193, Many fewer partioulars would be registered.  Consequently.  the
provasions of Section H3). 501} 52) and 5(3) of the Acr will requre major
modification. Those sections of the Act specfy what must be currently
registered ond make it a criminal offence not to register, or o do something oot
allowed for in o register entey whether it is done by the data user, his servant or
agenl. The consequence would be & much restricted applicatiom of the erininal
law. On the other hand, a criminal sanction would be required 1o secure
compliance with the new duty 1o keep o list of purposes and provide i 1o
|:nqu.rrr:m.

194, The rules relating to fees are probably sufficiently Aexible to allow scales
of fees 1o be modified without further legislative change. Tn the light of the very
limited particulars proposed 1o be registered, it might be valuable to dectare
that the Registrar can require further miormition from applicants lor
registration in order to determine whether to exercise his power of refusal, The
sugeestion for a power 1o issue an Information Notice i discussed again m the
next chipler.

195, Finally, it should be remombered thit registration, as currently conceived
in the Act. requires datn users to be open, al least in general terms, @ o thieir
aetivities in respect of personal ditu. 17 registration is 1o be restricted. as
recommended, then this openness through regstration s Jost. In addition, the
restricted detiil which will be régistered under the system put forword removes
Hny aﬁslhiiil}' of the Registrar checkmg, from registration applications,
whether data users may be acting, or likely to act, in breach of the Data
Protection Principles. In the light of these two points, there needs 1o be some
compensating adjustment elsewhere in the Act — perhaps m the rights of
individunls to know and the powers of the Registrar to find out. | seck o retain
an apprapriate balance in the recommendations put forward later.
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B2.4 Supervision and Enforcement

196, The Act is enforoed chiefly by the Registrar. He can prosécule for some
matters—not being registered and straying outside the scope of & register entry,
for exumple. Breaches of the Data Protection Principles ire dealt with by
Enlorcement. De-registration and Transter Prohibition Notices, Failure to
comply with a confirmed notice is i eriminal offence. There are varioos ancillary
provighond stch iy the power 1o seek a warrant.

197. The consulistion document canvissed some possible chinges, The
proposal 1o give the direct dght of enforcement to individuals is discussed in the
noxt chupter. The matter o be considered hore include the Emited right of the
Registrar tiv wwbtafn fnformation in on mvestigntion and related  technical
priblems in the wurrant procedure; the role of the Tribumal; delects in (he
supervisary nidice powers; and the question of inspection by the Registrar,

194, The Rewstrar, i the course of imvestipating breaches o suspected
bresches of the Prinaples. often requires information from s variety of sources,
The ability to obtn it in a formal and evidentinlly surthoritative manner would
be valsable. My mvestigntors have reported that individuals working for
vrpnnisationy often feel hositont about giving evidence because they cunnot by
gasured that they arc under a duty 1o do so. Thase mdividuals would be' happior
0 co-Operite. i seems Lo be their aatural inclimition, f they could be wold that
the Regstrar could exercise formal powers to require them (0 answer
gquestions. In the section on registration, | have alrendy mentioned the need 1o
abtain adequate information on the basis of which p decision can be taken
refime fegitrution. | recommmend., as o soblution 1o these difficultios. that the
Registrar should have power 1o serve notice on any person requining that
person to furnish in writing such information (us specificd in'the notlee) os @
necessity or expedient for the performunce by the Registror of his functions.
There should be o right of appeil agmmst such o notice © the Tribnal

194, The Regstror hos no cxpress: mvestigntion  powers.  [nvestigations ane
carried out becnuse they ore esséntial if proper consideration s 1o be given 1o
those complaints which the Registrar has a duty 1o consider. Alse, because no
propor decision on prosecution or the exercise ol supervisory powers can be
made without the systematic gathering of evidence. Currently, my officery can
only stize evidence with the backimg ol o warrant. A wiurrant may only be
granted if access i refused and subject to stnct conditions. Conseguently, i
socesy s pranted, sn investigator is deprived of the right to apply for o wakram
aned thus cannot selee evidence. | recommend that the armangements should be
clarified by granting, 1o duly authorived officers of the Regstrar, the powor to
seide evidinoe when lawfully on premmses whether under o warmant or not.

K. The opportunity could be token to amend o further weakpess In the
warmant procedure. The powers of inspecton and serzure do nof apply to datn
which are exempt from Pan [T of the Aot (which deals with registration and
supervision). My recommendation for restricted registration would require p
change 1o that reference to Part 1. but in dmy case the protection from
imspection and seirure poses logical and proctical difficultes. 1t s only after
they have been looked st that It &s possible 1o tell whether or not the data are
exempt. In the cases where warrants have been obtained, it has been necessary
to take magnetic media away from premises for subsequent technical
exmimimation. Only at that stage 15 it clear whether the protection from setzure
upplies. Duata may ulreidy have been seized which should have been protected.
Thi warrant powers therefore become hazardous. To avoid this, | recommend
thut the protection of dats from inspection und seizore should be tepealed.



01, The consultation document asked whether all dota protection matters
should be rfefereed 1o the Tribunal. Some respondents emphasised that points
of law should be sertléd by the ordinary courts. That dises pot mean that other
mutters should not be considered ut o lower level by the Tribunal. The Tritsumnal
b, ot thi time of writing, st to st Similacly, | am not sware of any case
brought by bn individual o the ordinnry  couns  seekimg WO recover
comnpersation ander the Act, | oam, therefore, eonscous that it might be
premature b comment, bat T would reconmmend that all cases should be heard
mitially by the Trbunal so that the Tribunal win develop a browd datn
proteciion perspective. The Tribunul woueld replace the urdinary courts for
bearing applications by individuuls to enforce their subject aocess rights or to
claim compensation. Appeals on points of lnw wouold lie 1o the higher courts.
The wssue of the nght of individuals o apply W the Trbonal for the direa
enforcement of the Principles o comsidered in the next iechion.

202, Hhe changes recommended for the regisecation system are adepted and if
all doty wsers holding personal data are bound 10 comply with the Data
Protection Principles rrespective of registration, then the format and content of
the powers relating (0 Supervisory Notices must be chunged. Firstly, b should
b possible to serve 8 notiee on any data wser holding persopal datg ond any
compiter bureau processing personal ditis mther than, s st prosent, serving
nofices on registered persoms. Secondly, de-registration loses it effectiveness if
the majority of ihose bound o comply with the Principles do not have 1o
registor, Regtmation should no lopoer be linked 1o enforcement in this way,
und for the De-registration Notice 1 recommend that there should  be
substituted o Dot Holding and Processing Prohibition Nogice which could
include the de-registration of uny data pser registercd unider the proposed
rostricted sysiom,

AEE. frrespective of any change to the registration svstem there s a difficulty
with the Trapster Prohibition Notice. The Transfer Prohibition  Notice
provisions refer to prohibiting the transier of “datn™. Datn means “intormaoation
recorded in o form 7 In R v Gold & Another [1988] 2 WLR 984 {HL), the
House of Lords held that data beld i the regsters of a central processing unit
could bre sald 10 be recorded, which was a word contemplating more permanent
retention and, in the case of data. implicd the uwse of something such as tape or
dise recording, Commonly, compuoterised information i trunsferred outside the
United Kingdom not by sending physical objects such as magnetic tape on which
data are recomded. b by tramsmitting data by o telecommunications link. In
those cases, what s transferred s not actually recorded, but a replica of the
recorded diota.

AM. In ony dispute, 1 would point out that the deosion in K v Gold was o
decision on the meaning of “recorded™ in the Forgery and Counterfeiting Act,
1981 and doex mot necessarily applv 16 the térm “recofded™ in' the Data
Protection Act inm pelution @0 overseds fronsfer. Nevertheless a Transfer
Prohitsition Notice might be held by the counts not o protect personal dato
recorded m the United: Kingdom from abuse outside the United Kingdom. |
recommend thut Section 12 of the Act should be mended to put bevond doubt
the fact that the transler of data, by fransmitting a copy' of the data by radie,
cuhlr: or similar technicsl meiins, can boe regulated by o Transter Prohibition
Motice.

205, Paring the lust four years my office has sometimes met greal difficulty in
adeciding which of two or more personsis o doata user and therelore responsible
{or securing compliance with the Principles for a particular sét ol personal data.
Ihose whe hove been involved in discussions about persion fund trustees and
admingstrators; pecountants and their clients) and some computer burcaus
activities will recall the difficult distinetioos that had 1o be made. The probhem
chicfly arises where o lay client goes (o a professional sdviser, The professional
adviser may apply automated techngues (o pepsonal dota on which only the
silvisir 15 competent to judge ond where somelimes the lay client may even be
tgnorant that o computer s being used. The problem would cease 1o be of such

Kl



stgnificance if the Registrar could take enforcement action not only agumst the
it user but also apainst o person by whose default o dots user wos in breach of
the Data Protection Principle, T recommens that such a power should be
applied to ail the Supervisory Notices.

206, An issue convassed m o the consoltation document was whether the
Repgistror should carry out systematic inspections of data users, Perhaps not
surprismgly. the majority of respondents rejected the suggestion on the grouand
that it winild be an unnecessary intrusion into the atfairs of datas wsers when
there wis no significant evidenoe of regulur daty nbose.

207, However. as mentiondd carlier, o simplified rogistration svslem would
remove i possibility of public scruting on, or debate of, data users” aclivities
and Hmie ithe ability of 1he REegistrar 1o check those sctivities. Informuation
wolil generilly only be brought to light in speeific cises of complaint, In these
vitcumsiances, | believe itis appropriate 1o compensate for this shift in balanee
and some power of mspection by the Registrar would seem an appropriate part
of that, | therefore recommend that such a power showld be added 1o the Act.

2. There 1% one specul point which @nses from the concern expressed by
corresponcdents aboutl disclosures of miormation. | accept that i woukl be oo
onerous as o genéral rube for data users o keep logs of sources and disclosures

However, it does scem right, when information is found o be insccurate, for
every effort to be made to inform others supplying or receiving it of this fact. 1
therelore recommend an addition to Section WN3) of the Act which refers 1o an
Enforcement Notice m respeet of inacournte data, The addition should
specifically allow the notice to reguire s datd user 1o take all reasonable steps to
mform any source of information and those 1o whom it has been disclosed of
the imaccuraches Jownd.

200 Firally . o number of responclents suggested that government departments
should not be excluded from liahility w prosecotion. | understand those views. |
also understand, however, that such an exclusion is long stinding matter of
public palicy, 1 thercfore leave this ssoe for consideration if future experience
shows that particular difficulties arse (rom it An smended Act coulid incluee an
grider-making capacity which would  allow the status  of  government
departments 1o e changed if this seemed 1o be necessary.



B2.5

Rights of Data Subjects

(a) Role of the Tribunal

210, Data subjects do mot currently have the nght 1w enloree the Act directly
exeept 1o secure subject secess and o obiin compensation. ar o certan
limited cases 10 gel rectification or erasure of personal data. It would be
possible 1o give individuals the right to seck compensation either from the
courts or the Tribunal lor any breach of the Duta Protection Principles chusing
damage 10 that individual, Others have camvassed the possibility o
compensiatiom for distress irrespective of domuge. Undoubtedly, breaches of
privacy can cause 1ypes of damage not accounted for in traditional legal potions
of dumage and T would welcome o debate about whether distress alane should
justfy componsation,

21, Other vanations have been proposed on the idea that individuals should
e shle 1 enforee the Act directly. One proposal is that an individual should
have a right of appeal to the Data Protection Tribunal against the refusal of the
Registrar to toke lormal action against o dats user.

212, 1 have sympathy with this idea but it is difficult to put into practice becanse
of the respective roles of the Tribunal, the Registrar and the data user. The
Tribunal s pot an investigative body, it judges a case which is made by the
Hegistrar against a data user, 1f the Registrarwould not pussue such a cise, then
an individunl appeating (o the Tribunal would have to take the Registrar's role;
the individusl could not simply ask the Trbunal to overturn the Registrars
view. In the case in which an individua] believed that the Registrar's actions
wiere it properly taken in accordance with his powers, then the remedy is in
judicial review through the Courts. But judicinl review would not apply o the
mierits ol g decision.

3. 1 conclude that currently, while n data user can appeal w the Tribunal
against a supervisory notice. (heee is no corresponding way for a dats subject o
object to a failure by the Registrar to tike enforcement action. Pursuing the
idhea of @ balance between the rights of data users and daty subjects 1 would
recommend therefore, thiut data sobjects should be given the power o seek
from the Tribunal an order which would bave the same effect us a confirmed
Enforcement Notice or other Supervisory Notice. The Tribunal ought 1o be
given the opporiunity to stay such proceedings go that the Regstrar can
investignte such cases before they are beard by the Tribunal, The Registrar
could then be n party to the proceedings; he would not necessarily be
supporting the application for an order

214, For an individual o breach of 4 Principle may be incapable of remedy
Steps can be taken 10 ensure there is norepetition of the breach in a fulure cose,
bt the only satisfaction to the hurt individual in such o case is compenrsation. |
recommend, therefore, that the Registrar shoukl be given the right 1o include,
i i Supervisory Notice, s direction 10 pay compensation (o an individual for
damage and associated distress arising from o breach of Prnciple. The
compensation should be limited 106 0 sum not exceeding the financial limit on
cluims in the County Court—<currently £35,000, The Registrar is currently under
the supervision of the Council on Tribunals and the exercise of discretion in
recommending compensation seems not inappropriate o an official in this
wjustsi-idicnsl position.
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(b}  Subject Access

215, The most sigrilicant vight of individuals i the right of subject sccess, A
namber of guestions about this were put in the consuliation document and
substantial aumber of respondes were teceived. These are summuarised o
Chapter |,

2le, With u restricted tfegistration system, | believe there should be counter
bulancing changes in the infornsation an individual can ebtain from o data wser.
I have referred in Section B2, 3 o the need for & duty for data users to maintain
an up o date list of parposes and 1o give copics of this 10 enguirers. However,
with the loss of detail in the Register, meividuals hive lost any possibility, other
thin through o subject access reguest. of linking data held sboul them to
purticular purposes, sources of disclosures

207, 1 recommendd, therefore, thut m response (0 a subject access request, a
dota wser should provide not oniy the data shout the individual, but also &
deseription ol the purposes for which the dita are held or used. These
descriptions of purposes might be simply achieved by cross references (o the list
ol purpuses mentioned above,

218, 1 wonald also recommend thit o description should bé given, st ldast in
genetil terme, of the disclosures which may be made of the data, This might be
simply schieved by bmiting these descriptions to disclosures not covered by i
non-disclosure exemption. 1t would also be helpful if some mdication could he
given of the sources of the data. sm very mindiul of the problems in connection
with providing information on sources and disclosures, These idesy would
certminly need thinking through very carchully but, i they could be put into
practice. they shoulil help 10 meet a mumber of concerns expressed by,
respondents to the consultstion,

219 Then there is the guestion of the fee for subject access, The issue ol
multiple fecs being charged for multiple register entries would disappear under
o restricted registration system, becaise many data users would have no reglster
entry and the remuinder would have only one entry. The size of the fee jself is
still o matier of debate. Hescarch sugpests that the poblic favours u fee lower
than £10 and may be deterred from excroming the wubject acoess rights by o fee
this high. It would therefore be helpiul o reconsider the fee with that inmimd. |
would recommend that, or least, the fee should be held a1 no more thao 1
present level lor some time. In additlon, steps should be taken 1o sei o limit on
the total amount an individual can be charged for access to multiple register
entries. if these conlimae 10 exst,

220, Mewt s the difficulty of dealmg with the situation where mformation is
withheld from an individual under a subject access exemption. The individual
thoets ot know thit the data user has upplicd an exemption and is in no position
1o miake an appesl 10 1est whether the exemption has bien properly spplicd or
not. Although a number ol respondents deny that there s a problem, the
statute ploinly sees circumstances in which granting subject access would
prejudice the purpose for witich data are kiept, or cuise othir serfous harm. It
seemy highly likely that 1there will be cases where to tellb adata subject that data
hat  been withheld for those  feasons would caonse the same  damage
comtemplatead by the statute. It might well be that thise respondents whio say
that this is & smaller class of cases than bs often supposed ure right, but 4
sofution 1o the dilemma 1 required.

220 1 recomeend thit data users shiuld be roguired to keep a log of the cases
in which a subjoct exemption i relicd upon and the rensons for wsing the
exemption, The jog should be available for imspection by the Registrar or his
officers. T reeommend that duta users should be required to muke i periodic
et i the Regisirar, sending himoa copy of the tog, Tha dury wiould have to
be retnforced by b criminal penilty,



222 1 note the difference of opinion gbout the meamng of Section 21(4)(b) of
the Act. This section allows a datn user o reluse subject socess if the
information disclosed would afso rélote to pnother individual, or would dentify
ancther mdividusl s the source of the imformation. This section has mol,
however, been the subjeet of htigntion, and o may be premature 10 propose
changes here until the pragtical effect of the legisiation can be more clearly
scen. I the Sub-section is reviewed then consideration should be given to the
right of the enguiring individual to know the information? the right 'of the other
individual fo privocy; and the pght of & data user to protect his sources of
inforrrmatag,

273, The consultation document asked whether Individunls should huve the
right to know that data are beld aboor them by a particular data tser withoul
having to make a subject access regbest and withoot having Lo pay a lee. There
was 1 difference of opinion between respondents about this suggestion, But it
must cost as moch in most cases 1o find out whether data ore held about a
particular individual as to provide & copy of that data, Twould not recommend a
right 1o have the former free, if 4 fee remains chargeshle for the latter.

224, Muny are enthisiastic about dute users Keeping source and disclosure
logs. I this were practicable, some problems relating 1o enforcement could
more readily be solved—for example, contacling people to whom inaccuriite
datn has been transmitted, or determining & source 1o resolve an isue of fair
obtaining. In the light of the views of respondemts, | am persunded thot such logs
might be inordinately expensive, and in some cases quite impractical—library
catalogoed are an extreme bul realistic example. 1 cannot, therefore, support a
wmiversal requirement for source and disclosure logs, However, | do note that
some such fogs are kept at present by credit reference agencies. | behieve further
consideration should be given ws (0 whether there are ather special
cirbumstances in which such logs should be kept.
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B2.6

The Exemptions

225, There should be an enforeeable duty for all within the seope of the Act 1o
comply with the Principles; but the duoty t register shoold be groathy restricted.
With this approach the exemptions can be norrowed and smplified and muany of
the current problems with exemptions should disappesr.

226, | recommend compléte exemption from the Act for data held by an
individunl only for personal, domestic of recrentional purposes. | assume tht
public palicy will comtinpe 10 require an exempiion on the cifrent ines for
i Lionnl secunty.

227, 1 recommiendd o modification 1o the current exemption for data which the
data wser is required by statuie 1o publish, | woild make that o non-diselosure
exemption, 1t is difficult 1o see why the dats user shoulid be released from all the
Principles, for example that relating to acourscy, merely because he his o
publish the mformation, | return liter to the ssue b o whether there should
ilso be a subjoct secess exemption for this data

228, The exemption for paveoll and sceounts (Section 32 of the Act), aml
mailing lists and onincorponsed members clubs (Section 33(2)) would mo
lomger be required in the light of the rovised sshome for registration and the
duty 1o comply with the Principles recommended carficr

229, The remaming exemptions in Part IV of the Act are esther rom subjec
sccess of from the non-disclonure provisions, There has been some debate
about the extent of these cxomptions.

24, 1 do pot recommmend any changes wo the limited subject access exemptions
forr cremie, tixation, Bealth, socra] work imd financal services proveded they are
properly confined 1o cases where there 4% b oreal likelibood of the pmhlum
specified by the Act wosing in each case, | hope that the fecommendation tha
the use of the subject aceess exempiions should be logged ond roported 1o the
Registrar will muke It possible (o monttor their use.

231, | do not teke e with the pon-disclosure exemptions in subsections 5 w
% of Section 34 of the Act. They seem to cover cases of legal compulsion,
emergency orf common semse. [h the cose ol new legslation, it may be that
pohioy makers will increusingly consider data protection objectives and whether
il is nlwiys tight 1o be able torely on the exemptions in the Datu Protection Act
for things done under statutory suthorty, There have been positive responses
when 1 hove approdched Ministers nnd their departments with this in mind, At
this stage 1 would only recommend a modification 1o these limited exemptions
i order o tuke uecount ol the repeoal of the non-disclosure provision contained
in Section 521 d) of the Act. This limits disclosures to those stated in o register
entry and under a festrcted repistration scheme, this detail would no longer be
provided

232, Many responidents hove suggested that the defimition of personal dat
should be framed so as 0 exclude bibliographic nformation  or names
pssociated with products, services or busimess contact lists, | ater conclude that
it 15 not appropriate 1o try o redefine personal dat so as 1o drdw o boundary
between information about individuals and miormathon about onganisations.



However, | do have sympathy with the general objective behind respondents’
stggestions. It seems 1o me that i the personal data obtfined fall outside
registration then the only difbiculty remaining is that of subject access. There
segms fo redson why the informatron described should not meet the other Data
Protection Ponciples, for example. it should be fairly obtained. Exemptions
from the subject hovess nght should be strictly limited and very carefully
defined. | do not feel able to define a specific recommendation at present, but 1
believe it would be worth exploring possibilides, A study to do this might alsa
comsicler whether a subject wccess exemptiom might apply to other, stricily
delined. published Information.
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B2.7

The Registrar’s Powers

233, Revised enflorcemant powers Tol the Begistrur were proposad earlier. but
the comsuliation document riised & momber of furher pomis,

234, | have undertaken this review of the legslithon 10 wsist the Home Olfice
anid s part of myv geperal duty o repon (0 Parlimment on the performanee of
miy functions, Most of those who have commented express the view that this i85
helpful practice. A few beheve thot this s o matter of poligy for politicions
dlome. }1 acems toome thal, as in the case of the Equal Chpportunibics
Commission and the Lical Government Commissioners, it dught (o be helpful
1o policy makirs and legisiators to hiave the views of the enforang snhority on
the impact of legisintion of this natuee. I1is also consistent with the expectation
that public bodies should momtor and report on thelr expendnce (0 carrving
out their functions. It would e valuable (o pul the practice which 1 have
adopied on un express statutory footing

235, The hdea that the Regisirar should have the power to support cour
applications by individualy received some backing. The Aot has regard 1o the
balanee of podicy between the rghis of people o keep. use ol pass on
informution, and om the other hand, the nghty of mndividsals 10 have respect
shown Lor thetr privaey. However, the genetal tenor of the legistation s 1o
creme rehts and duties which place o fetter on the otherwise unresiricted nghts
oof the users of (nformation, In that context, it would be helpiul in enforcing
those rights and dutios. on oceasion, for the Regisirar to support an imdividual
conducting his own proceedings under the Act. | recommend that an extra
power o that effect should be ndded o the Aci

23, The remaiming major issue m this section s the role of codes of practice.
Somee suggest that detailed statutory codes should be prepared for ench sector
wnd that compliance with such endes should replace complionce with the Data
Protection Pranciples.

237, | have come to disegree with thit view, The great effart required 1o define
sectors and develop precise codes in fine détail woabd, in my view, diven
fesources  lrom encouraging compliance with the powerfal and  fexible
Prnciples, The Principles give a broad basis on which the Tribunal and courts
can build. They are flexible enough to take bocoumt of soctoral differences, the
varition of individual cases and the development of new technologics,

238, Om the other hond, there s g role for codes of practice as & pulde 1o
compliance with the Principles. | recommuend thal the Registrar should have
power to give a formal endorsement to codes so that they could have a stmilar
lorce to the Highway Code. Thus, compliance with or breach of a code wiriild be
taken into account by the Trbunal, but breach of a code wouold not of itsoll
umount to o breach of o Principle.



B2.8 General and Miscellaneous

234, Section 30 of the Act deals with data held or services provided outside the
United Kingdos, Many, including my office, find Section 39 complex. That is
in part unavoldable, Decause the msuey it secks 1o resolve are notonas fosr
creating legal difficulty. 1 carlier snggested 4 strengthening ol the provisions
relating to Transborder Data Flows. | recommend a further minor change: the
referenie t Section 39(3) to data being used in the United Kingdom should be
changed (o 4 reference 1o the use of information constituting the data, Without
this changt, it is dilficult o make any meaning of this section. That done. |
wiould leave the other elemonts of section 39 to he examined by the courts

240, | mentioned, in the comsultation document. the proctice of requirimg an
fndividunl to exercise his rights of subject sccess in order 1o reveal his eriminal
record, 1 do not believie this s a proper use of the Act. | recommend that o
shicukd be prohibited with o criminal sanction, Thete are undoubtodly cases in
which. when someone seeks employment or ® licence. his eriminal record
shuhd be avatlable, Those eases should be specifically provided for in other
legishation and not schieved by what many sce s an abuse of the Data
Protection Act.

341, The third bsue rised under this heading was that of adminsimative
flexibility, Many relitively minor issues have arisen such us the lomm ol
registration of partnerships, or the oecasional refund of fees. for which it would
have been helplul 1o have express statutory autharity. There will always be
such minor matters arismi and 1 recommend that there should be an
appropriate regulntion muking power for the Reglstrar, | should make it clear
that this regulation making power should be strictly limited 1o minor
administrative matters such as those mentioned sbove and regulativns should
have 10 be approved by the Home Secrelary,
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B2.9 Definitions

241, None of the definitions in the Act has been subject of Tegal argument in
the higher courts. 1tis difficult to argue other than scodemically that they are
defoctive except in o lew clear cases, There were nevertholess some patticular
issues canvassed i the comsuttation document

243, | would mysell amend data by deleting the reference 1o “recorded”, but
there i opposition on the basis that this would introduce control over transient
data 1o which subject access could pot be granted. 1do non myvself Teel the force
of this orgument. Any dats routinely held for Jess than 40 davs can escape
subject access under the present law, Deletng the reference would put beyond
doubt the applicability of our law 10 transborder datp flows affected other than
by senditg abroad disk, tape or similar recording medin. An alternative
approach to the specific problem, however, would be po lopve thie defimition of
data unsmended and, as recommended earlier, add p suitable sub-section 1o
Section 12 00 the Act, which suthorises Transler Prohibition Notices. A
suitable addition would declare that tronsmissions of duin by rudio, cable or
ST lar menns e 1o count as transfers of duty notwithstanding the faet that nos
recarding maedium containing the dita is transferred overseas, For the moment,
I would be content with this less thoroughgoing alternutive.

244, The consultation document raised the possibility that there might be
infottaton which vaght properly 1o be said to relate to an organisation rather
thin an individual, The difficult excrvise of drawing the boundary betwesn
these types of data will probably ot be helped by amending the definition of
“personal datn” at this stage. Inmy view, this is another matter for the courns,
In thie light of whose dectsdons futare amendments of the Act might arise. | have
dealt’ under the exemplions {Section H2.6) with such particular issues as
bibliographic data,

245 The distinctlon between “opimion™ and “mteniion”™ breaks down, The
dsinction was imtrodoced o protect persommel succession plunning dats from
subject access, The provislon fs lar wider than Is necessdry for the intended
purpose: it has the effect of exempting this and other dat from the whole Act
when W subject secess exemption Tor this paricular daty would hive been
sufficient. I what is required is the right o maintsim the confidentiabity of
personnel successiom phanning data, then | recommend that o specific narmow
exemplion 10 that cffeet shoold repiace the present distinction  between
“mtentin” and “opimon”,

246, It s difficull 1o give a previse meaning 1o the text processing exclusion,
However, the geperal intent scems clear enough, Tt his niot been argued abiowd
In the higher courts. Surprisingly, it seems 1o wark in practice. | would Jeave
woll nlone and do mol recommend any amendment.

247 The defimtion of “daw wser™ in Section 1(3) of the Act s complex. |
recommensd delethon of the words “form part of a collection of daw”™ n
parmgraph (a) and the substiiution of the word “are”. In paragraph (b) 1
recommensd deleting the words = joimtly or in common™ In the first case. it ds nop
clear what counts as-a collection of diuta, because first of all one must identify o
single data wem, Whether that s o complex “prece of information™ or
something else 15 s0 doubiful ps 10 cause prave difficalty of imterpretation. In
the second case, it iy guite clear thial the At means 1o include as 3 data uses



sameone who controls dita by cooperating in some wiy with another person,
The technical wisrds =joimtly or in common™ are confusing and best omtied.

4 The wse of “agent™, both in the definition of computer burgau and also in
the expression “servin ar agent” elsewhere, needs refining In the Act “agent”
secmms ustally 1o mean semeone duthorised 1o ereate legal relations between o
principal and o third party, rather than someone peting generally Tor another,
The courts might resolve the problem. but this & o case in which cither
approach to the meaning of “agent” can lead o gnswers which are difficult 1o
accept, Cenerally speaking | beliove “agent™ in the Act should bear the broad
meaning of an intermediury through whom someone effects an action and, for
the aveddanee of doubt, recommend the word should be thus defined

249, | recognise that some respondents 1o the consiltation document take o
distinetly differemt view from me phout what s meant by processing “hy
teference to the data subject”. A nirrow Interpretation excludes matters which
commemsense would often suggest should be included—for example. scarching
for people who have o commen chiracteristic such as religion or ethnic vrigin. |
div not agree thal this form of processng hes outside the Act, | recommend
amending the definition by expressly including processing by, reference 10
classes of mdividuals.

250, “Processimg” does not currently folly include some matters which are
within the Counell of Europe Convention. It is consequently not clear how the
Act exactly corresponds to the Convention. For the avoidanee ol doubt and
gmmecessary  legal  srpument, | recommend  including  “storage”  and
“transmussion” of datm within the defimition of “processing”

251, Finally, 1 rmise an wsee for further consideration. The browgd terms of the
Avt are sufficient to mclude electronse office systenis including the Hiling ol
electronic correspundence where it can be retrieved by reference to the date
aubject, The Courdll of Europe hive indicated that the application of duta
protection sebject access provisions 1o sieh data might amount (o a breach of
Article 8 of the Europesn Convention for the Protection of Human Rights and
Fundumental Freedom  which puarantees iy evervone tespect fur s
correspondence. It might be possible 1o sdjost the defmitions m the A io
remove such correspondence (rom. the soupe of the legislation, That might
create unaoceptuble duta protection loopholes encouraging pecple to put dats
artificially into “correspondence”. | suggest thit more comaideration should be
given 1o this problem. It might be appropriate 10 resolve jtby a limited sabject
access exemption for comespondence. hiving in mind 1hat which would
properly (ol under the Human Rights Convention.

4y
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B2.10

Overview

252, This overview deseribes the nature and summarises the main effects of the
recommendntions made in this chapter. I does not state oll of the
recommendations specifically or in detall, The mam paragraph referénces are
giwnj to assist o reader who wishes 10 comsider the recommendations more
closely.

(a)  The Data Protection Principles

253, There should be an enforcesble duty on dots wsers, with very few
exemphions and regardless of whether they are registered or not, to comply with
all eight Data Protection Principles. Compater hureaus, s now, should have an
enforceable duty 1o comply with the Eighth Principle. {Paragraphs 147=140)

254, The Principles themselves should remam unchanged bur there should be a
number of chapged 1o the imterpretution provisions, Civen e restricted
registration system recommended later, there will in pny case need 10 be
changek (o the interpretation provisions of Prmerples 2 and 3 which reler to the
Register. (Paragrophs 11053-105, 126-125)

235, Some new interpretations are recommended (o help in the application of
the general Tules the Primciples lay down. These mierpretations:

— link thi purpires for which personal data are held 1o the puarposiés for which
they wore obtyined; (Paragraphs |06 108)

— relate the circumstances of duta subjects to consideration (under Principles 4
and ) of whether persiomal ditaare adequate. relevant, not excessive, or kept
for longer than necessary: (Paragraphs 108, 110)

— give guidance on fair obtalning (Principle 1) in cioumstances where the
personal datu obtamed are 10 bo supplied to or made available to others for their
own uses; (Paragraphs 113-115)

— relate unfair processing (Principle 1) 10 the purposes of the processing and
the foresecabile consequences [or data subjects: (Paragrophs 120, 121)

— linik the specification of a purpose (Principle 2) to g form approved by ihe
Registrar and to the circumstances in which and purposes for which the personal
dats were obtoined; (Paragraphs 124, 125)

— bring inte consideraton, when determining whether o disclosare s
mcompatible with the purposes for which personal data are Held [Prmciple 31,
the purpuoses for which the data sre o be wsed by the person to whom they are
dischosed. (Paragraph 13))

256, Oiher recommended changes to current interpretations Set 4o oy 1o

— Open the possibility of applying the fair obluning requirement (Principle 1)
to informatiom. which s statotorily required, i circumstances where this is
unlikely 1o prejudice the statutory purpose lor which the information s
redquired. This should even up the application of the Act between the public and
private sectors: [Paragraphs | 16-119)

— dllow the Registrar 1o take normal enforcement wetion in respect of
mmaccurate dota whick & data pser has receved from-others and marked a5 50
received (Principle 5), The present interpretution prevents this but it does seem



i everyhody's best imterests o toke cormective achion on maccuribe dita once it
i% discovered. | Paragraphs | 34-134)

(b)  The Register and Registration

257, Whether the Act is changed 1 the pear Tuture or nist, 10 is not sound long
term policy, 0 continge with the current registration system. However. 11 is
sensible m continue with @ registration syastem of some form, The arguments
supporting this conclusisn amd the following recommendations are contuined m
setion B2,

254, The two best options appesr (o be a universal registration system which
might be compared o obtaining & TV heense; or o restncted registration system
where only defined categories of data esers need o repdster, [n both these cises
it would be ap fate (o regester only a limited amount of information.
Bearing in mind the problems tor small, non-sensitive data users, the second
aption s prefermod. A suceesstul scheme will, however, depend on how clearly
thoke categories of dats users whis must reghster am be defined, More work is
reguired on these definitions: Consideration will also need o be piven as 1o
whether there should be agridunted seale of Tees for those who must register.

250, [vis recommended, therefore, thint registration should be muintained. but
om & restricted  basis. Rather than determining  the restrictions  through
exemptions there should be o list of those who should register: A fist is put
forward for discussion in section B2.5, It is based on type of orgarsation, 1¥pe
ol wetivity and those holding sensitive personal daty, There should be an order
making capocity for the Home Secretary to add 10 the list. First estimates
stggest that the Register would reduce to about one third of its present size mnd
contain pround S0 registrations. This wouold lead to a fee of around £200 for
o three yoor registration.

260 The detoil to be registered dhould comprise only i mirme ond sddress, an
aptional address for subject occess, a briet indicanon of the nature of the
organisdtion registering snd the regstration categoty under which the entry s
mande.

261, In order 1o meet the requirements of the Councl of Europe Convention
there should be o duty on dots users 1O maintsin o Hst of the purposes for which
they hold persomal data together with a broad indication u?'rhu: types of data
kept for each purpose. The duty should include sapplving a copy of this list o
any enquirer on demand, This pew duty should be reinforced with o criminal
sanction similar 10 that for failing 10 register. ( Paragriphs 191-1%3)

262, Restricting registration will remove an oppertunity for the public 1o know
atbouil ditta users” activities . rwill also remove an opportunity for the Regisorar
i constder the practices of applicants for registrtion.  There should be
compensating chunges in the rights of individuals and the powers of the
Regisirar.

(c) Supervision und Enforcement

263, With o restricted repistratlon system the offences [or undertuking
activities not i accordance with the corment detailed register entries will
disappear. The Act will need smending 1o take sccount Of this. I will sl be sn
nffence not 1o be regsiered, but this will not of course apply to dita users who
ure not reguired fo regstor '

Id. The Regmstrar should have powet 1o serve i Suporvisary Notice onoany

data user holding persanal dala or computer bureiu processing persoial dita
whether or not they bre registered. (Paragraph 202}
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265. The Regutrar should have power o serve an Information Nobice on any
person requirmg that person o furnish in sriting such mformation specificd in
the potice @ may. be necessary of expedient [ur the performuance by the
Hegistrar of hiv functions, There should be o nght of appeal against such
notice 10 the Tribunal. (Paragraph 198)

266, Puly mmthonsed officers of the Regstrar should have the power to selie
evidence when lawlfully on premises whether under a warmanl or il
[ Parngraph [99)

267 The protection of any dotn (rom seizure under o warrant should be
repealed. The present provisions make dati seizire a hazardous or impraciical
matter. {Paragraph 260

268, AN datn protectiom. clums by imdividuats should be heard i the firi
mstanee by the Data Protection Trbunal with an appeal on points of lew to the
higher courts. (Pamgraph 201 )

200 A Drata Holding and Processmg Prohsbntion: Notiee shoold replace 1he
current De-registration Notice, This will bring segistered and pon-registered
usierh onto a par with each other. As far on those who are repistered are
concerned the new notlce could meorporate 0 deropstraiion  provision,
{Paragraph 203 )

2T, The Rogsirar should be ahle 10 sorve o Transter 'rohibition Notice where
the transfer abrond is by radio, cable or similar technical medns wnd not by
physical transter of 8 recording medium, | Paragrophs 200, 204)

271 The Regmstrur should have power To serve-supervisory naftices not only en
o duty user bt also on any person by whode default b dats user is bn breach of
Dt Protection Proinciple. This would assist small, wnsophisticated data users
whose processing is undertoken by professional service providers, {Parigraph
i LRY

272. The Registonr should be empowered to imspect the activities of data users.
Thid would counterbplance opportunitics lost by the change to a restricted
registrotion svstem, | Parzgraphs 206, 207)

273. The Registrar should be able, when issning on Enforcement MNotice in
conmection with imacourute personal datn, o reguire o data aser o tuke all
rensonabie steps to inform any source of the data and those to whom the data
have been disclosed. of the inaccuracion found. [Paragraph 208)

(d)  Rights of Data Subjects

274, | have sympathy with the view that data subjects should be able to uppeal
ter the Tribunal agaimst decisions of the Registrar, However, us éxplainged in
section BIS this is not really feasible, In these cimoumatances to obtain balance
with diti users, who do have aceess 10 the Treibunal, duta sabjects should have
the tight to seek from the Tribunal an order which would have the same cifect us
a conlitmed Enforcement Nidice or ether Supervisory Notiee, The Refistrar
should have the opporunity 1o investigate such cases and appear as a party
before the Tribundl. (Paragraphs 21 ]-217)

275, The Regisitar should have the power 1o mchinde in g Supervisory Notice a
direction o pay limited compensation to a dota subject for damage and
associated distress arising from a breach of a Daa Protective Principle. This
wonild eiwver cases where it i mpossible (0 remedy the breach in geestion,
although it might be possible 1o prevent it occurming again, (Paragraph 214)

276, There should be some form of balancing right 10 make up for the loss of
information ansing from adopting a restricted form of register. In redponse 1o a



subject pecess request, o datn user should provide an individual with & copy of
his data and @ description of the purposes for which it i held or used,
{ Paragraphs 216, 217)

277, A the least; the fee for subject aecess should be held at no morne than its
present level for some time. The problem of individuuls having o pay multiple
fees_ whare users have maore than one register entry, woull dsappear undes the
registration system proposed. | Parsgraph 219)

278, In addition, |n response to o subject secéss request. information should be
givon, perhaps in restricted or general terms, to the sources or disclosures
related o the data, The feasibility of this recommendstion seeds further,
curcful, consideration. (Paragraph 218)

27, Data users should be required 1o miintain logs of the cases in which they
rely on sulbject accéss exemptions and e reasons for soaching. Peripdic returns
should be made to the Registrir, The log should be open (o inspection by the
Registrur. These duties should be reinforced by o coomunal penafty, { Parngragh

)

(e) The Exemptions

2H0. The curremt exemptions can be narrowed and simphified, particulardy as
the burden of registration for small dots users should largely disappear with
restricted regetration system,

251 There should be complete exemption from the Act for dato held by an
individual only for personal, domestic or recreational purposes. | ussume that
public policy will require an exemption on the current lines for pational
security, The exemptions for pavroll and accounts, mailing list and
unincorporated members cluby should be repealed. (Parageaphs 226, 228)

282, The current extensive exemption for information held by a dola user
which he is under a statutory duty to publish should be reduced 10 4
non-disclosure excmption. (Paragraphs 227}

281, The definition of the non-disclosure provisions should tuke accoun! of the
repeal of Section 3(2)(d) which 15 concerned with registered disclosure. The
restricted replstration svstem will not require this level of detsil. (Paragraph
231

244, There should be a careful sssessment of the possibility of a subjeel aecess
gxemption for personal data connected with bibliographies. product ar service
doscriptions. contact lists for use within and -between organistions and
information made public by statute. (Paragraph 232)

(fy  The Registrar’s Powers

285, Revised enforcement powers have already been dealt with, Three further
issues are covered here.

28n, The Registrar should have an express duty to keep the Act under review
and 1o report on possible modifications. { Paragraph 234)

257, It would be helpful in enforcing the nights and duties undier the Actil, on
occasion, the Registrur supported an individual conducting his own proceedings
under the Act. There should be a power to do this. {Paragraph 235)

2%8. | do not believe that it is practical to set meaningful, flexible and detailed
codes of practice and enshrine these in statutory form. However. codes of
practice can give helpful guidance, in particular circumstances, as 10 how to

bl



meet the requiremients of the Data Protection Principles. To encourage their
establishment and use, the Registrar should have the power (o give formal
approval 10 them. Compliance with approved codes, or a breach of them, would
be taken into nocount by the Trbunal m anv procecdings, but breach of a code
wirtild not of itsell amount to g breach of 3 Ponaple, (Paragraphs 236-234)

(g) General and Miscellaneous

289, There should be u minor change 1o Section 39 of the Act which deals with
datn held or services provided outside the United Kingdom. This should be
amended to so that. the refercnce to data being used in the United Kinpgdom
refers to the use of information constituting rthe dota. {Parmgraph 234)

29, 1 do oot bebeve that requinng an individus! {perhaps a job applicant) o
exercise his subject acéess rights in order 1o reveal » eriminol record is o proper
use of the Act. Those cases where this is 8 requirement of public policy should
be clearly provided for in other legislution. To prevent this abuse of the Data
Protection Act. it should be a criminal offence to compel another to exercise his
rights of subfect access in order to gain information which would not otherwise
he abtainable. (Paragraph 240)

291, There have been occasions, for example, in ocder 10 refund fees, when
some flexibility in administering the Act would have been helplul. To cope with
such requirements, the Registrar should have strictly limited power to achieve
minor sdministrative flexibility by regulations to be approved bv the Home
Secretury. (Paragraph 241}

(h)  Definitions

292, None of the defimitons m the Act have been the subject of legal aroument
in the higher courts, | would therefore leave thom substantinlly antodched.

293 | undersinnd how helpful it might be to have some definitions of personal
dnta which set some boundary between this and information which might miore
properly be called “organisational™ data. [ ean think of po helpful suggestions at
this stuge and would again leave the matter to the courts. (Paragraph 244)

244, However, | do believe the exclusion of intentions from the defimtion ot
“personil data™ should be repealed. | understund that the objective of the
exclusion was to protect personnel succession planning duta from the dats
subject, If this is still considered sppropridte, a limited subject secess
exemption o that effect should be substituted, (Paragraph 245)

205, The defimtion of dasts wser could be mmproved by removing the
requirement to hold “a collection of data” und by repealing the words “jointly
or in commaon”. (Paragraph 247)

26, The word “agent” is used in the Act and it s not clear what meaning should
be given to it Tt should be defined as someons by whom another effects an
action. (Paragraph 245)

297, There are confhoting views about what s meant by “processing by
reference to the datn subject”. To avoid doobi and unnecessary legal argument,
the definition should expressly include processing by roference to classes of
individuals. {Parograph 249}

298. To line up with the Council of Europé Convention, “storage” and
“transmission” of data should be added to the definition of “processing”

(Paragraph 250)



299, Finally, a lmited subject aceess exemption for commespondence should be
considered o avoid any conflict between the Act and Article 8 of the European

Human Rights Convennon. (Paragraph 251

E. J. Howe
Data Protection Registror
June 1URD
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Appendix BA1

What Are Your Views™—Twelve Important Questions

Jedi
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Should there be o duy on all data users (o comply with the Data Protection
Principles?

Which, if any. of the interpretation provisions of the Principles in Par 1T of
Schedule | 1o the Act shouhd be repealed or smended?

Can the register usetolly be simplified? Should it conain less detal?

Can the need to register be removed from certain olusses of doto wser and
computer bureau? I 5o, how whold the exemptions be defined und
justified?

What should be the enforcement powors of the Registrar? Should he carry
ol systematic mspections of dats users? Should he be able  Jemiind
information”

Should powerd be given 1o individoals 1o entoree the Act by applving direct
1o the Prati Protection Tribunal?

If intormation 15 withbeld from an mdividual on the grounds of o subject
pecess cxemption (eg. because tiving the information is Hkely to prejudice
the prevention or detedtion of crime), should the mdwvidual be 100d the
exemption has been applied? Whist if that might itsel prejudice the reason
for the exomption?

What 1= the right policy on subject access fees?

Should codes of proctice be legally enforoeable or hove some other status
such as that of the Highway ['F:rli-:'_!' Should there be a duty on trade secions
to prepare oodes of practice?

Is it obyectionable for an organisation o make an individog) wse his subject
e rights in order thot the organisation may seo his police record? 1f 20,
shoukil this be made o criminal offence’”

Is |t possible to define “personal data” more éleardy by, for example,
excluding information relating 0 businesses of which & in the “public
domain™! Should “datn™ have 10 be recorded?

Is thore any other point about the dofinitions on which yoo woold wish o
comment, g, the distinetion between “opinion” and “intention”™ and the
Trext processing” exelusion’!



Why & Duts Protection
Act?

What the Act Unvers

The Duta Protection
Principles

Appendix BA2

Background to the Data Protection Act

Conputers sre in use throughout socicty—collecting, storing, procossing amd
distributing Informution. Much of that information is about people { prersaval
datr), The Data Protection Act 1984 grlves mew righits 1o individuals about whiom
informitien % recorded on computer (data subjects). They misy find o
information about themuelves, challenge i, have it corrected or erased if
ppropriate, and claim compensation in certain - arcumstanees. To help
memhers of the public use these rights the Registrar has dn imporiant
ombodsiman role.

The Act places obligations on those who record and use porsonal data (data
users), They must be gpen sbout that use (through the Data Protection
Register) and follow sound and proper practices (the Data Protection
Principles). The Act should raise public confidence in computing aned improve
practice mong computer wsers. 11 has also allowed the United Kingdom to
watify the Coundil of Burape Convention on Dita Pritection, 1F the Linited
Kingdom could not ratify the convention it could damage our inte pational
trade amd some companics might decide to move their operations—and
johs—elsewhore.

The Act only: applics (o automatically processed Information—boadly
ypeaking. informstion which is processed by o computer, 1t does not cover
information which s held and procesed manuully—for example, in ordinary
paper fles. Mot all computerised imformanion is eovered by the Act. only that
which relates to living individusks, So, for example, [t does nol cover
information which relates only 10 @ company or orgamsation

Registered data users must comply with the Bata Protection Principles in
relation to the personil dati they hold, Broadly they state thal persomi] ditu
shill by

— gollected und processed Fairly and lawiully.
— held vnly fior luwiol purposes describedd in the register entry;

— used only férthuse purposes and only be disclosed to those people described
m the remster eniry;

— adeguate, relevant and nof excessive in relation 10 the purpose for which
they are held;

— pecurate and, where necessary, kept up L date;
— held no longer than i necessary for the reglstered puarpoke.
— pronected by proper security.

The Priniciples also provide for mdividuals to have acoess 1o data held aboul
themselves and, where appropriate, W have the data corrected or deleted.

Anyone who holds personal information about living individuals on
computer should register unless they are covered by ong of the very limited

%
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Enforcing the Act

Individual Rights

exemptions. provided by the Act. People or organsations who have porsonal
dat processed by a bureau. or perhaps by their sccoumtant, are sl “datg
isers” even if they do not have their own compuler,

Apart [rom the name and address of the dota wser, the miormation which has
to be supplied for inchusion in the repister is 4 descrption of the purpose for
which it is wsed, the type of information held, where it i obtained, 1o whom i
will be disclosed and a list of any comintries outside the United Kingdom 1o which
it may be transterred. Hegistration costs £536 for a three year period,
Application {s made on Torms DER1 or DPRA (for smaller users), On both, Part
A reguires details abowt the user and Part B requires details about the data held.
Computer bureaux—im brosd terms thar means apvone processing personal
dats on someone clse's behall—also need 1o register, To register as a burean
only the name and address need be supplled and the £56 fee pald,

‘Fhe Registrar ensures that the Pram Piotection Principles are observed, He
can serve an Enforcement Notice direoting p registered person to take specific
steph (o comply, He can pssue o Degegistration Notice cancelling from the
register the whole or part of any register entry, thus stopping the wer from
processing petsonal data. The Registent cun also dssue 4 Transfer Prohibithon
MNotice 10 prevent the transfer of personal dat overseas, Semeone receiving
one of these notices can appeal 1o the independent Dats Protection Tribunal,
The Trbunal has the power (o substitnte its own decision i place of the
Repistrars.

If the Registrar comsiders that a eriminal offence has been committed andes
the Act, he may prosecute the offender in the coommal courts and a Tine may be
imposed. In Scotlund the Procurator Fiscal will bring any prosecutions. To
obtaim evidence of a cniminal offence or a breach of principle the Registrar may
wpply for o search Wirrant to enter und search uny premises.

Since 11 November T any mdividuasd hiss been entithed (o be sapplicd by i
dati user with o copy of any personal data held aboot him or her. This s El:-l]i}l:d
the “subject secess™ right. Individuale write direct to the user for their data, or
they may consuli the register we obiain more desals aboul the user. Each entey
on the register shiws the mame and sdidress of the data wser, a deseription of the
type of information hedd, how it s gathered and wsed, and o whom it will be
disglosed, Tt also shows gn pddress whiere subject acecss reguesis may be sent,

Data wsers may chorge ap o LHE for meeling cach fequest - but somc may
decicle o charge less, or nothing al all. They have up to 40 days m which to
ovide the data from the date of receiving sdeguate mformation w help them
rc:.mu thie clata or ientify the imdividua) making the request 11 the data are nol
rovided within the 40 davs, the mdividoal concemed cin complom o e
Eugmmr ar apply 1 the ¢ourts for an order that the diuty user should provide

[lke i B

A persion who has suifered damage and any issocisted distress caused by the
livss, unguthorised destruction o unauthomsed disclosure of information ahout
themselves, of through that information  being  insccurote. can  seck
cumpensition through the courts. 1 personal datis are inaccurite the individual
miay compluin 1o the Registrar o apply 1o the courts for cotrection or deletion of
the insccurate information

Anvone who considers there his been o breach al one of the Principles, or any
other provision of the Act, is entitled to complain to the Data Protection
Registrar. When the Registrur has considercd the comploint he must notify the
eompluinant of any action which he proposes to take



Who s exempt?

There are o number of exemptions ander the Act. Where personal data are
exempl from the whobe of the Act those data need not be registered, there 1 no
might of subject acoess and the Registrar and courts have no powers regarding
those persondl data. Seme exemptions nre unconditionsd!, for example where
natronal security 18 invalved. of where an isdividual holds personal data lor
recreational purposes or for manoging his own personal, fam'y or household
affairs. Other exemptions have very strict conditions which m st be complicd
with before the data can be deemed oxempt; for example; whe » data are held
fior paayToll. pensioms and decounts, they are exempt unless they are also paed
for, say, persannel records or marketing purposes, which they are in the
majority of cases. Other conditional excmplions exist lor unincorporated
memhers’ clubs and mailing lists. In the case of all the conditional exemptions
the duta may not be dischosed, for exsmple, toan cutside maintendnce ongineer
withowt the consemt of the individunl to whom the data relwte. Limited
thsclosires yre permitied for the payroll, pensions and secounts exemption
withowt the consent of the mdividual.

There are slso & number of exemptions from the need to provide mformistion
under the subjeet nccess provisions of the Act. Some examples of where
personnl information may be withheld are where this would prejuchice:

— the prevention or detection of crime:
— the apprehension or prosecution of offenders:
— the ussessment or collection of amy tax or duty
Diecisiony to withbold informution under these exemptions can be challenged
by the Registrar on receipt of o complaint from @ member of the public. There

are alyo other exemptions from subject access which are detailed in the
Rogistrar's Guideline 6 The Excmptions”, avpilable free from his office.
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Appendix BA3

The Data Protection Principles

The Data Protection Prnciples and their interpretation are st oo in
Schedule 1 of the Data Protection Act 1984 which s reproduced befow,

Schedule |1

The Data Protection Principles

Part 1—The Principles

Persomil data held by I
laila wsers

P

=1

Personal data held by )
idiita isers or in respect of
w hilich sers e are
provided by persons
carrying on compuber
buresox

The information 1o be contmned in personal datn shall be obtained hnd
prersomill data shall be processed, Giirky and Ly fully.

Personal dama shall be held only for one or mose specified and lawiul
[rurpses,

Personal datin held for any purpose o purpisags shall oot by wsed o
disclosed In any manner incompatinle with that purpose or  those
RIS

Personol datn held for any purpose or purposes shall be adequate. relevant
pnel not excessive in relation 1o that purpose or those porposes:

Pemsomil data shall be aeeurate and, where neotssary, kepl ap o date

Personal data held for any purpose or purposes shall not be kept for longes
than s necessary for that purpose o thoss purposiss

At fndivfdual shall be entitled
() at reasonable intervals and without undue delay or expense —

i1) to be informed by any dats user whethor he holds personal data of
which that individual is the subject; anil

{1} to access to any such data held by ooduta user; and

(h) where appropriate, 1o have such data corrected or erased

Approprinte security megsures shall be tuken pgmst unaothorised aecess
to, o alterotron, disclosure or destrwction of, personal dats and against
accidental hoss or destruction of persaonal data.

Part ll—Interpretation

The first principle 1

1z

(1) Subject to sub-paragraph (2) below. in determining whether
information was obtamed faidy regard shall be had o the method by
which it was obtained. including in particular whether any person from
whom it was obtained was deceived or masled os (0 the purpose or
purpases for which it is to be held, used or disclosed.



The secomd
principle

The third principe

The fifth principle

The =eventh
principle

The eighth
principle

Use for historkcal,
statistical or research

PUrposes

(2) Information shall in any event be treated as obtained fairly if i s
obtained from a person who —

(a) is authorsed by or under any enactment to supply it or

(b) is required tosupply it by or under any ensctment or by any conve ntion

[

or other instrument fmposing an intermational obligation on the United
Kingdom:

and in determining whether information wis obtained fairly there shall
be dissegarded any disclosure of the information  which i
authorised or required by or under any enactment of required by
any such convention or other imstrumen! as aforesaid.

Personal data shall not be treated as held for o specificd purpose unless
that purpose is described in particulars registered under this Ac m
relation (o the data.

Personal data shall not be treated as used or disclosed in contravention of
this prrinciple unless —

{a) used ntherwise than for @ purpose of i deseription registered under this
At In relution (o the deta; or

(b} disclosed atherwise than to o person of 4 description so registered

. Any question whether or not persunal data are accurate shall be

determined is for the purposes of sectiom 22 of this Act but, m the case of
such duta as-are mentioned in sabsection (2) of that section, this principle
shall not be regirded as Baving been contravened by reason of any
maccurney n the information there mentioned (1 the reguirements
specified i that subsection have been complied with.

(1} Paragraph (a} of this principle <hall it be construcd a8 confernmg any
rights inconsistent with section 21 of this Act,

(21 In determining whether agcess 10 personal doti is sought ot reasonabe
intervals regard shall be had to the niture of the data, the purpose for
which the dan are held and the frequency with which the duta pre
alered.

(3} The correction or erasure of personal duta s appropriate only where
necessary  for ensuring  complianoe with  the other data proteciion
principles.

. Regand shall be had —

{a) to the pature of the personil data and the harm that would result from
stich aceess, alteration, disclosure, foss or destruction as are mentioned
i this principle; ancd

ib) 1o the place where the personal dita are stored. 1o security measures
programmed o the relevant equipment and to measures taken for
ensuring the reliabitity of stafl having access 10 the dati,

Where personal daty are held for historical, statistical or research
purposes and not used in such o way that danmge or distress is, of in Tikely
o be, caused to any dats subject —

() the mformation contained in the data shall sot be regarded for the
purposes of the first principle as obtained unfwirly by reason only thut
sis s for any such purpose was not disclosed when it was obtained:
i

(b} the data may. notwithstanding the sixth principle, be kept mdetimtely
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Appendix BA4

Gilossary of Terms

Personal Data  consists of information about o lving individoal, focheding expredsions. of
opimon about him or her, but excluding any indication of the mtentions of the
diata user i respect of that indivicdual

A Duts Subject s an individual (0 whom poersonal data relute

Data User s an organiation or individual who controls the contents ind wse ol u collection
of personal data processed, or intended 10 be processed. automatically.

A Computer Burean 5 an organisation or mdividual soho processes personal dati for data users, or
albyws dints users 10 process personil data on his equipment. An organisation or
individual may thus be a Computer Horeau (eg by prividing back-up facilities
for another darm wser) without sctually being in busmess os a Computer Burean
s ek,

Supervisory Nofices  pre the Enforcement Notices, [De-regtration Notices and Transfer Frohibition
Notices deseribed In seetions 1, 1 and 12 of the Act

The Council of Europe i the Convention for the Protection of Individuals with regard o Automatic
Canvention  Processing of Persomsl Data which was prepared by the Couneil ol Egrope smd
which wps opened for signature on 28 Haouary 1981



Appendix BAS

List of those who responded to the consultation exercise

Advertising Assocation

N Aimsworth. County Counell Data Protection Coordinator

Association of British Insurers

Association of British Travel Agents

Associatiom of Corporste Trustess

Association of County Councils

Assoctation of DHsimct Councils

Assochation of Independent Busihesses

Avsochition of Informution Mansgemen

Assiciution of Mail Order Publishers

Associntion of Metropofitnn Authorities

Association of Pension Lawyors

Puul R, Beckett

Hritish Bankers Assocition

Hritish Broadeasting Uorporation

British Computer Socioty

British Computer Soviety (Auditing by Computer Specialist Group)

Bratish Direet Marketing Associanon

British Library

British Retailers Association

Building Socletics Assocition

Business Equipment and Information Technology Association

Campalgn for Freedom of Information

CON Systems Ld

CCS Information Protection and Management Consultants

Chartered Association of Certified Accountants

Churtered Instituie of Munagemont Accountants

Chartered Institute of Peblic Financial Accountants

Churches Main Commiitee

City of Portsmouth

Clerical Medical Invesiment Group

Harry Cahen MP

A. D, Cole

Commercia! Lnion Assurance Co PLC

Committee of Directors of Polytechnicy

Committee of Vice-Chancellors and Principuls of Universities of the United
Kinguom

Computing Services Association

Confederation of British Indusiry

Consumers Assogintion

Consumit Credit Trade Association

Convention of Scottish Local Authontics

Department of Hedlth and Social Services (Northern Troland )

Drapers Chamber of Tride

Engmeering Emplovers Federation

Ewhank Preece (Finance Company )

Faculty of Advocites

A. Ficlding

Fife Regional Council

Finance Houses Association
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Friends Provident

1. Gilligan

Coodger Aaden (Soliilors)

D0 W, Hall {Other Profession/Representative Bodies)
Health and Social Services Board — Northern
Health and Social Services Board — Southern
Damiel Heany

IBM

Impenal Cancer Research Fund

Institute of Chartered Accountants in England and Wiles
Institute of Chartered Accountants of Scotlnd
Institute of Chamered Secretaries and Administrators
Ionstitute of Credit Moanngoment Lid

Insritute of Dars Processing oanmgement
Institute of Personnel Management

John Lewis Partnership PLC

Josinh Wedpgwood and Son Lid

Anthony Kom (Higher Education )

Lambeth Borough Council

Law Society of Seotland

Leeds Permanent Building Society

Library Assocaition

L Lowd

G. C. Llovd-Davis (Other Profession/Representative Bodies)
Linklaters and Paines (Solicitors)

Local Authorities Management and Computer Services
| ondon Borough Association

Martin Hunt { Computing Industry )
Mercedes-Benz { United Kingdom) Ltd

Alun Moz

Matinal Assocttion of Citizens Advice Burdiaus
Mational Assaciaton of Pension Fumds Lid
peatiomil Chamber of Trosde

Mationul Compuating Centre

Mationsl Computer Users Forum

Mationnl Comsumer Counedl

Maticnial Council for Civil Liberties

Mationnl Federation of Consumer Ciroups
Mationalised Industries [Dath Protection Workimg Party
MNewspaper Socicty

Morth East Thames Regional Health Authority
mMorthern freland Civil Service

NHS Centre {or Informaten Technology

COFTEL

Pariamentary Committee Cooperative Linion Lid
livine Patnick, QOBE, MP

F. J. Peters

Polytechnic of Central London

Property Services Agency

Scottish Assocuation of Citrens Advice Bureaux
Seottish Health Service

Shetfieid Civ Polytechmic

smith and Johnson | Keighley) Lid

Society of Pension Consultants

South Eastern Electricity Board

South of Scotland Electricity Board

South Westorn Electniorty Board

standard Life Assurance

1. A. Sierling (Solicitor)

1.V, Timothy {Solicior)

Touche Ross (Chartered Accountanis)

Trade Linion Congress

Tk



Transnntional Data Report
University of Bath

Limiversity of Cambridge
Unmiversity of Dundee

Wessex Regionnl Henlth Authonty
West Sussex County Couneil

1. Whitaker and Son Ltd
Wokingham Dustrict Council

N.H. We have Wiso recolved 3 responses from imdividuols and orgamsanens
whi wish b remam AndHIvmes,
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Appendix BA6

Tables showing some Key Responses

The following tebles show some Key responses o guestions pot in (he
Conmsultation Document “Whial are your vidws"™,
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Tobde 2 Consulluthod Docuimanl Respitss
O03A Canthe reglater aacfully be sipiplified!
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Fiabde & Uomsiltistion Document Response

(.4A Can the need o register be temived from certon classes of datn wer i camputer bareni!?

Tinal Hesponis Ta

Class ¥ Bo Undear O4A Whiale Document
Diclowihiid . . | 2 I b 1
L ansmmer P.rprﬂ:nlmlwﬂmﬂcn i i i 4 T
Croverniment Departmend of athor
O LT ST e 1T R AR A 4 il il i [
Hemdth Authiority, ..o e e e e 2 i ii i §
Health Authority Hepreseniative Hodies. .. | i il | 2
Eooehl Ciomvet el oo 1 3 il i I
Loseal Gove mment H-npn.rﬁl:-ﬂtutrm H-nlju‘i- .............. i - i i 7
L A 1] 1 il i i
TPolice Foree ﬁtpr-:tnlm:m: Bodies i i i i 3
Chber PublicBody | i i i i
Clther Publie Body Representative Bodies ..., i i i I I
Soficitor or Barrister ., i a I fi ]
Saolicitor or Barrisier R.epl-zﬁmlu:m. l:]-m.hn . il il il il ]
B o | i i 1 2
Agcoumti Hepressn e BRI ot rrons 1 .- i 3 3
Githarr Professiom, ool e b T 1] | L] 1 :
Cithet Profession Reproseniitive Boaligs .o i i i 2 i
Frminee Companie= & Faems oo i 4 i = ]
Fiiince Compunies & Fooms Represontonive Bodies i . ib H i
Pablic Uil . B S i A 4 il il 4 5
Pubiic Lilities F.:'pmstnl.atlm Bu-.lln .................... s i i 3 a
Criler Trachng Compandes & Fams . el it a3 2 il 1 4
Chher Truiling Cinmpanies & Firms
Ropresentutive Baodios. oo 7 il i = 1]
Clinrchos Represemative Bodios | I i | |
Chpratees, molodmp-Sehomdie e | i il i i
Associgtion Clubs & e \-‘Lﬂ:ulmr'_p.-
L T i i il i i
Assnciition Clubs & Oiher Voluntors
Bodies Represantanive Bodies o000 1 i i i i
Higpher Eoem . . oot aens 3 2 i 5 3
Higher Eduution H.r[unt‘nl.u!lw Hisbies | | 1 ) r!
L ompreting Indiseey iitsii 2 i 0 3 L
Comnprating: Inchastry Rt'prr.'-.-::llntwr Bodics............. 1 a2 i fi 7
Mebirketimir CrEnmisatboms.. oo i i i i 3
Mitrketing Orginistions Ih pr—ru:nmuw Hirdies i i ih i 3
7 i 4 fill | i




;i:'r:i'r.lr 4 Crepeailttiog Dowcumiznt Besponse
(144 Should the Regmstrar have stromger enforcerieil poers™
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