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1 Introduction

This Report ts for the year ending 31 May 1990, 1t follows a similar [ormal
to previous Annual Reports with the varions sections broadly equating to the
activities of the Office. However, this year the Report also mcludes sections on
the Europesn Commission’s Diraft Divective on Duta Protection and on the ficsi
appeal hearings by the Data Protection Tribunal

Durtng the vear, significant changes have been made in the way the Office i%
stafTed. Whilst these changes have taken place, the complexity of work conung
into the Office has generally continued to increase. It s 4 tribule Lo the loyalty
and dedication ‘of stafT that they have aken all this in their stride. 1 should again
like 1o express my appreciation for their unswerving support.



2 Some Significant Issues

In this section | deal with & aumber of sigmficant sssues with whach my Office
In currently concerned.

There was a helpful opporfunity to exchange views on some of Lhese msues
when | gave evidence Lo the Home Alfairs Committes of the House of Commeond
o Ogtober 199, The discossion it that meeting concentrated in particular on
miatiers tiatsed in my Lt Aanual Report. The Commutice published its eonclusions
in December 19%0 in {is Firsi Report of the 199091 Sessiom. | am grateful {or
the support which the Committes expressed for the work of my Office, | also
approciate the similar support given in the Governmeni's response (o the
Commiltes’s recommendations,

The Home Affairs Committee recognised that a wide mnge of legislation His
Ampliztions for date protection. 11 stressed the importanie of government
departments contacting my (ffice at an edriy stage i the formulation of new
legislution, so that wdvice can be miven on relevant duty protection issues. Al
aboul the same time, Mimsiers, following a senes of Parliamentary Questions,
had ulvo reminded departmental stall of this meed.

| have followed up by approaching the Permanent Searelsties of all relevant
departments to ry 1o establish more formal and on-going haison armngements,
| récoived o positive response o these approsches and my Assistant Registrar
who deals with the government sector has taken mariers forward with mone
deluiled meetings. There Is now evidence that more government departmerts ire
seelitng advice from my CHfice as a matter of course, | appreciate that government
departments lire complex, ollen lorge organisations and it will be neotsiury 1o
mdmitor the effectiveness of these newly cstablished linson arrangements.

Some of the mutiers which the Home AlTuir Committes considered are refermed
to in this section, Others, including the Furopean Commission’s Drafi Directive
on Datd Protection, knowledge of the Act amongst the general public sand the
financing of the ©ffice, are dealt with in separite sections.

(a) The Health Service

Developments in the health sector are leading (0 & much- gresder uic of
information technology both in the management of the health service and i the
provision of olinical care

The introduction of an mternal market in the National Health Service (NHS)
involves contracis for the provision of health care and requires u flow of patient
tnformation between “providens™ and “purchasers™. Patient information s also
being collected by Distrit Health Authorities to sssess the healih status and
needs of the local population. Both of these demands are being met through the
circulation within the NHS of what is called n “contract minimum data set”™,

Information aboul mdividuals’ heilth s very iensitive and my stll mre
Investigating the content and vee of these “duls sets™ 59 us o delermine that
these comply with the reguirements of the Dita Protection Principles. The
confidentiality ol such sensitive informuation is of parbculsr concemn. Questions
arme as (o who will hove sopess to health information; and whether those who



are concerned with administration ruther than clinkcal care will be able w identity
individunlz and all their health detuls,

In parallel with the development of the “contract minimum dats set”, NHS
numbers, which are unigue to each member of the papulation, will be merensingly
used to identify patients, Consideration is being given by the Department of
Health 1o re-issuing umigue sumbers (o & comman format in order (o fecilitate
their use, Care will be needed to hold the use of this number within the NHS.

The Interprofessional Working Group set up by the British Medial Association
(BMA) has produced & dralt Code of Confidentiality of Personal Health
Information. | would welcome the adoption of tiis Code which sets stromg
constraints on the use and disclosure of such information. The Code could form
the hasis of an order o supplement the Data Protection Principles under Section
2(3) of the Data Protection Act, which would provide an enforcesble standard
underpinning the confidentinlity of health data.

| understand that the Department of Health has oot suppotted o statutory
strengthening of the Dats Protection Principles in respect of medical confidentulity.
The Department is now working on draft non-statutory guidance and | have been
asstired | will be consulted ai to the data protection implications. The Scoltish
Home and Health Department has issued its own non-statutory Code of Practice
on the Confidentiality of Personal Health Information. T was nol consulted on
the data protection implications of this Code. | believe further consideration seeds
to be given 1o the circumstances in which the Code assumes thal imdividuals have
given implied consent to particular uses of personal health information, lor example,
for medicil rescarch. A Council of Europe Working Party is also conmdering
approprinte safeguards for persinal health mformution and | await its conclusions
with interest.

The increasing use of computers in the health service his given sdded significance
to the importance of ensuring information is fairly obluined from patients. This
is required by the First Data Protoction Principle. My stall are in discussion with
officials of the Scottish Health Service which 1 hiope will lead to the issue of

appropriste guidance to hospitals in Scotland, The matter his aiso been raised
with the Department of Health.

The NHS Managemeni Executive has published an evaluation repart on the
“Care Card” trinl. This was ancxperimental profect carried out in the Exmouth
sre. In the trial, patients were issued with smatt cards (essentinlly small computers
on plastic cards) which contained theie medical records. The information on the
card was sccesdible 1o medical stafl or pharmacists and new mivrmation coubd
he added by them. The Department of Health Is now considering further trks
1o assess the benelits of using patient data cords and/or other technologies, such
us networking, to transfer potient heslih information between health care
professionils,

My stafl maintained cantact with the original trial and will do the same with
future irials. The current evaluution report has not idicated any magor data
protection problems, bul more evaluation work is peeded. 1L s inleresting to
note that the Buropean Commission iy attempling fo formulate a Community
strategy on patient dsta cards through its Advanced Informatics in Medicioe
[AIM) project and 1 am staying in touch with thiy development.

Fimitlly, 1 sm plessed to have been associated with the General Medical Services

Committee of the BMA in the production of & Data Protegtion Uapde of Practice
for General Practitiongrs,

(b) Policing and Criminal Justice

There are fiftv-twe main police forces within the United Kingdom. [n addition,
there are a further seventeen policing bodies ranging from the British Transport
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Police 1o the Rayvil Parks Congiabulory. Within the palice service there are certain
commuon policing activities such as Regional Crime Squuds and common police
services such s the Police Mational Computer and the National Identifioation
Burean. The Home Office, whilut nol having an sctive policing role, is involved
in matters of policing policy and the provision of common services such as the
Police National Computer

Although policing ls primanly a local matier, there has been an increasing
trend towards nationally coordinated activities, purticularly in matters of serious
crimie or where there is an imternational dimension.  Thus, there has been the
establishment of the National Drugs Imtetligence [oit and 1he Mational Foothall
Intellipence Unit and a recent appointment of a Head of a National Criminal
Intelligence Service,

At palicy level, the key Ik berween my Office and the police seotor i through
the Association of Chiel Palice Officers (ACPO) Working Group on Data
Protection. This Workmg Group moludes representatives of a vanety of forcss
and of ACPO Scotland, ACPO's fundnmental coordinating ond information
dissemination role s being supplemented by individual polioe forces, which have
estublished direct contacts with my Office for more detailed consideration of
matters of pertigular concern to them, Additionally my staff are boing increasingly
invited to sttend regular Regional Data Protection Conferences at which matters
of mutual interest are discussed. | am pleased (o sec these widening contacis and
will be looking to extend them i the future to less well known policing bodies
such as Port Police Forves.

Whalst the pobce are 8 key clement in the crimunal justice sysivm they are not
the omly one. Other bodies with which my Office has estublished contuct include:
the Lord Chancelloc’s Deparctment (Crovwn Cowrtal; the Hoome CiTee (Mapstrtes
Courts); the Probation Service, the Crown Prosecution Service; the Crown Offioe
and Procurator Frscal Service in Scotland; and the Northern Ireland Courts
Admimistrabon.

There ure increasing moves (o coordinate compuier developments within the
criminal justice system. A Home €fice led commuttee for the Coordination of
Computerisation in the Crimmal Justice System (CCCIS) has been established
t promote the sharing of informution. Through contacts with this committee
and with other organisations in the oriminul justicé system my stafT are seeking
o give puidance on the data prolection aspecls of these new compuling

developments.

(1) Crimmal Records

Criminal records ure of interest not only 1o the police, but also (o others
in the criminal justice system such 48 the courts and prosecuting duthonties.
Al presend, records about individuads who commit reportnble offences are
maintained centrally on microfiche by the National Identification Bureau
which is managed by the Metropolitan Palice. These records conthin policing
informution as well ss & factunl account of an imdividoal's crimanal history.
An index (o 8ll records is maintained on the Palice National Computer.

In last year's Report, | relerred to concerns expressed by the Home Affuirs
Committes of the House of Commons about the current National Criminal
Records System, The Commitice made recommendiations shout the scope,
nature and availability of these records as well as sbout the methods of
collecting und maintaimng them,

The Home Office responded 1o those concerns by edtublishing 8 scrutmy
ol the National Criminal Records System. Many data protection issues urjse
from the holding of potentially sensitive personal information such as criminal
records These issues include; who should be the record keeper; the extent



(ii)

(111}

{iv)

of the records; who should pravide information for the records; who should
ke entitled to see the records; and for how long the records should be
retained. | was pleased Lo be nvited 1o provide written comments and to
meet with the scrutiny team. I have expressed support [or a publicly
accountable National Crimanal Records Agency and 3 sysiem ol statutonly
regulnted disclosures. 1 am particularly concerned to see sateguards for
individuals and an end to the curtent and increasing practice of individuals
being furced, by employers and others, to use their own subject acoess rights
to open up aocess (o these records.

The serutiny team has now reporied w Minbsters amd [ look forward to
seging its conclusions winch | understind are 1o be published

The New Police National Compuier Syitem

My of the developments towards integration within the enmimal justies
system and reorganisation of crimingl record keeping will [ocus on the
Palice National Computer (PNC). The migration of certain existing
applications to the new Police Nutional Computer (FNC2) is due o take
place shortly, Proposals for feriber developments such s un integrated
criminn] intelligence systom and the pational crminal reconds: system
mentioned above, allied with the inoreased compuler power and Neaibility
provided by PNC2, demand careful attention to data protection requirements,

Supporting technological developiments such as photographic image storage
systems, automatic Angerprint recognition and electronically searchable voice
pnd video tpes will also raise novel nnd difficult problems.

Cooperation in Tnternational Policing

The arrengements surrounding the operation of the Channel Tunnel will
require Britishk Police, Customns and Immigration oflicals to operate n
France: and French Pollce and Government officiald 1o operate on trains
in the United Kingdom and in the Tunnel terminal control zone in Kent,

My s1ufT have opened discussions with the police, Government departments
and the French data protection authority over the daty protection implications
of these arrpngements. A particular wsue concerns whether, or how, United
Kingdom and French laws are to apply Lo activities o the two countries.

Im & wider context, the effective removal of border controls between stales
and the cross-border activities of criminals is requinmg mereased cooperation
between polloe forces of different countries, Already the Schengen Apreement,
removing border controls between France, Germany and the Bentlux
oountries, hus led (0 the proposed Schengen [nformution System. o common
database 10 aid policing cooperation. Simularly Interpol has recently
estnblished an improved computer facility and the TREVI group, another
co-operative European venture, is also considering a common police
information system. | am secking mlormation on all (hese developments so
that [ can give conssderntion to ways [n which the reguirements of the Data
Protection Act are meL

DNA Profite Databgses

The technlique of procducing a “unigque” personal DNA profile from genctic
materinl is becoming an increasingly commeon forensic tool which is wsed
tor add detection where genetic material is left at the scene of 3 cnime. There
is the potential for an individual’s DNA profile to be recorded in a similur
munner to his or her fingerprints. The Home Affairs Committes has sugpested
that & DDNA profile database on the whole male population would provide
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considerable benefits for the police. The Commissioner for the Metropolitan
Police has also put lforwird the iden of “a comprehensive index ol DNA
profiles” for public debate,

The Home Secretary, in responding to the Home Affaims Committee has
indicated that the Home Office 5 considering a number of important legal
and ethical questions relating to the establishment of a DNA database
Conslderntion will be given to the Commitiee’s support for the creation of
a database on the whole male population as well as other proposals. The
Crovernmetit has also confirmed thil the Forensie Science Service and the
National ldentification Bureau are examining the possibility of including
DMNA profiled in criminal fecordy.

I Bave Hod an initiel discussion on DNA- profiles with the Direéctor of
the Metropobitan Police Forensic Scienge Laboratory and will approach
other interesiod partics, such as the Home Office Foremsic Scicnce Service
and the Scottish Forensic Science Service. 1 shall also wish to take note of
work currently being carried out in the Council of Europeé on DNA profiling
for forensic purposes

Estublishing a database of DNA profiles calls for careful consideration
of dits protection requirements. Fssoed such as obtaining. disclosure,
relevance, aecuracy, retention and security of such sensltive data will all be
importanl. These issues will arise in connegtion with DNA profiles held 1o
supplement criminal records. They anse starily il the databnse i one of
the population et large, regardless of any speafic supporting justification:

(¢) The Child Support Bill

The Child Support Bill, which makes provision for the sssessment, collection
and enforcement of pavments for child maimenowee, was réferred 1o me a1 an
earlier slage than previously his béen the practice with new legislation. | welcome
This,

The Child Support Agency and the Child Support OfTicers, which the Bill
envispges, will hive wide ranging powers Lo gather information. These powers
will be exercised under regulntions made by the Secretary of Stnte. Information
obtaimed under such repulations will not be sohject. (o the “fiir oblaning™
requirement of the Firsl Datn Protection Ponaple. The purpose for which
information is required may, of course, be obvious from the ciicumstances in
which it ts obtained, but there will be no statulory requirement to make maters
clear

The Fourth Dats Protection Principle states that personal data should be
“pdequate, relevant and not excessive™. In the light of this, 1 have recommended
that considersiion is given to ensuring that the powers to collect information
should apply only to information expressly lpncia‘rrlwd in the Act or Regulations.
Whilst obviously this approach will not, by itsell, ensure that this Principhe s
complied with, it is more likely to encourage comphiance than an approach which
gives the Apgenoy and Support Officens more sweeping general powers.

I alss direw mitenton (o the Sixth Dala Prolection Prlnn‘Plr which siates that
personil dats "shall not be kept for longer than 1s necessary”. In order to comply
with thid Principle, procedures need to be ehtnblished to ensure thal persomal
ditta are deleted promptly as soon as they cease to be relevant for estublishing
muintenance contributions in respect of a particular child or children.

On the (ace of it the Third Data Protection Principle reguires thin personal
data shoulkd not b used or disdlosed in any manner incompatibie with the purposes
for which they are held. In practice this s not so. as the interpretation of this



Principle deems uses and disclosures (0 be oompatihle—however unlikely or
unreasonible—provided thi they have been registered. [n view of this | have
psked the Department of Social Secuniy to copsider reaffirming commitmenit to
the Third Dita Protection Principbe by confining the wsg pnd disclosure of personal
data o purpotes wholly consistent with the reason those data ore held, namely
the efficient admimistrotion of the pssessment ind collection of child mammtenance.

Omee the Bill has passed through Parlisment, | shall take these points up again
with the Department of Social Securify as matters for resolution through regulations
and operating procodures.

(d) Uses of the Electoral Register

Last year | referred to new regulations jssted by the Home Ofce which
constrained  Electoral Regisimition Officers (EROs) (o supply copiss ol their
regilers to anybody on demund. | explained that the Home Office Minister had
supporied, in principle. my suggestion that ERO4 should pubtish a list of those
who had bought thelr registers. This would enable imdividuals o trace who had
purchased information about them and use their nights under the Data Protection
Aict 1o chick on the subsequent holding snd ose of their details,

Diuring the year, 1 have consulted the local nuthority assocntions (in partcular,
The Association of District Councils (ADC), the London Boroughs Assoctution
(LBA), the Association of Metropolitan Authorites (AMA), the Associition of
London Authonties (ALA) and the Convention of Scottish Local Authorities
(COSEA) and hove been pleased to receivee therr support. The Home Office has
alse garried out separate consultntions with other local puthonty representatives
and received smmilar support

Whilsl the Home Secretary doed nol have power to require EROs 1o pubhsh
miormation on purchasers, 1 am pleased that a scheme 15 h:ﬂ'n.gr'l:pmrd
Home Office which encourages this. | nm awaiting details of the sc
the Minsier.,

{e} Computing in Schools

The rapidly growing use of computers in schoold nd changes in educition
leginlation have focussed attemtion on the application of the Diita Protlection Ac
in local education authority (LEA) maintained schools. The Depariment of
Education and Science (DES) consulied me on draft guidance 10 LEAs and LEA
maintained schools which identified School Goverming Bodies, as well as LEAS,
s possible data users for personal dats held in H:lmnln Legul advisers l'reem my
Office und the DES met and {dentified that, in addition, & Headteacher might
be a duta uwser i certain categones of personal date were held: The possibility of
the LEA, the Governing Body and the Headieacher all being datn users in their
own right in sy one school arises from the distinet statlutory responsibifitles of
cach, This leaves them eoch independently exercising control over the content
urd use of personal data held in connection with those responsibilities.

My stafl have azsisted officsals of the DES in redrafiing thew guidance o
clarify the registration requirements for personal daia held in schoids. There will
inevitabiy be a substantinl number of Governing Bodies and Headieachers who
will be required to register. 1 am aware that it will take some tme for LEAs and
schools 1o determine whether and how the Act applics. but anticipate that i
shouwld be possible 10 orgunise any pecsssary registrations by the end of this
calendar year. [ am also conscious of the finsncial burden that will be placed on
LEAs and individual schools by registrution fees and have asked the DES whether
it wonild be possible for the cont of fees 1o be met from centrul fands. 1 understand
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that the DES will give consideration to additional funding for these fiees in Tuture
yoark if not in this year.

()i The Community Charge

In my last repart | exprossed disappomiment at the probiems which had ansen
with i large nomber of Community Charge Registration Officers (CCROs) in
copnection with the mitinl compilation of their community charge registers. This
yvear my stafl have renewed their effors o énsure that similar difficulties are not
encountered s CCROs strive to maintnin and update their repsters. Thus far,
CCROW' “rolling canvass’ forms have not cnused muny problems and although
further compluints bave heen received about forms seeking detnils of changes in
individuals’ circumstances, | am hopeful that thess can be resolved without it
being necessary 1o proceed with further formal enforcement acticn.

Looking to the future, the community churge is to be replaced by a new system
of finance for local government nrd | have received assurances from the Department
of the Environment that. ns and when details become clear, I'will be fully consulied
us to the data protection implications of the new system. Lhave already commentod
on draft clauses in a Bill dealing, amongst other things, with the valuation of all
domestic properties in England and Wales.

(g) Profiling of Individuals for Direct Marketing

The direct marketing industry is increasingly, butlding larger and more detailed
datnbases of information aboul individunls. These are oflen used Lo form profiles
of mdividuals m order 10 target them for mail aboul particular products and
services. In 40 for as this resalls o imdivedoals recerving miormation in which
they are interested and not freelévint mall, then it ¢an aveid the annoyances
which unsalicibed marketing Hterature con ciuse: but the position 18 oot as clear
or sirmightforward as this.

Orver the last six months, my stafi have been undertaking some research into
profiling technigues and (he targeiting of direct mail. The objective |s to get &
sound undesstanding of the practices of the direct murketing industry belore
considering the porition in respect of data protection requirements. The industry
has been very helpful in providing information and joined in a day's exchange
of views tn Muy 1991, This particular meeting was also altended by & number
of representatives of date protection authorities in Europe

The issues under considerntion include: the collection of information via life
ityle questionnaires; the relationship of censos or geogruphically based dawm wo
individuals; the use of publiciy available information such us elecioral and share
registers; the range of information held on individuak; and jhe ascrption of
information o Individoals,

My stafl will be holding further discussions with the ndustry on these issues,
Enitially, attention will be directed o lifestyle questionnaires and the content and
clarity of nolification wven Lo individuals who are usked 1o complete them, as
1oy why the mformuation is wanted. The question of assembling mformanion on
an thdividual from s varety of soiroes will be comsrdered in o wider study of
dutp motching.

(h)y The Finance Sector

(i) Banking Services

The Review Commitiee on Banking Services Law {the *Jack Committes")
reported in Febroary 1989 The Committee proposed standards for obtaiming,
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fhii)

sing and disclosing nformation on individuals which are very supporiive
of duts protection objectives, They concerned, for example, the fuir obtainmg
of information from individuals and practices Tor notifying Individuals of
their rights under the Dala Protection Act.

The Government responded to the Commatiee's report through “Bankmg
Services: Law and Practice,” a White Paper published in March 1990, The
Government's conelusions were also supportive of data protection objectives
concluding, for exmmple, that an individual should be able to opt put of
the use of his or ber hunking informition for marketing or credit reference
purposes excepl, in the latter case, where “bluck™ mformation (information
abont defuulis) is concerned, The Government wished Lo see it conclusionn
introduced through a code of practice for banks and building societies.

A Working Group comprising representatives ol the Association for
Payment Clearing Services, the Hritish Bankers Assoclation dnd the Building
Societies Association was sel up in Murch 1990 to produce 3 non-statulory
Code of Banking Practice. The purpose of the Code is to seil oul standards
of bunking practice to be observed by banks, building societics and card
ssuers when denling with their personal customers in the United Kingdom,

The Woarking Group sought my comments on the draft of the Code and
arranged & meeting (o consider these, There was & very open and helpful
discussion at this meeting. | expressed o concern that the drafl Code appeared
1o reduce the level of protection given to individuals by the present banker’s
duty of confidentiafity. 1 also took the view that the drali Code did not
el the Jevel of protection envisaged in the Government's White Paper in
respect of the use of customery” imformation for purposes ather than
sdministering an sceount, for example, wse for direct marketing.

| understand that the Working Group v reconsidering the dmfl Code
and may be muking some modifications. Another meeting id being wrranged
o conurder this second version of the Code.

Financial Intermediaries

| have received a number of complaints (rom members of the public
concerning questionnaires used by Anancial intermedianes selling mvestmen
praducts covered by the Financial Servives Act 1986 (FSA) The question-
nuires asked for dotailed informition aboit o client’s fimancial and personal
circumstances with the purpose of sstisfying the ‘know your customer” rules
made under the FSA and to ensure that ‘best adviee” in given. The
complainarits felt these questionnaines were intrusive and were cancernid
as to how the details would be used or disclosed.

Adl it appeared that & significant pumber of mtermedianes mtended 0
hild some orall of this information on computer, | lell it would be helpful
Ly these dets wsers o provide guidunce on how 1o comply with the “far
obtaining’ requirement in the First Dat Protection Principle whilst meeting
their obligations under the FSA. Guidince Note 24, covering these matters,
was published by my Office in the Spring of this yvear. This was promoted
through & news release und by direct distribution of the Gudance Note to
relevant trade associations, self-regulatory organisations and recognised
professional bodies.

Credic Reference

Effarts here have been nken up with enforcement action in respect of
the extraction of third party information by the main credit reference apencies
Information on this i given m Sections 4 and 6.
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(1) Smull Businesses

Research carmed out by the Office in 1990 revealed o lowering level of awnrrness
ol the need (o register amongy! small busnesses which hold petsonil data. This
despite the fact that there was evidence of an increasing use ol computers by
such businesses. The position has improved somewhat m 1991, mﬁlh}y because
of the measures already put in train 1o ulert ymall businesses and gve them more
information and advice.

The problem has been discussad wiath trode associations aod other bodies
reprosenting small bukinesses. Artsing from these discussions a number of pro-
active upproaches 10 raise awareness nnd compliance have been identified. Some
gppropches—such as the development of a mnge of simplified literature specially
mmed at smoll businesses—are alresdy bemg implemented. | am now reviewing
o range of aotivities which may be helpful.

(1) Photographs on Driving Lieences

The Driver and Vehicle Licencing Agency (D'VLA ) has corculated a consultation
document on the proposal W introduce photographs en drving htences in Great
Britmin. At firel glimnce. this seems a Thitly sonple msue of immproovwing moetlers in
connection with driving laws, 1 understand that there i@ no inlentioa to make
the driving lhicence a de facto national identity card, Also, the Minister has made
elear that there s no intention to change the riles to make drivers carry their
licences at all (1Tmes.

Howewer, | do have some concerms abouat the practical effect of ndding o
photograph 1o 8 document held by over thirty million people. 1t scems inevitable
that this will increase the attrpctiveness of the driving licence as a proofl of identity
in many ordiniry everyday situntions, such a1 opening a bank or building society
account, hiring garden eguipment of videos. There s clearly o danger that whit
sty an the preferfed means of estublishing identity m a viniety of circomstances:
will in practice gradually become a de facto national requirement.

Morvover, the driver licenoe numbet is but o thinly. disguised imalpamation
of drivers initials and date of hinh. Leaving aside the mlormation which the
number contains, s collection when the licence i produced a8 o means of
identification raises the possibifity thar it wifl come 1o form a de Gcte national
identilier,

It is elaimed that the introduction of photographs on dnving licences would
make law enforcement sasier. Al the moment (he police huve no meins of direct
on-line access (o driving licenoe records although the Government has announced
pluny to make available all driver details to the police in 1992, 11 is not dear il
such details will be available on the new Pollce National Computer System
(PNC2) I they are and the detmils included digitised phitographs (his could
provide u significant new policing tool particulurly if there were 1o be # trend to
mobile data terminals, This may give i to wider considerations of public policy.

It s lor Ministers and Parliament to decide public policy in respect of the
nasture and use of driver information. It would be belpful if any imtradoction of
photographs on driving lidences were 1o be accompanied by a fresh consideration
of soch matiers a5 controls on the obteining, disclosure and use of driver
infermution and on the occusions on which production of a driver's licence could
be demanded.

(k) Uses of the National Insurance Number

Last year | expreused my concern abput the possihility of the National Tnsuratice
MNumber creeping into wider snd wider use to the extent that it became a de fuclo



natienal identity number. The Departiment of Soclal Security (DSS) has sinoe
confirmed that, though there is no specific stalutory restriction, the Department’s
polley 15 to seck fo restrict the use of this number 13 wa and benefit relaled
purposes. This is a helpful policy, but without supporting statutory repulitions,
nol necessnnly perfect

The policy (1l already leads 1o the potential keakige of the National Insurance
Mumber imto private sector tses: For example, those providing Personn| Equity
Plans (PEPs) musi collect the number 5o that plans can be validated with the
Inland Revenue. Similar reguirements have been imtroduced with regard (1o the
Tux Exemnpt Special Savings Account (TESSA) scheme. Lam pleased that, following
representnlions from - the DSS, the Inlond Fevenue have included in the TESSA
Operntor's Handbook s clear stutement that the Natiopal Insumnoe Number
should not be used for any othor purpose than validating applivations with them.
A similiar stutement will appear in the PEP Operator's Hondbook which is currently
being revised

A second problem anses from the froming of the Dats Protection Act. When
information is oblained under statutory nuthority it is slways trested as huving
been fuirly obtained, Therefore, because individuals are required 1o provide their
National Tnsurdnce Numbers when making an application to u PEF or TESSA
provider, thal orpumsation 15 under no vbligation (o give any cxplanation for
the use of that number. As it is by no meuns universally known by the public at
large that the National Insurance Wumbser is now effectively alio an individun!™s
tax referonce number, this has lod to compliainis to my Office thal could easily
have been avoided if & simple explanation had been provided. Some PEP and
TESSA operators do now provide an explanition.

Finally, there ks the question of what sort of mformation fulls under the statutory
requirement. Care needs 1o be taken Lo limat this to what s stricily. necessary.
Linder the TESSA requirements, lor example, plun providers must collect both
the Mational Insurance WMumber and date of Mrh of all applicanz. Yet, the
Malional Imiurince Number itsell’ i o sufficient identifier without date of birth.
MNor & date of birth required to signifv age, becawse individuanls have o sign a
statement thul they are over eighteen. I the individunl cannot provide his ot her
National Insurance Number, then dute of birth may be necessary, but otherwise
thete Ssems no teason to collect and hold it Unfortunaiely, the regulations
governlg this matter were mude belore my Office hid chinee 1o comment. |
huve jiaked the Inland Revenoe tor bear this point o mmd for mmy further chunges
il the regulations.

(I} Telecommunications

The modernisation of lelecommumnications petworks through such as digital
exchanges, digitised transmisalon, amd the Integrted Services Diginl Network
(ISDN), brings with it new data protection concerns. Modern networks have the
potential 1o collect detailed miormution on the subseriber™s use of the lelephone
systemn {numbery called, duration of call. ume of day). The techinology also
facilitn e the introduction of new Moilities which themielves bring privacy concems.
Examples are itomised billing: and calling line identification,

ltemmsed billing. i which a statement of individual cally made from the
sitbicriber’s line s made available with the bill, s not new. However, it does
call inio question the approprinte balance between the prvacy of the caller (whers
the ealler is not the subscriber) und the called party and the legitimate interests
of thy subseriber in knowing whaut it 15 he is paving for. For example, there is
the problem of protecting o member of o household whoe wishes (o muke calls
to u counselling or help agency, detaily of which appear on the itemised bill
There seems no cosy solution (o this problem. 1 fecopgnise the concerns which
Data Commissoners in some other countries have expressed about temised bills.
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However, | do leel it is necessiary to seek o solution which preserves the gin for
customers in hoving itemised bills.

Smmilarly, the calling hine identification faclity, by which the number of a
calling party is displayed on the receiver of the called party belore the call is
laken, rises privacy issues: At firse sight, this appears 1o be a valuable facility
which would help a subscriber to avoid taking unwanted or nusance calls, On
the other hund. @ subscriber calling o commermal company or S€rvice may oot
wish his number to be announced beforchand in case he docides not 1o enter into
any transaction with that company. The technology can provide saleguards for
hoth the caliing and the called party, for exdample, by allowing choices as 1o
whether to use this identification feclity or not. It seems appropoate thut these
safeguards should be built into the servicen offered.

These and other related sgues in the telecommunications sector have been (he
subject of much discussion at international level. The discussion has been miensified
by & Furopein Conimission initistive 10 introduce o drafl directive concerning
the protection of personal data and privacy in the comtext of telecommunications
networks, The Council of Europe is also active having, through one of its working
groups, produced a draft recommendation on this subject. The Intemational
Conlerence of Data Protection Commissioners wlso has o relevant working group.

My sialT have been active in all ol these imitintives and bave been involved m
discussions with the telecommunications industry, Governnsnt departments anid,
regulatory bodies, as well as with other data protection authorities,

(m) Document Image Processing

From time (o lime it s necessury (o consider the application of the Data
Pristection Act to new technologies (hat had cither not been developed or were
only in iheir infuney when the Act wis adopted by Parfiament in 1984, Docuiment
bmuge Processing (DIP) is such a technology and b based on (he use of optict
discs to store mmages of docoments. One twelve inch optical dise can hodd the
equivalent of 200,000 A4 pages of text, Systems can range from stand-alone
electronic filing units 1o fully setworked/ muinfrume-linked applications. Indexing
Tucilities and auiomated retrieval of documents are standard features whercas
some systems have additiona] capabilities suech as a lacility to enter text via o
kevhoard,

The documents in @ DIP system may mclode such as completed forms,
cofrespondence, reports, noles, or records of telephome calls, There seems no
doubt that information in such documents can fall to be personal dos within
the scope of the Data Protection Act. Data users will need 1o ensure Lhey comply
with the Data Protection Principles in relation to this personnl datn.

1t is not always casy tosee pracocal ways in which the Peinciples can beapplied
For example, there may be no casy way of removing an llem ol |rrelevint,
inaceurate of oul of date mformation which is simply recorded as part of what
i, in effect, a photocopicd document containing further items of information
which remain in comphance with the Primcaples.

| mrm exammmng the issues raised by DIP svstems with o view (o giving guidunce
lo data users,



3 The European Commission’s Draft
Directive on Data Protection

Last youar. | reporied the intention of the Commission of the Eurdpesin
Communities (CEC) to publish 4 Draft Dati Protection Directive. In Joly 1990,
the Commission communiciied to the Council of Ministers a packige ol six
proposials which included such o Dirall Directive and a specmbived dirsotive dealing
with telecommunications. Some comments on developments in tehecimmunica! o
are ncluded in Section 2 This part of the report consaders the Diraft Dty
Protection Dhrective (1)

This major initistive by the CEC wounld harmaonise datd protection legislalion
m the European Commaunity { EC) by, in effect, providing a stnct and comprehensive
datn pmlﬂ:l.!nn faw 1o be [ollowed by ench Member State. The proposals ate
part of the prepariation for the advent of the single murket on | Januley 1993
and ure proceeding under Article 100A of the Treaty of Rome. The Drafl Data
Protection Directive has aroused considerable debate and intensive lobbying

Much effort has been devoted by my Office 1o understanding the proposals,
expluining them Lo others dnd commenting 1o the Home Office and the CEC
with possible revisions. In November, the Deputy Registrar visited CEC officials
in Brussels aml atlended o CEC consullation conference. He had spoken to
conferences of the Confederation of Bnush Industry. the European Business
Foundation and the National Computing Centfe and be and my other sanlor
stall expect to address further meetings on this issue,

The Dats Protechon Conmasssoness from ootiniress o Uhe European Commmnity
have mel three times 1o consider the Drealt Directive with a view 1o commenting
collectivelv, where approprmte, (o the Councl of Mimsters, the CEC and the
European Parhament, A common view has been réached on some parts of the
Diafl Directive, butl others still remmn o be considesed. There may, of course,
he occasions when views will difler

I have published some papers on the Drafl Directive, including 4 posable
restructoring of i, 45 a contribution 1o the dobate, These papers are mcluded 1o
Appendix [

Decisions on the final form of the Birective will ultimately be tuken by the
Council of Ministers and 4 committee of offivinls from Member Stiles is currently
Comsidering the draft. [tis not ot all clear atthis stiage that the [inal produoct will
look the same as the initial proposals, Timescales, oo, are tncertaim although
it seemns sure thit the Directive cannol be approved in time Tor all Member States
to tiuke the pocessary measures Lo apply it by 1 January 1993,

The Praflt Directive sels ool two objectives: Firitly “the protection of the
privacy of individuals in relation to the processing of personal dats contained
m datn files”, Secondly, to ensure that "Member States shall neither restrict nor
prohibit the free Now of personal data between Member States for ressons Lo
do with the protection afforded (to individuals)”. In sdditson, the Drafl Directive
weks Lo harthonise dats proteetion legislstion within the BEC at “a high level of
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equivalent protection”. The “exercise must nol have the effect of reducing the
level of protection already afforded in the Member Stales”,

The Drafl Directive, as originally proposed, would have a sigmificant effect on
the Dutn Protection Act. It introduces the concept of privacy which is not used
in the Dats Protection Act; would give greater knowledge to individusls about
how information about them ts used; would give greater control to mdividuals
over the collection and use of that information; and would introduce compensalion
rights much wider than those curmently m place. The result would be 1o provide
enhinced protection for individusis.

This position of chunge and enhancement of existmg legislation may not be
urnbque to the United Kingdom. There are seven countries in the EC which have
now ratified the Council of Europe Convention on Data Protecuon. Two countries
hiave =t up thelr own specific national legslation with 4 view Lo ratifying the
Convention. Each country's legmslation vitries in ils scope and style. As the Draft
Directive wecks to harmonise at the highest commuon factor of protection for
individuals, 3o cach existing piece of leghilution will find itself having to incorporate
featores from other legislation.

S0 far so good; enhanced protection for individuals which will be weloomed
by many, However, the vaniations between the different nationsl legislations are
not there simply by chance. They often reflect different national approaches (o
Iaw and different nationnl backgrounds of concern. The problem when all these
different ldoets are combined in one binding Directive is that they may not chime
with any one nation’s requirements. 1t 15 for this reason that 1 have suggesied
somme changes 1o the structure of the Draft Directive which will, without losing
sight of the need for common standards, allow greater flexibility for nations Lo
fit mattets within their own neational outiooks and charsoleristios:

Leaving aside the issue of flexibility, there are some aspects of the Draft
Drirective which appear to go too far;, to be too bureaucratic; or oo onerous
withoul balancing benefit,

An example of the first of these is the extensive apphication of the Draft
Drirective Lo manunally processed data. In this country, we have approached the
mtrduction of individuals' rights in respect of such data on a piccemeal basis,
For inatince, [rom | November 1991 there will be a right for individuals to sec
copies of thetr manually processed medical recordi, which parallels the right
given under the Dita Protection Act to accesi to thess records when they are
automatically processed, Whether these developments sre proceeding widely
enough or fast enough is not 8 matter for me; bul the “nfle shot™ approach,
selecting sensitive wreas for the introduction of data protection legislation in
respent of manually processed dota, does sevm a sensible way 1o move forward.

I feet that there 15 an clement of unnecessary burcpucracy i the regmimbion
Lot “notification™) scheme proposed by the Drall Directive. In 1989, | recommended
o Parlinment that the registration procedures in the Dats Protection Act should
be simplified. An Interdepartmental Commities set up by the Home Office [ast
year recommended that registrution should be ended. The proposals i the Diraft
nrective seem to move in the opposite direction Lo both of these recommendations.
It would be helplul if these proposals could be reviewed and simplified

Some procedures put forward in the Drvaft Directive ‘appear to lead (o
requin'.mnh which seem to be unnecessary or withouot significant benefit. | have
in mind the general need to notify individuals whenever information about them
i communicated to a thind party. This could certmnly be of vitlie in certain
circumstances, bul framed os a general requirement il seems likely (o lead 10
some unnecezsary work for dat wsers and annovince 1o data subjects:

There is one other aspect of the Drafi Directive on which 1 woald like 10
mﬂ*&ﬂmﬂ#m Dieaft Directive allows for the development of European
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“codes of conduct™ which could be endorsed by the European Commission. Tt
ts important that the role and stotus of these codes of conduct is fully understond.
Assuming. ns | believe is intended, that they are to be equivalent 1o the codes of
practice developed in the United Kingdom then | see no problem. These codes
of practice do not in any way usurp or displace the statutory regulation contained
in the Data Protection Act 1984, Rather, they provide helplul educational support
for statutory regulation. I, on the other hand, the codes al conduct turn out 10
be a form of self-regulation which takes the place of siatulory regulation, then
there s cause for concerny 1 do not sce how the high standiurd of protection
which the Draft Directive seeks to estublish lor individunls, or a “level playing
field” for trade could be properly, effectively or sensibly set up on & solf-regulatory |

In conclusion, 1 welcome the Dealt Directive and the regard it has for the
protection of individuals; but there are problems with it which will need ironing
out, Na doubt discussions over the next vear to cightecn moaths in the Council
of Ministers’ Committee will be complex and no doubt considerable lobbying
by interested groups will continue. One thing seems fairly sure, the
recommendations | have made for changes to the Data Protection Act, together
with those from the Interdepartmental Committee, will huve to take a back seal
whilst consideration of the Draft Directive takes place. In the light of this, i
now scems unlikely that the Data Protection Act will be changed for a few years.
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4 Appeals to the Data Protection

Tribunal

The Registrar does pol determing the melning of the law, That is 4 matter for
the Courts. However, as Registrar, | do have to ke a first view of the way m
which the Act apphes to the many dnd varied cireumatances in which personal
data are held, used and disclosed. These first views are stated generally in the
Guideline Series. The Guidehine booklets contsin advice for data users on Lhe
meaning and application of the Data Protection Act 1984, They are available,
free of charge, from my Office.

II' there has been u contravention of the Dats Protection Principles, | may
Issue 4 supervisory notice against 2 data user to put matters nght, The dats user
cun dppenl ogainst o notice to the Dota Protection Trbunal,

An appeil to the Tribunal agminst 8 decision of the Registrar may be on the
fucts: the law; the exercize of the Registrur's discretion; the terms of the notice
served by the Registrar; o the time in which the notice is to take effect. The
Tribunal may uphold or overiumm the notice served by Lthe Remstrar or subsiituie
uny decizsion or notice which could have been made by Lhe Registrar,

The Tribunal may hold a hearmg to determing an appeal or may proceed on
the basts of writlen representations. o proceedings before the Tribunal it i for
the Registrar 1o satisly the Tribunal that the disputed declslon should be upheld,
After every case the Trrbunal gives a written decision setting oot its findings nnd
the reasons for is decison,

Beyotid the Trbunul, either the apellant daty user or the Registrar may appeal
teh the higher courts oo points of low. I is here that the meaning of the law i
linally determined.

This yeiar hits seen the Arst hearings and decisions of the Tribunal. The hearings
have concermed [wo subjects—1he collection tnd holding of information for ithe
community charge; and the extraction of third party information from eredii
reference agenoy flles. In the Eaiter case, netion bas been Liken agninst five credii
reference agenvics und only one of the dppenls has yel been determined. This
section limits itsell 10 those appeals where the Tribunils findings have been
published.

(a) Appeals by Community Charge Registration Officers

Four appeals were mode and the cases were heard in Seplember 1990, One
Community Charge Regisiration Officer (CCRO) made his case by writlon
representabions. The appeals by the other three CCROS were consalidated and
were deall with by an orid hearing i which representations were made and
evidenoe preseniod both by the COROs and myself,

I s decision letlers the Trbunal deall with 4 nuinber of poidls specific to
the licts of the cukes and particulardy 1o the statutory role of the CCRO. These
are unlikely 1o be of general mierest 1o duta wsers, However the Tribunal also
deall with and considered some penernl points, notably on the Fourth Daia
Protection Principle and my approach to coforcement which will be of interest



to all daten users-and these are expluined below. The Fourth Principle states that
“Personal Dita held for any purpose or purposes shall be adeguate, relevant and
nol excessive in relution 1o thal purposs or those purposes”™.

The notices served on (e COCOROs [or the South Morthamplonshine Destrict
gnd the Runmymede and Harrow Boroughs alleged that holding a descriptiion of
the type of property & chargepayer lived in wi irrelevant ind excessive 1o the
purpose of the Community Charge Register. The notice recognised some gxceplions,
for examiple where the description is an integral part of the address, as in “The
Cintage, Acucin Road™, The notices required that the property type information
shotild be eruséd unless it fell within one of these exoceptions.

The notice served on the CCRO for Rhondda Borough alleged that the holding
of date of birth informuation was irrelevant and exoessive (o the purpose ol the
Community Chirge Register except in particilar circumstances, for exnomple
where it was needed 1o distinguish individuals with the same name biving ot one
sdidress,

in it decision on the property-type informaton the Tribunal upheld my view
in the following terms:

“by oootimuing 1o hold property tvpe information so widely and generally
and without seeking (o identify any small proporfion where it might be
appropriate there iv clearly & holding of personal dats which 1s rrelevan
and excessive.”

It wans sugpested in the course of the hearmg that there maght be further changes
1o the low govermng the community charge. However, the Tribumal wenl on (o
commen! penerally that,

“it 15 nof relevant nnd would be excessive o hold wide classes of duta merely
on the ground that further changes in the low may in remote and unceriain
future circumstances require further property types o be added to the existing
exceptions identified by the Datus Protection Repgistrar,”

The Tribumal endorsed the genersl guidance given in Guideline 4 at para 4.2,
This suggests matters which data users should consuder i order to answer the
guestion whether personal dats ore adequate, rélevant and not exccssive for the
purposes for whil:E’t.h:}' are held. The Tobunal endorsed the advics:

“that the data user should seek Lo identily the mimmum ampunt of information
about each individuni which s reguired in order 1o properly (ullil his purpose
snd that they should try to identify the cases where sdditional Information
will be required and seek to ensure that such mformation s only collected
und recordsd in those cases.™

The Tribunal rejected n submission that the property descriplions were not
personal datn

In addition to considering whether the imformation held was in breach of the
Fourth Principle the Tribunal went on to consider my approach to the use of
the enforcement powers. In panticolar, | had followed the procedure of serving
Preliminary Netices on a number of CCROs warning them that | considered
holding of property type to be excessive and staling my intention o toke
enlorcement sotiom or refuse registration. The Prolimimary Notices myvited the
data users to make reprosentations as to why notices should not be served. In
considering the represemtutions | took wecount of those misde by all CCROs
before coming to a final decision in respect of euch particular CCRO, The Tribunal
repected the nrgument that this renulted in prejudice 1o the appelliants:

The Tribunal was satisfied that | had property taken into aocount the guestion
of whether the contravention had caused or was likely 1o cause uny person damage
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ot distress. The Tribunal also found thal the Registrar was entitled to exercise
his discretion to tuke action even where e concluded that there was no evidence
of damage or distress.

The Tribunal decaded that, given there was in this case & wide and peneral
holding of excessive infurmation, | had exervised discretion correctly in nequuring
its removal; although had the contravention only related 1o a travial few items
of information there might have been o case lor exercismy discredon differently.

The Tribunal dismissed the appeals.

In its decision in the Rhondda case which related to holding date of rth
information the Tribunal applied the some tests and approach. Additionally it
rejected the submission made by the CCRO in that cose that the (et that
information was oblained Irom answers wleniorify given on the canvass form
and not under statutory compulyion, affected the guestion of complisnee with
the Fourth Principle.

The Tribunal dismissed the appeal.

(b) Appeals by Credit Reference Agencies

The Tribunal has now heard appeals in respect of all except one of the credil
reference ugencies against which enforcement notices were issued (see Section 6),
However, by the closing date for this Repont (31 May 1991}, the Tribunal had
only given a decision on the first of the Appeals. This was s joinl appeal by CCN
Systems Lid and CCN Credit Systems Lid (CON)

The enforcement aotice served on CON alleged that the agency was processing

rsonal data unfairly {in contravention of the First Duta Protection Principle)

y extracting information about other people who lived or had hved at the same

or similar addresses as the applicant for credit when carrying oul 4 credil reference

search. The notice required that the agency should alier its method of processing
by 31 July 1991.

CON appealed on the grounds that the processing was not unfair, but even if
it were unfair, | should have exercised my discretlon differently, for the following
TERSONS:

— that the processing would only be unfair if information were processed to
produce indccurate or msleading results;

— alternatively the Registrar was wrong to have regard primarily 10 the interests
of the individusl applicant for credit and the processing was lair having
regard 1o the mterests of lénders und borrowers generally:

— that it was fuir because the information about other people (reformed to as
Third Party Information or TPI) was statistically predictive of credit risk,
und equivalent 1o the use of statistics derived from information about others
us praciised in connection with insurance;

— that in any event it could not be proved that the presence of third party
information had led 1o réfusid of credit in any individunl case.

CON subminted that 1 should not have had regard 1o credil granting practices
tn other jurisdictions and further, il the nolice were to be upheld. the peniod of
time for complying with the notice wis not sufficient.

I presented evidence of the complaints 1 had received; of how | had tried to
change the credit industry practices; and why | had eventually decided to take
enforcement sotlon,

CCN presented evidence from its Managing Director and @ number of its
customers explaining the reasons for extracting third party information and the



effects on the lending industry if it were prevented from doing so. Both sides
called evidence Mrom expert witnesses on the statistical arguments.

The hearing lasted for § days and the Tribunal delivered its written decision
some B oweeks [ater.

The dectsion was 2 long and detailed one, 1t covered a number of points which
ate of significance in showing the Tribunal's approach Lo the interpretation of
the Act as well as to the specific circumstances of the case.

The Tribunal set out the relevant law and summarised the arguments advanced
1o it by zach side before making its findings. In dealing with the term *processing”
the Tribunal coscentrated on the “extraction” of information which was the
central issue in the case. It rejecied the argument that the issue concerned was
the use of the information, which would not be covered by the First Principle.
It also rejected CON's argument that personal data should only be regurded ax
extracted unfuirly if innecurate or misleading information were extracted, It took
the view that in this case the activity ol extracting the informition by n complex
computer program wiis processing within the terms of the Act and could be
umfair.

The Tribunal then considersd whether the processing in guestion shouold be
regarded as unfair and found:

= . .in our view the program instructing the machine can be unfair if it is
deliberately designed to extract certain information for the régistered purpose.
Thie unfaimess, if thers is unfairness . . . lied in the instroctions (o extract
for the purpose of credit reference . . . material frrelevant (o the individual
wha s the subject of the credit reference.”

It then delivered ity view of whether the processing carried out wad in fact
unfuir. The Tribunal stated that;

“having regard (o the Act as s whole and in particular ... the Data Protection
Principles set oul in Schedule |, . the purpose of the Act is 1o protect the
rights of the individual about whom data is obtained, stored, processed or
supplied rather than those of the data oser.”

and

“in our view in deciding whether the processing we have described i lair
we must give the first and parmmount consideration (o the mierests of the
applicant for credit—the “data subject’ in the Act’s terms.”

Applying this approach the Tribunal came 10 the conclusion that it was unfair
1o the individunl 1o program the extraction of Information do that on o search
for credit ussessmient it produced information on people with whom the mdividual
had no links or no Anancial relationship, 1t I'mm-:ipll::h despite the fact that it
wits satisfied that third party information had predictive valoe. It accepted that
CON did not intend 1o process datd unfairly but endorsed the view thal the
question of fairoess is one to be determined objectively.

Om anolbér point the Tribunal devided: “we do nol consider # companson
with inmiranée advances CCN's case™.

In its findings and approsch 1o the law therefore the Tribunal endorsed my
view on all the relevant points.

The Tribunal then went on to consider how 1 had excreised my discretion i

this case. It pronounced itself satisfied that the system of processing had led to
distress for o number of people and that T was right to take this into account m
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deciding whether to 1ssue o notice. However, the Tribunal considened that the
enforcement notice should have distinguished between  differemt sets of
circumstances instead of forbidding the extraction of third purty information in
ull cases. It therefore amended the notice und added provisos o i

Ome area of concern 1o the Tribunal was that what had been described is thrd
party mformation might i fect be informabion sbout the same person. The
Tribunal accepted there could be problems with mutching information given on
an application for credit with information on the database, 11, therefore, added
A proviso (n) that allowed the extraction of information n circumstances, for
example, where information was recorded under o similar name and initinls 1o
the credit applicant 4l the same address ol the same time of residence.

The Trbunal then went om 1o consider the extraction of information ahout
people
“clearly not the subsect, who share the siome surmame as the subpect and

who might be members of the same family biving with the applicant as
members of g smple housshold™,

It pointed oul that miormation sbout the credil status of & mémber of bn
milividual's immediate family might be relevant to the mdividual on occasions.
However, it would not be possible to Mform a judgement on this withouol extracting
the information. [v therelore added & specific proviso (h) to the notice which
would allow thé extraction of information aboul individuals with the:

Psame or similar name who are reasomably believed to live as members of
the family of ihe subyect in a single household™

It extended thiv to cover family members with a different surname in a further
proviso (o], but made clear that this did not allow o search (o extract information
on indniduals with enother surname as & matter of routine, bat that this could
onily be done on mdividuals who!
“on the bisis of information obtoined before such procesanyg, are reasonably
believed to live as membery of the family of the subject in a single househoald.™

The Tribunal went on in the light of the evidence it had hegrd 10 vary the lime
for compliance with the notice and allowed the agencies until | January 1993 (o
comply.

(¢) Appeal to the High Court

After carefully considering the Tribunals decision in the CCN case and taking
further udvice from lending vounsel. | have appealed to the High Court. Two
mutin grouncds of the appeal are that:

—  the wording of the proviso imposed by the Tribunal s ambsguons and as 1t
stands it would stil allow information 1o be extracted which has nothing (o
do with the individual apphicant for credit; and

the Tribiinal Buad heard oo evidence on-which il could decide that the linamcia)
standing of other people who lived in the same household ns the applicant
wiis releviint o his or her credioworthitess.

CUMN has cross-appealed egainst the findings of the Tribunal.

Mo date has vet been set for the hearmg of the appeal in (he High Court.

(d) Adwvice for Data Users

As mentioned af the beginmng of this Section, | publish sdvice to dats usery
through a series of Guideline booklets. The Trnbunal's views on the law, given



=0 fir, are entirely consistent wath those laken by my (ffice and contained in
the current Giubdelines. However, the Tribunal sometimes expands on the views
in the Guidehines.

Az 3 view of the law is developed, and subsequently modified or confirmed
by the Tribunal or the Courts, the Guidehnes will be added 1o of amended.
However, additions and amendments cannot be immediate and it may be helpful
to datis users now o extract & number of the more general points lrom the
decisions given by the Tribunil and cross-reflerence these to the Guidelines, These
generdl poinls are:

I. In deciding whether a data user has complied with the Datn Protection
Principles the test is an objective one. The intention of the dats user i pot
relevant, (Gudeline 4: page 12, paragraph 1.11)

In considermg whether 1o tnke enforcement action the Registrur must consuder
whether damage or distress had been cased fo any individual and he may
propesly degide to ke enforcement action even where there i no evidence
of damage or distress. (Guideline 7: page 6, paragraph 2.5).

3, In assessing “fiimess” under the First Datu Protection Principle paramount
considerution is 10 be given (o the interests of the individual data subject,
not the mierests of the dats user. (Guideline 4: page 4, Introduction, Lines
S-10 page 8, paragraph |4, lings 1-2: page 11, paragraph 1.10).

4. Inconsidering whete information is excessive under the Fourth Data Protection
Princtple the Tribunal confirmed that where a category of information only
relates to o few individuals it should only be held in respect of those persons.
{Guideline 4; page 16, paragruph 4.2).
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5 Complaints from Individuals

Lust year | reported that complaints had risen very sharply from 1122 in the
previogs year to 2698, This year the number of complamt= has fallen away 1o o
total of 2.419. The principal reduction has been in the number of complaints
nbout unsolicited mail,

The patiern of complamis has agam Muctuated. For example, consumer credit
complaints ran at 17% of all complaints received last vear. vet in the vear before
that they were 35% of complaints. This year, consunver credit accounts for 31%
of all complaints. Complaints sbout the subject sccess requirements of the Data
Protection Act, which hed [allen from 1856 in 1982 {0 B% lasi year have now
imcreased alightly to 9.5% this year. Unsolicited muil complaints, having seen a
dramatic Tisc las! vear to 45% of all complainis, have now dropped back to
around 31% of all complaints 1 recerve.

It may be some time before any stnhle pattern appedrs for either the volume
or nature of complaints. However, there has boen & recognisahle shift this vear
towards the more complex complaints which require greater effort to resolve. It
muy be that data users are now more readily settling the routine complaints
without individuals having to resort to my Office. In earlier years, o significant
number of compluinis were from frustrated mdividuals who had received no
reply or an inadequaic reply from organisations 1o which they complained. This
sor1 of compinint has reduced in volume.

Diespite the trend to incressed complexity in complaints, there have been
improvements in productivity during the year. To & large degree, these have
arisen from the increasing knowledge of complaints staff, for example, about the
operating procedures of dita users. One result is that over 60% of complaints
gnn now be handled without the need for detalled investigation,

The number of complaints unexamined at the end of the reporting year has
dropped from 310 last year to 112 this year. However, there are currently 522
open complaint case files. Present experience is that 36% ol all compliaints are
completely dealt with within three months and 7% within six months. But there
is a hard core of about %% of complaints, being those which are more complex
or novel, which take over a vear (o resalve.

Last vear | reported that regionil imvestigating stafl’ wetre being used, where
necessary, to interview complainants and get a detailed statement of the complaint.
With complex compluinis this approach cin be particularly helpful to complainants
who may have a very scanty knowledge of data protection provisions and the
rights the Act gives to them. In some cases, regional staff are alse able 1o follow
through and seek to resolve a complaint by disculsion with the data user

Some examples of complimmts are:

Case |

The compluinant had encountered problems with her credit reference file. The
financial dealings, including several debits, of a local company had been added
to ber file because they had wrongly been given her post code, The complaimant



wished to disassociate herselfl from the company invalved. She also felt that this
information had been the reason for her being turned down (or credit. However,
when she approached the credit reference agency they refused 1o remove the
offending information.

The complainant was advised 10 have o notice of correction added to her lile
which would indicate that she was not financually responsble for the company
fn any way. This notice was added 1o the credit reference il although the County
Couort Judgements held aguinst the company still showed her post eode.

The credit reference agency was then warmned that the way such dita was beld
wad i breach of the Fourth Data Protection Principle. This was because the
personal data were inndequate and irrelevant for the purpose of providing details
of the complainant’s crédit worthiness. The credit referenoe agéncy agreed o
remove the judgements in the name of the company from the complamnant’s file.

Case 2

The complainant was concerned about receaving direct mail from an organisiation.
Attempis were made to get this stopped, but he continued 1o receive mailings.

Formal action was considered nocessary to remedy the situation and the Registrar
served an enforcement notice for contravention of the First and Fourth [Dats
Protection Principles. The First Principle was hresched because the company had
unfairly processed personal data relating to the complaisant resulting in the
despaich to him of unsolicited promotional literature despite his requests (o the
contrary. Also, the Fourth Principle was breached beciuse the datin user hekld
personal datn which were inadequate in relation to the purpose for which they
were held. This was because they were nol marked so 8s to ensure thiat such
literature would not be despatched agamst the complamant’s wishes, The data
wser did nol appeal against the notice.

However, despite this, a lurther masling was sent 1o the complamant, The data
user was Lthen prosecuted for failing 1o comply with the enforcement nolice. The
datu user pleaded guilty and was fined as well as being ordered 10 pay prosecution
Costs.

Case 3

The complamant had exactly the same initral and sumame as her husband.
She and ber husband kel a particular community charge suthority area. A month
later she received o reminder from the aothority that two months instalmenis of
ber charge had oot been paid. On making enguiries of the authority she found
thist her husband®s account hiad been credited with the same amount by which
hers was underpaid and was told that a transfer wouold be made. Despite having
received this information, the following month she received a final demand for
the unpaid instalments, The complamant was concerned that the authority held
insorurate datg about her and had divolged information aboul her husband's
community charge account 10 her as o result of her elephone enguiry.

The authority explained that the errors in the accounts had oocurred because
the complainant’s husband’s direct debit slip bore an mvalid pccount number.
The authority asked the bunk 10 chunge the number, but did not clearly stipulate
whose sccount was (o be changed. The bank changed the number but on the
complumant’s sccount which, until then, had been correct. Subsequently. therefore,
the complainani’s paymenis were being sutomatically transferred to her hushand's
secounl. This error wis corrected and the authority provided a satisfactory
explunation about the measures in force to ensure it did not make unauthorised
disclosures over the telephone,
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Case 4

The complainant stated that information from the Community Charge Register
hiael been disclosed 1o o centrul government department. The Community Charge
Registration (Hficer admilted that this had occurred gs o result of o miunder-
stundmg, Steps were taken 1o tetrieve the information and the procedures were
reviewed (o ensure a similar mistoke world not recur,

Case 5

The complamant hid been refused credit and had obtained a copy of her credit
reference lile. O it she had fonnd detuls of @ County Court Judgement at her
adilreds in the name of her father, The complamant maintained that her Lather
hiad never lived ot that pddress: she did not know his wheresbouts and only
seldom heard from hime She contocted the creditor organisation which
acknowledged that the debt was not hers. They also advised bher thal o former
friend of her father hud grven them Ber addnes.

The Registrar was satisfied that the father had never lived al the complainant’s
address and advised the credit reference agenoy that it was holding dotz m
contravention of the Fourth Data Protection Pringiple, Informatiom about the
complainant’s father’s judgement filed against her address when he had never
fivied there was irrelevant and inadequate for the purpose of providing information
ahout the financial smius of either party. The agency agreed 1o remove the
judgement detalls from the complaimant’s file and to advise nll users of Lhe fil=
within the previous six months of 1the deleticn.

Case 6

The complamani wiss refused credit and obtamed her credit reference fike from
one of the credit reference ugences, On her {fle she Tound o County Court
Judgement in a nume which, although there were no initials, could have becn
that of her husband or her son.

The complamant conticted the creditor orgunisation which confirmed that the
Judgement reluted (o the son and was in respect of unpand charges for services
provided Lo ki and his ex-wife ut their former mutrimonial home. The complainant
suspected her former davghter-in-lnw of giving her nddress oven though her son
hod only staved there for two duve during his divarce.

The creditor had contacted the three major credit reference agencies and they
had nsked that the complainant should arrenge with them to have a Notice of
Correction placed on their files: The creditor also notified the Court, bat apparently
this sort of correction is not passed on o the central register of County Court

Judgements.

The Registrar advised the credit referenee hgency from whom Lthe compliinant
had obtained her file that, as she had challenged the accuracy of the information
reoeived by them from o third party, the challenge should be recorded or the
miormation removed from its database. The credit reference agency confirmed
the information had been removed. On checking with the two other major agencics
it was found that the entry had also been dropped from their files.

Case 7

The complainant purchased a washing maching from a high street store and
wiis naked (o complete an application form for credit, Details from his application



form were entered into o computer and he was horrified to find the personal
details, which he provided on the application form, were displayed on a VDU
positioned about 6t high on a shell and clearly visible to the oher customers
in the store. He compluined to the store manager and subsequently to the Registrar.

A regional investigator visited the complamant and the store. Although the
position of the VDU in that particular store had been changed, it appeared that
there was a problem in other stores, 1t also appeared thal staff generally were
not aware of their obligations under the Data Protection Act.

The company reviewed the location of all VDU's in it stores and found that
there were a number where nformution could be read off the sereen by the public
at large. The company was in the process of replacing computer equipment and
pasurances were given that the position of the new VDLU's will ensure compliance
with the security requirements of the Eighth Dats Prolection Principle. The
company sent gift vouchers to the complainant in recognition of the embarrassment
caused to hitm,

Case 8

The complainant Teceived a time share muiling addressed 1o her husband who
was serving in the armed forees, The complainant was particularty concerned
about the seourity aspects sinoc the mailing was addressed to a reluiive’s home
which was used as an accommaodation sddreds,

The timeshare company hadd obtained the name and address from a database
company which computerises the electoral register. The complainant’s husband
had arranged for the relative to have a proxy vote in his name and consequently
hig mame appeared on the electoral role at the relative’s address. The details of
the complamant’s husband were suppressed by the database company.

Case 9

The complainant was recelving unsolicited mail ay o result of enguiring about
the products of o mail order company. Upon investigation it became apparent
that the company to whom the complainant had origmally enguired, had sold
its customer list 1o another similar company, The customer list was subsequently
E:md= available to other companies on behalf of the new list owner, by a list

roker.

The compuny thit had purchased the list wis, 4t that time, only regstered
under the Data Protection Act nsa Computer Bureau. The Regisirar prosecuted
the comptiny for holding personal data while not being registered; the company
pleaded puilty and wis [ined.

Case 10

The complainant was reflused credit pnd applied for a copy of his file from a
credit reference agency. The file contuined details of o County Court Judgement
sgainst a neighbour. The address on the judgement was incorrectly recorded s
the complainent’y uddress. The complainant wrote to tell the creditor of the
mistake. When he received no reply he complained 1o the Regstrar.

On Investigation, the creditor admitted thie error. The ereditor then miormed
the credit relerence agency concerned, and the court. The County Court Judgement
was removed from the complainant’s credit reference file.
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Case 11

The complainant had received (orty-three unsolicited letters from o charity.
Each letter had a shghtly different version of the complnant’s nume.

The dource dats was traced back 10 8 wmall mail order gift company. The
company explained that the complainant must have been the victim of a hoax,
in that coupons had been completed in the individual’s name which the company
had mecorded m good faith, comsidering them to be sepamite mdividuals. The
mail order compuny removed all the versions of the nume from ity datsbase.

Case 12

The complainant hired acor from a Limied Kingdom rentnl company for his
holidays abroad and was given n hire voucher. The foreign representative stated
that the vourher value exceeded the car hire charge and that a refund was due
1o him.

Alter relurning fo the United Kingdom. the complamant started teceiving
puyment demands from the rental company. There was clearly o discrepanoy;
one of the computerised dicuments indicated thai the complainant had been
overcharged and other dociuments indicated that he owed money Lo the Tental

SOy,

After investigation, the rentnl company agreed thal an efror had ocourred,
The false invoices were cancelled and the rental company apologised (o the
compiainant for the mconvenience cansed.

Case 13

The complainant and his collengues were advised that, socording to a government
depiirtment’s records, payments due from employees of their company had not
been made. The complainants” employers confirmed that the necessary deductions
had been made and sent to the relevant department. The complainunt wos concerned
thut he and his colleagues might be denied benefits due 10 an ermmor in computer
records ot the department.

Adler lengthy investigations the department found that the delsy in crediting
the payments was due 1o 4 rejection of the reference number quoted by the
complaimant’s emplovers. The department carrecied the relerende numbser wmd
:l!:' rﬁmrdu of complainnnt and his colleagués were updated 10 show the cornected

ialls,

Case 14

The compiaint concerned n large volume of mail which a minor (nged 10§ wis
receiving affering her financial loans and prize draws. The girl's father asked the
Registrar 1o arrange theé removal of his daughter’s name from the relovant mailing
bisis.

The futher supplied some examples of the mail received and these were used
1o trace the mathing lists. It was discovered that, as & joke, o guarantiee card
socking lifestyle mformation had been completed in the chilidf™s name by ol of
her cousing and this wis the reason why her nume was on varous mailing lists.
The list owners conflinmed that complainant’s davghter's namie had been removed
from their mailing |lsts.



Case 15

Complaints were received comcerning direct muail from the Uinited States of
America; The mailings advertised the services of many diverse companies but
were identifiod 83 emanating from one source n the USA, The mailing hsts
onginated in the United Kingdom and wete tméed to two companies.  Both
companied collected numes and addresses via coupon advertiscments i newspapers
‘and midgasines

Huving regard to the nature of the muilings, which were under investigation
by American postal authoritles, it was concliuded that the transfer of the mailing
lists to the Linited States was likely 1o lead 1o contraventions of the Fire, Second
and Seventh Data Protection Principles

A Trunsfer Prohibitlon Notice was susd sgainst one of the United Kingdom
companics &nd the second company provided o written undertaking that it had
no intention of conducting uny further business with any of the corporations
nimeid in the prohibition notice.

Case 16

The complumant had lost her medical card and needed 10 register with » new
doctor. Her local Family Health Services Authority issued o new card or her.
The complainan) had learnt her NHS number by beart as a child and felt sure
thait the number on her new medical card wis wroni.

Fallowing investigations, the complaimant received an apology and was issued
with o new cord showing the correst NHS number

Case 17

The compiainant purchased an item from a departmenl store and paid by
charge card: The next duy she spotted the same ilem on sale 4l u lower price,
She was-advised by the itore to pity agiin at the lower price and her card account
would be refunded with the original purchase price. When the cand account
grrived it had only been credited with the difference between the fwo prices. The
luely was oul of pocket and complained to the depariment slore,

Eventually her card accownt was amended to her satisfaction Some time laler
the complainant applied for s charge card from another retail organisation. She
was refused and advised 1o apply 10 a credit reference agency for & copy of her
Gle. This showed that, while she had been disputing her cord secount, the
department store had informed the credit reference agency that she hid been late
in paying her sccount. '

The complainant contacted the store and her credit reference file was amended.
Later she sent for her credil reference file from a different agency and saw that
it comiained the same error. She then complained to the Registrar. After the
Registrar’s stafl contacted the department store the complainant received an
apology, un assurance that all her credit reference files were now correcl. nnd i
gift voucher

Case |8

The complainnnt was being sent reminders to renew o television licence although
she hud already obtained one. She had abvo been visited by the Hieensimg authority's
enquiry officers. With her complamt, she provided copies of her hicence and the
modl recent reminders,

>
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It wus pointed oul to the licensing authority that the postcode on the reminder
was inoorrect. The authonty explaimed thit the complainant’s address detals hid
become corrupted on its files; this caused reminders and the visit by the enguiry
officers, The anthomty gave assurnnoes that its records had been corrected and
conveved ils apologies to the complaimant.

Case 19

The complamant sent copiey of distressing advertiiing material which had been
matled to his young daughter from an animal chanty. He had written several
letters and mude telephone calls 1o the charity requesting that her pame be
removed from its mailing lists. However, she continued to recave the mailings

The charity was asked (o remove the young girls name and sddress from their
maihing lisis 1t replied sssuring the Hegistrar the duughier's name had been
removed from all its hets and sent 4 letter of apology to the complainant.

Case 20

The complamant wrote on behall of his father who was recoving letiers from
o mail order company sddressed to his wile who had died two years previously.
Shortly after his mother died, the complninant ensured that all amounts owing
1o the company had been paid and be also asked them o remove his mother's
name as an agent and from all malling lsts. However, despite letters and wlephone
calls, the company continued 1o send citalogues and mailings o his father.

The mail order company was asked to ensure that the lady's nume was removed
from all lists owned or controlled by it. The company gave assurances that this
action had been taken and offered apologies to the complainant snd his father,

Thas case 13 actuatly one which fally outside the terms of the Data Protection
Act which only apply to iving individuals. However, s number of these complaints
are recetved and it has proved possible to assist in resolving them.

Case 21

The complainant had purchased a television set by a hire purchase npreemisnt
agnd had alwoays paid regularly, He received letters demanding payment of an
outstinding debt for the television set, when the account had already been Fully
paid off. The letters had been sent from three different companics in the same
group. He wrote 1o the companies telling them that he had paid his account in
Tull and also made subject pecess requests to them, He did not receive satisfactory
responses from the companies.

Following mvestigation. it transpired tht the complainumt’s acoount had become
confused with a lnudulent account. The companies corrected their records and
apologised to the complainant. They also pidd compensation to him and responded
to his subject access requests.

Case 22

The complamant hud made a subjec! socess request 1o a local authority without
getting a roply, Following investigation, the authority explained that the problem
was due Lo an administrative error and apologissd to the complainam. Assurances
were given to-the Registrar that the relevant personnel are now properly aware
afl the subject uecess provisions of the Act



Case 23

The complainant was concerned ahoutl inpegurate information held by an
organiaation of which she was p member. 8he was o pacifist, yet her membership
details had n reference o the armed forces and she was outraged about this.

The case was then taken up with the orgumisation concerned which explained
that the mistake huad occurred as the resuli of human error.  The offending
reference - was deleted and the organmsation gave o writlen assarance that the
erroneous information had not been disclosed o any third parties.

Case 24

The complununt decided to purchase goods from 2 depariment store. He filled
in an application form for the store’s own credit card and ‘was subsequently
idvised thal he was not creditworthy. It transpired that the store had consulted
a credit reference npency and roceived mmformation about his son's debts.

Investipation showed that the decision 10 refuse credit was made becaunse of
the adverse information concerning the complainant's son. The store apreed 10
contact the complainant in order to give his application further considerntion.

Case 25

An individun] had writien o an msurance company in toply to an advertisement
for & personal pension illustration, When he received it the envelope also contained
part ol an illustration for someone else. This mcluded their name, sddress and
salary.

It was discovered that one af the despatchers who (illed the envelopes for
postmg hid placed both the personal fllistrations moone envelope. The company
eapressed copcern about this incident and said thal they fully appreciated the
fﬁ‘f conssquences that could result from such informuation reaching the wrong

ngds,

They gave assurances that, in the future, spot checks would be made by
hefore envelapes for despatch wene sealed. In addition, employees
wolld be rerminded of the need Tor care and actoracy,

Case 26

The complainant was refused banking facifities and sent for her credit reference
file. When she received her file she found it contamned no adverse information
ahout her or any of her family but there were entries containing adverse mformation
nbout another person with the same name and imitials as her who lived ot o very
similur address but in another part of her town, The file contamed mformation
zhout accounts in the jomt nemes of the namesake snd her hosband.

Investipation confirmed that the credit reference apency's syslem was designed
1o produce this third party information. The complainant was advised 1o put n
Naotice of Correction on her file and told of the enforcement action the Registrar
is taking to resolve problems arising from the use of third party information for
crodit assessmenl.

Case 27

The complainunt was renting a video recorder from a high streel store. He
warnted 1o rent o television set us well and muode the necessary arranpgements with
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the store, When the television set wiis not delivered, be telephoned the shop 10
find that the company had bimited the monthly credit he was allowed and this
wis now less than he had been paving [or the video recorder, When he applied
for his eredil reférence file he found detatly in i of o writien-off secount in the
name of the previous owners of his house,

As he hnd already arranged 1o have a Notice of Cormection added 1o the file
he was advised of the enforcement action the Registrar was taking to resolve the
problems arising from the use of third party information for credit assessment.



6 Enforcing the Act

It muay be hefpiul 1o semind readers that enforcement bethons can be ol twoe
kimds:

— prosecutions [or offences flowing, for example, from contraventions of the
Act's registration requirements. Most of these cases are triable in ¢ither the
Maigistrutes” or the Crown Court, o their equivplents in Scotland and Northern
Ireland. They hitve usuully been heard in the Magistrated” Courl,

— wupervisory notices, which wre designed 10 ser might contraventions of the
Data Protection Principles, The Principles set out the pood practices with
which dpta users must comply, There are three types of supervisory notice

-Enforcement, De-tepistration and Tramsfer Prohibition Motices. The
Registrar may alo refuse a registration application

As | forecast in last year's Repors, | have this year adopted a policy of publishing
o nomed Hst of those against whom | have tiken prosscution oF supervisory
actions.

(a) Prosecutions

Charges brought tivis year have faflen under the following sections of the Act:

Sectlon 5(1)  Holding personal data withoul being registered or withoul having
applied for registration. (Data users who fail (o renew their reguiter enlries are
ahio chorped under this section).

Section 6{3)  Fallure to keep the registered address up Lo dale.

Section 1009):  Fallure to comply with an enforceinent notice,

Section S(2Kb): Knowingly or recklcssly holding or using personal data for any
purpose other than the purpose or purposes described in the register entry.

Prosecutions have been hrought apainit 17 data wisety for criminal olfenves
under the Act and o further 7 are awniting hearing, The cases which: huve been
concluded are lidled in Table 1. In one of (hese cases the defendant has appealed
10 the Crown Court agninst the sentence imposed by the Magistrates' Court.

(b) Supervisory Actions

During the veur Enforcement Notices hive beon derved on five credil reference
ngencies—OCN Credit Systems Limited, CCN Systems Limited. Infalink Limmited,
Wescol Data Limited and Credit and Dota Marketing Services Limited.

The first Transfer Prohibition Notice wis ssued on 30 October 1990, Mo
details of this are given in (d) below.

Preliminury potices were served on throe data users on 30 August 1990, in
tespect of hreaches of the requirement under the First Batp Protection Principle
to obtain personal duta faidy, The data users made representations us to why
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Table |; Prosecutions Concluded in the Year to 31 May 1991

Seciion
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Enforcement Notices should nol be served. Undertakings are currently being
agreed which It i anticipated will resolve these cuses.

In August 1990, 10 Registration Refusal Notces were served on individuals,
companies dnd other organisations, where inidequate information had been
provided on application for registration. A further 0 refusal notives were served
in May 1991 on the sume grounds.

(c) Cases before the Data Protection Tribunal

Data users receiving an Enforcement, De-registration, Transfer Prohibition or
Registration Refusal Motice miay appeal o the Datn Protection Tribunal, In
Movember 1990 the Tribunal met for the first tme in order to consider uppeals
by four Community Charge Registration Officers (CCROs), The appeals were
in respect of an Enforcement Notice which had been served on the CCRO of
South Nort omshire District Council and Registration Refusal Notices which
bad been on the CCROx of the London Borough of Harrow, Rhondda
Borough Council and Runnymede Borough Council. All the notices alleged the
holding of irrelevani and excessive information collecied from the commumity
charge canvass [orms. The Tribunal upheld my view that the holding of this
mformation constituted 4 contravention of the Foiurth Data Protection Principle,
The CCROs subsequently gave me undertakings thal they would remove the
information from their computer systems, Further detiils of these Tribunal appeals
anid decisions are given in Section 4,

The credit reference apencies referred to above have appented to the Data
Protection Triburul against the Enforcement Notices served on them. The joint
nppeal by CCN Systems Limited and CCN Credit Systems Limited was heard
in January this year, The Tribunal opheld my view of the law, but concleded
that [ should have exercised my discretion differently in that the Enforcement
Notice was too wide. The Tribunal added provisos to the oniginal notice which
endorsad the extriction of third purty information in certain family situations.
1 hu}'e appealed the Tribunal's dectson to the High Court and CON Sysicms
Limited and CCN Credit Systerns Limited are jointly cross-appealing. A dale
for the High Court heiring s awaited. Further detasls of this Tribunal appeal
snd decision are given in Saction 4.

The Tribunal has ulso heard the appeals by Infolink Limited and Equifox
Evurope Ltd (formerly Wescot Dawn Limited) and decisions on these cases are
awnited. The sppeal by Credit and Data Marketing Services Limited is 1o be
heard during the first week of July 1991,

Also awaiting heaning before the Tribunal s an appeal by the Halifax Building
Socicty against an Enforcement Notice issued on 9 February 1989, This concerns
the right for an individusl o have s copy of mformation held about him or
hersell by n datn wser. This right is se1 out in the Seventh Dawm Protection

inciple. The bearing of the appeal was postponed until the prosecution of the
Halifax Building Society had been heard at Loeds Crown Court. It is anticipated
that the appeal will oow be heard 1w the autumn,

(d) Transfer Prohibition Notice

A Transfer Prohibition Notice under Section 12 of the Data Protection Act
was served on Winsor International Limited to take effect on 3 December 1990
The notice forhade the transfer of personal dats held by Winsor International
ﬂln& namely names and addresses of individuals, for the purpose of direct

i

— the Astrology Society of America Incorporated:

1



International Reports Publishing Incorporsted;
Harvard Squure Lottery Sympostum: Incorporaied;
Lourdes Water Cross Incorpornted:
—  Win With Palmer Incorporated;
- International Marketing of the USA; and
- Mr Ben Buxton af Now Jersey,

At the time of serving the notice, the Umted Stnes Posti] Service was sevking
a Court Order in New Jerwy o restrain the sctivities of Mr Buxton personally
and of his corporations. The United Siates Postal Service alleged thut Mr Buxton,
directly und by his corpormtions, was defrnuding consumers through lale amd
misteading promotions of horoscope, lottery winning systems, religious {ninkets
und other products,

Promotions ol horowopes, religious trinkets and some other products had
been verified as having been mailed o consumers in the United Kingdom and
4 number of organisations, including the Office of Falr Trading. hud recelved
complaints about them.

The mailings by the United States corporations would have breached Umited
Kinpdom consumer protection regulations had they been sent from within this
couniry, It alsc appeared that the proceedings in the United Stites courts. even
il they were successful would not necessanly stop Mr Buxton from mailing to
consumers in the United Kingdom.

An investigation by my (ffice established that the names and addresses of
consumers in the Lnied Hm?ium had been transferred (o the United States by
Winsor Intemational

I was datislied that the mailinegd n guosiion were unlawlul, being in breach of
both United States and Uniled Kingdom statutory regulations, amd that (he
transfer of personal data would lead 1o the holding and processing ol personal
data for that unliwiul purpose. | also considered whether individualy would be
able Lo huve sccess 1o the informution aboul themselves once it was held as
personal data in the Unitéd States

I served a Transfer Prohibition Motice om the grounds that the tronsfer of
personal doth to the named United States corporations would be likely to
contravene or lesd 1o a contravention af the First, Second and Seventh Data
Protection Principles

(¢) Monitoring and Promoting Compliance with the Act

During this yestr, | hitve begun (o consider witys of monitoning and promoting
complinnce with the Act. Two explorntory initintives hive been undertaken. The
result of these are 5till be be evaluated before decisions are made on future sctions.

iy Falr Obtatning of Informatfon for Direct Marketing

In Cetoher 199, my stafl began considering press advertisements which
pppeared 1o seek mformation about individunls that might subseguentiy be
held on computer. They wre investigating any possible breaches of the “fair
obtuining™ requirement of the Firnt Data Protection Principle, The relevant
advertisers are sent & letter setting out their legal obligations in tefms of
registration and my view of the fair obtisining of information. The sdverisers
are also asked 10 compléte & questionnaire about the uses pmd diselosures
of information sought in their ndvertisements.
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To date, one hundred advertisers have bean approached, of which sround
one third have yvet 1o be allowed o reasonahle tme m which 1o reply, OF
thie rest, twentyv-one would appear either nol 1o be daln wsers 01 all or o
make no uses of personal dota other than to fulfil orders and 1o dispach
further marketing offers on their own behall

However, two companies are in the process of being prosscuted for non-
regstration oftences and another ten organisations are heing investigated.
Thirteen companies have received comprehensive advice regardimg the way
i which the Act applies to direct marketing. My staff are in the process of
negotiations with u lurther mine dats wsers about remedial action in relution
to personal data which was apparently unfairly obtained in the past and in
these cases the oulcome might vel prove 1o be [ormal enflorcement achion.

Meeting Registration Regquirements—ithe "Town Test”

A survey was carried owt in the City of Cambridge in May this vear, 1is
objective was to determine whether there were computer users who had
faited {0 register under the Act, There was oxtensive local coverage by
newspapers, madio and television and considermble support hy the town’s
pubtic bodies.

The survey hid two maoin parts: frsdly o discribution of leaflets to 22 5060
city centre addresses; secondly mndom visits by reglonal mvestigators 1o a
range of organisations, The activity wis designed (o give assistance 1o those
who should register, but who were genuinely unaware of this, However,
those argumsistions which appear simply 10 have ignored the reguirement
tor register are being considered lor further investigation

This expermment seems (o pomt o one cost-elfective way of raising
awareness nmongst date osers, albeit it does mvolve an on-the-ground
investment of stafl time. The costs incurred have been more than covered
by the extra registration applications received.

The conclusions w be drwn from an expenment of this nifure are
recessarily tentutive. However, it appears thit as many as one in lour of
the businesses visited probably needed to register, but had not done so.
They were predominantly newly-estublished small businesses and miy nol
be representutive of all duta users, Nevertheless, this experience underlines
the work to be done in bringing the Data Protection At 1o the attention
of smaller businesses. This = referred to agam in Sections. § and 9,

L]



7 The Data Protection Register

Almost 160D new registrition applicitions were received during the vear anid
the number ol entrics on the Register pow stands at over 160,000, As a consequonos
of the thiee year registrtion cyele, the past yoar has been one of the gquieter ones
from the point of view of registration repowals, Even ao, jusi under 2000
applications have been received for renewil or for re-instatement of the details
of an expired entry, [n addition, there hove been more then 24,000 requests to
amend register entrics. Data users visiting the Office’s stund at exhibitions can
now regisler on the spot with advice from staff on completing the applications
forms.

A sieniffcani effort hus been pul into clearing the large number of registration
applications which were held up with unresolved querses. Each of the data users
concerned had been written 10 several times bul without resolution of the
outstanding issues. In the first six months of the year these suspended applications
were reduced th number from 3,300 1o 3. Some 2,570 of the cakes were accepied
onto the register; 300 were withdrawn by applicants who decided that they were
no longer required o pursue their application; and 130 have been refiised

registration or are bemng considered for refusal.

The proportion of regster entries which are noi renewed has climbed from
pround 24'% o about 30%, Some 2% of this incease has been caused by one
organization which has reduced is register entries from over 4,000 to 12, This
urpanisation is not alone in reducing multiple register entries, although reductions
by others mre much smaller n size. Muany of those who do not renew their
registrations contict us to explain why they sre not doing so; perhaps because
the company has coased to trude.  Doubliess. s number of others have not
renewed as lhwnnlungn-m:ct to be registered. However, a significant proportion
appear not (o renew their register entnes even though registration is atill reguired.
A telephone survey of 1,000 randomly selected lapsed register entries has indicated
that this proportion may be as high as 14%,

| had hoped, during this year, to complele work to provide access 1o the
Regisier in public libraries via o Prestel service. The development s finished and
the system in evailable for use in my OfMice. Unfortunately the financial pressares
referred 1o o section 11 have made it impossible to offer the wider pubhbc service
onginally envisaged



8 Informing People about the Act

I last year's Report, | stated that “there will be no further funds availahie
for ndvertising after June 1990 until April 19917, This situation drose becatse
of the television advertising campaign in the first hulf of 1990, Television advertiong,
even for the Hghtweight campuign mounted, is expensive und costs had Lo be
recovered from two years' budgets. Hence most of the funds availablo for the
financial year April 1990 to March 1991 were committed in advance and spent
very early in that year, Unfortunately this funding problem is a continuing one
for, as noted in Section 11, the approved level of grant-in-uid for 1991-92 1s hkely
1o reduce planned promotional expenditures for the coming year.

{a) Strategy

A rethink of strategy was, and s, ¢learly necessary. Such a rethink was also
prompted by the research on public and datit user awarcncss carried out o early
1990, More details of this (and the current research position) appear in Section
9, but broadly it showed public awareness of the Act Increasing; AWRTcncss dmongst
larger dutn users remarming high, but awireness amongsl eryaller data users declining.
These tesults were perhups nol surprising, bearng in mind that the strategy had
been to direct publicity at data users in the earfy years of the Act and wwitch
publicity to individuals after thei rights came fully into boing at the end of 1987,
The volatility of the smaller company sector is also likely to have had some effeel.

The stritegy now is 1o divide activities more evenly between dila uners and
individials, Within the data user sector there is o further divide between whtiuming
awureness of the need to register and promoting compliunce with the Dhita
Protection Principles. In the light of financial festrictions muin reliance i being
placed on public relations work and o range-of education and nformation activities,

Besearch in 1991 shows that:

— pearly all respondents from large companies are aware of the Drata Protection
Act: therefore Lhe primity need here 1s for education about the Data Protection
Principles;

—  awpreness gmongst small companies of the need to régister isstll unacoeptably
low and needs to form the main thrast of the ‘message’ to them.

For several months now individusly and dats users who telephone the Enguiry
Sapvice have been asked where they first heard nbout datn protection. The rosults
s far suggest that most data users first hear alrout the Act from their socounanis
splicitors or computer supplicrs.  Promotional work in the past has mcluded
supplying advice pucks to accountants and solicitors and leaflets 10 compuicr
supplices for their customers and it may be that this work s paymg ofl. The
results of these sorts of enquiries will assist in planning future promotional wark.

(b)  Actvities

There have been about 1400 press mentions of the work of the Office or the
Data Protection Act throoghout the vear. Many of these relate to the twenly-
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seven news roleases 1ssoed. SudT have given [fty-soven tilks on the Acl, sixteen
radio and six lelevision interviewy.

It 15 not always the most apparently ‘newsworthy' releases which recewve the
most covenige, For example, & shurt release remimating small husinesses of the
need to register {“Concern that Small Businesses May Risk Prosecution™). which
wils issued in August 1990 hag been taken up by & wide range and number of
newspapars and journals in the months singe then.

The Home Secretary announced an [norease in the registration lee with effect
fromy | June 1991, To bring this to the attention of computer users, £43,000 was
epeil on @ national press compaign and & small senies of advertisements in regional
business jourtals. A speal fee inorense notice was also produced for distribution
al exhibitions ond inclusion with relevant information from the Office,

A new edition of ‘Update’, u newsletter directed 1o compuler users, was matled
at the end of March 1991 to some 142,000 organisations and mdividuals on the
Daits Protection Register. In addition o further 11,000 coples of the newsleiter
have been distributed through a wide range of represecustive bodies and other
mieresled organisations. A major part of this Update addressed the issue of
compliance with the Dun Protection Principles

Exhibilion appearances continue (0 be a significant aspect of promotional
activity and this year stands were taken at major computer showi in London,
Birmingham and Scotland, plos ‘specialist’ shows such as the BMA Conférence
and the Exhibition on Healtheare Computing. The stands attracted nearky 10,
visitors.

In Autumn 1990 my stafl devised and presented a serfes of one-day smimars
for the Direct Marketing Induosiry. They were run in conjunction with a professiona!
semminar company which camed out all the marketing and administration tashs,
The objective was 1o tmilor advice end gusdance to this specific sector and in
purticular 1o illustrate the requirements of the Data Protection Principles. The
semmars were well supporied, attructing over 300 delegnies 1o four locitions.
Follow up research shows thal they were also very well recelved. A new series
will be mounted during the coming year for a wider audience encompussing the
marketing und advertising sectors as o whale.

The new rights leaflet for mdividuals (*1f there’s 1 mistake on computer about
vou...") which wis produced to coincide with the television campaign, continued
tor be henvily utilised through the yvear with over 43,000 copies dispatched by ihe
Information Services Department.

The Guidelmes and Gindance Notes also continue to be i sirong demand
with over 28000 sets of Guidelines distribuled throughout the year, together
with 14,000 individual coples of Guideline | (An Introduction 1o the Act),

Finally, the Enguiry Service had unother basy year, dealing with 20,445 telephone
calls and 7,416 letters.

{c) Results

The gam m public pwarencss of the Data Protection Act (from 3% to 38%0)
shown following the television campalgn in the first half of 1990 has heen held
m 1991, Although research showed that recognition of the advertising was nol
high (reflecling the hghtweight nuture of the compaign), it seems clear that o did
cresie an impression with those who saw it and a grester understanding that
there is 0 means of correcling compuler ermrs.



The decline in the awareness of the need to register among small companies
which hold personnl records, evident from research in Murch/April 1990 bas been
reversed, Whilst awareness of this requirement (it 62%) still remaing lower than
m 1986 (T094), more general awareness of the Dati Protection Act amongsi these
smill companies is now higher (a1 87% ag opposad Lo T5%)

A fuller description of 1he various research resulis follows m Section 9.



9 Background Research

Research into public and date wser awareness of the Act i carried oul on o
regular hasis, Al the same lime, o picture is obtaimed of the public’'s concern
about u wide range of issued including personal privacy.

Some resulls from the research carned out into public nwurrnmnmlprmzpliug.h
aret given in Appendix 2. They cover the research programmes unidertaken m
February 1989, July 1990 and March 1991, The same appendin also contiins
information from datn user research coarriesd oot m 1986, 1990 and 199],

(a) Public Attitudes and Awareness

Pablic eoncem aboul prolecting peoples” rights o personal privacy remains
high. Some 70-73%% of the public considersd this very imporiant across the three
surveys, These figures fall below concerns aboul preventing crime on the sireets
{#2-84%0) and mproving stundards of education (73-78%) but nre phove concem
ghout unemplovment (527004 and inflation (56-62%%)

Asked 1o rank the five privacy issues of most concern, the public ruted "keeping
personal information/details private” and “protecting the peivacy ol your own
home/property™ as equal first. Just over T0% of respondents are very or quite
concerned shout the nmdunl of information that i kept about them by various
organisations. The responses (o these matiers of pnvecy have remained constant
over the three reseirch programmes

The total awareness of the Data Protection Act, including both spontancons
and prompted responses moved from 31% in 1989 1o 38% in 1990 (following the
televislon advertising campaign) und has held st 37% in 1991, Amongst those
aware of the Act, there has been a steady, sigmificant increase (55%~65%) over
the three years in prompied awareness of un individual’s right o see and correct
information about him or hersell, Over the last year, there has also been a
statistically significant rise (645-75%) in the number of people who think the
right to remove information about themselves from lists or files is very important.

{(b) Data User Awareness

For their parl, datn usérs hre confidered in two groups! smill companies (less
than 50 employees) and lurge companies {50 employees of more),

As might have been expected, there has been o significant increase since |96
(310 rising to 45%) m the use of computers by smull companies; especiully the
use of personal computers and word processors. The use of computers is directly
reluted to sie; 37 of establishments with | or 2 employees usmg o computer
compared with #(F of estublmbments with 2549 employees. All the large
companies wsed compulers.

The three sets ol research results show that it s becoming moreasingly commien
for personal records 1o be held on computer. Thiz s true of smull compeanies
(25% nising to 43%) as well as large companies (72% rising Lo 9704)



Prampled swareness of the Act umongst small companics which hold personal
records has varied from 75% in 1986 o 7076 in 1990 and 87% in 1991, Similarly.
awareness of the need to reginter wmongst small companics has fluciuated from
0% in 1986 1o 5155 in 1990 o 62% in 1991 It was the low figure in 1990 which
cansed the rethink of straiegy referred o in Section £, Whilst awareness of the
Act has remnsined constant (at 95%) amongst large companics holdng personail
records, even here there has been some decline in swareness of the need Lo register
(9670 dropping to 8296,

In both small and large companies holding personal records, awareness thut
there are other obligations stemming {tom the Aet, for example meeting the Date
Protoction Principles, has remnined constant. However, the awaretiess is low for
small companies (26%) und not good (around 45%5) for large users. Over the last
year, the small companies have shown an increasing awareness that the Act
confers rights on individuals (364 rismg Lo 50%).
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10 International Activities

Last year, | reported that internationi] imterest i data protection was developing
rmapidly, That trend continues; not onty {8 there mone European activity, bal also
increasing debate i the Linited Siates about the possihle consequences of recent
European Communily dats protection imitiatives, There also & o be &
growing interest in developing countries. This section deals with international
matiets other than the Exropean Commission’s Draft Directive on Data Protection
which is coverod in Ssction 3.

(a) The Council of Europe

Druring the year the Committee of Mimistors hias approved a recommendation
on the protection of personial dats psed for payment or other related operations
and the repart of ¥ study on personal identification numbers. In addition,the
Committee of Experts is currently looking at drafl recommendations for the
profection of personal dats in telecommunications and m public files. Also, a
Workmmg Party s reviang the existing recommendation oo medical doti banks
and Working Parties have been established to look st the flelds of insoramce and
of census and watistical dta

The 1981 Convention for the Protection of Individuals with Regard to Automatic
Processing of Personal Data had, at the end of March 1991, been mitified by
eleven countries, nomely: Austna, Denmaerk, Franoe, Germany, loelnnd, freland,
Luxembourg, Norway, Spain, Sweden and the United Kingdom,

Hungary and Ceechoslovakia nre now full members of the Council of Europe;
Poland 15 an observer. It is clear that as part of a comprehensive revision of ther
constitulional and lepal srrangements, each of these three countries is grving
some prommence o dats protection, which 18 seen as @ sgnificent human rights
LR

My siall have continued (o attend the meetings of the Coundl ol Europe
Commitiee of Experts and they contribute to the New Technologies and Medical
Datn Working Partles of that Commitice.

(b} The International Meeting of Data Protection
Commissioners

In 1990 the Commissionera met in Conference in Paris. As part of those
proceedings my Senior Assistant Regitrar defivered a paper on “The Protection
of Medical Data in Great Britain™. 1 note with mixed [eefings that s data
protection activity expands miernationally, the numbers attending these
Conferences grow and proceedings have become more formol. There is now less
opportunity  for an informal exchange of practical experience between
Commissioners. That will undoubtediy prompt further meetings of smaller groups
of Commissioners and their staff to conmider specific areas of imtorest,

The Working Group on Telecommunications and the Meodia has met three
time# in Berfin in the ltst year. It hos conoentrated s work on looking at the



Commission of the European Communities (CEC) proposed Directive on Data
Protection [n Telecommanications. My Senior Assistanl Registrar has attended
these mectings,

(¢} Other International Contacts

Two of my stafT artended 4 mecling with fopresentitives of other dita protection
atthoriies to discuss issies relating 1o direct marketing. Also, | was pleised 1o
weltome representatives ol other European data protection nuthorities 1o n seminar
organised by my office with the Advertising Assoctition 1o study profiling in the
direvt marketing industry. ' '

The Assistant Regisirar. who is reaponsible for laison with the Health Sector,
atiended the Third Global Conference on Patien! Cards in Barcelona in Miirch,
1591, The Senior Assistant Registriar gnve a paper at an International Conferenco
an Diata and Comsumer Protection in Telecommunicstions Services in the Eoropean
Commumity in February, 1991,

Two further mectings of the Britsh and Insh Dota Protechon Authorsties
(Guernsey, Ireland, the Lale of Man, Jersey and the United Kingdom) were held
during the vear in Guernsey hind in Wilmslow,

My Office has, this year, received visitors snd delegationy from Ausiralia,
Belgium, Canads, Denmark, France, Germany, Guernsey, lreland, the lske of
Man, fersey, Kenya, Luxembourg, the Netheriands, New Fealund, Norway and
the United States.

In October 1990 | visited the United States and met representatives of
government, the private sector, consumer and civil Tights orgumsations. T was
1 ussful education on the developing use of personal data in the USA and of the
legislative approach to privacy and date protection concerns, | was able, m turm,
to briel American representatives on sctivities in the United Kingdom and on
the CEC Draft General Darective on Data Protestion.

Finally, the Datan Protecuon Auihorities of the countries which have rutified
the Couneil of Burope Convention are required by that Convention 1o co-operate
with each other, [ am particularly grateful for the co-operation | have recejved
in the mvestigation of cases with an intermationsl element. By woy of examiple,
one case Tequired visite to Frange, the Netherlunds and Denmark during which
my investigators received every help and assistance.
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11 Organisation and Finance

(a) Stalfing

During the year, | have completed steps 1o change the balance of the Office,
increasing the number of established positions and recruiting more senior stafl
to reflect the projecied work programme for the coming years, 1 have npreed
with the Home Office an merease in established positions from T0 to 89, These
chanpes have meant that the Office is no longer running with long-serving stail
with lemporary contricts of in actng posiitions. Opportunities are bemng offered
for part-time emplovment and about 13% of established staff now have contracts
of this nature, In addition 1o established positions | have 16 regionally hased

staff who are paid per assignment.

(b) Fmancial Management Review

Treasury policy requires a review of the organisation, (inance and staffing of
non-departmentsl public secior bodies every five yegrs. Such a roview ol my
Oifice has been carried out in this year, My Office had a stafl inspection, which
i5 linked to the grant-m-aid conditions, m late 1987, | noted the very sopportive
conclusions of that stall inspection m my Fourth Report in June 195K,

Plainly another wide-ramnng review. o mid- P99 seemed very soon aller the
previous inspection. However, as | had just compleied the Corpomte View 1o
1993, and given the requirement for increased staffing, the timing was not unhelpiul.
The conclusions of the financial mansgement review are the sume as those of
the stuff inspection—that my Office is tightly complemented, well-orpanised and
monitors and uses its resources effectively. The review supported my request for
additional stafl 1o meel additional workloads.

(c) Fmance

Expenditure (or the vear, ut £3.15 milion was exactly the same as the amount
budgetted. Receipis from registrution feed for the yedr amounted to £1.94 milhon
(agminst & foreciast of £1.9% milhon). o additien, & further £0.12 million were
received, primcipally from interest on funds m hand. The unaodited financial
stutements are given n Appendix 3, The audited aceount will be certified by the
Comptroller and Auwditor General and lnid before Parfisment fister this vesir as
required by the Act.

A word is appropriate on the financial situation in the current year, The grani-
in-nid for the financial vear 1o 31 March 1992 has been set at £3 42 million, This
is an increase of %.6% over the grant-in-aid for the year to 31 March 1991, On
the face of i, this is satisfactory in terms of inflation, however the figure sot is
over £300,000 less than that | proposed which provided for identified growth m
activities. The shortfall would have been grester than this, but the Home Office
Davision with which | negotiate the grant-in-aid helptully transferred some funds
to my Office from another budget.

These difficult fnanoal situntons, which o arse From me po tomee, dre Dets
of life which have 10 be faced and | am seeking ways 1o reduce expenditure on



certuin activities so as not to unbalance the programme of work commitied or
necessary, Regrettably, | may have to achieve most of the savings required by i
sharp reduction in activity directid ul informing the public and data users about
the Act.

Unfortunately, the Mnancial situation has been made worse by the recent
increase in the rate of VAT from 15% to 17.8%. Since my Office does not add
VAT to its charges ind can not recover VAT payments, this increase will add
an estimated £36,500 1o running costs in 1991-1992. Even (hough the increased
payment I hive (o make ultimately finds its way back 10 the Exchequer through
the VAT systemn, the Treasury has apparently determined that extra grant-in-uid
cannol be provided for this expenditure

Following Parlismentary consideration, the Home Secrctary has decided to
increase the registration fee to £75 s from | June 1991, This increase is designed
in part Lo recover under-recoveries of costs, primcipally set-up costs, and n
part to enable the Office to muke progress towards achieving a cumulpiive break-
even pogition over the next five years,
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12 Conclusions

In my Annual Report in 1987 1 discussed dats protection as b new puhlic
policy luking its first steps in a complex soclety. | spoke of sther public policies
having o shill around in order to make room for the new srrival. Perhaps this
yvedr will come to be seen oy the one in which this infant policy grew into a fuller
role in public and pelitical debute.  This stems nof only from developments in
the United Kingdom but also from influences from the European Commamity,

The interest ol the Home AlTairs Commiittee of the House of Commons,
illustrated in the discussion at is meeting on dats protection in October 1990
ind in s subsequent report, has been an important factor. The
Commission’s Draft Directive on Data Protection has underlined the continuing
concern to achieve a high level of protection for the privacy of individuals us
one of the essential factors underpinning an open Community market

The lirit appeals to the Data Protection Tribunal bave been heard and determined
in this year. More enforcement sctions and sppedls can be expected us
implementation of the Act progresses. Tribunal decisions are an important stage
in providing dala users with more cettain information is to how the law should
work in practice. | am pleased that the Tribunal, on the arguments heard so far,
hils upheld the views of the law exprossed In the Guldeline Series published by
wmy Office. That, tn itsell, should give data psers greater confidence in those views,

With pressure from the Home Affairs Committee and support from Ministers,
there 1% evidence that Government depantiments ure more readily approaching
my Office for comments on pew legisliation and developments.  This Report
highlights issues on topics as diverse a5 health, criminal recards and child support,
In the private sector, issues continue o arise related 1o personal finance and 1o
direct marketing.

It i not only matters such as thess that raise dam protection guestions.
Developing technologles such us document imnsige processing and communications
present now and difficult problems. Extending the present legislation to cover
manually processed records would also bring fresh chellenges.

The fulure 1o obtain the [ull grant-in-aid bid for 1991-92 nmy affect effors
1o inform the public of their rights und dita users of their obligations. However,
the excellent conclusions from the Financial Mansgement Review und the
strengthoning of the sl complement are both helpful in ficing the many and
drverse tadks ahead, The Ofice is neither crushed by nor complacent shout these
tasks, but remains in good heart,

E_n'r Howe
Data Protection Registrar

e [ROS



Appendix 1

Papers on the European Commission’s Drafl Directive on
Data Protection

This Appendix consists of three papers on the Draft Directive which have been
made available from my Office. Papers A and B contain more general comments
on the Directive and outling & pussible change of approach to achieve the Draft
Directive’s objectives. Paper C re-draws the Draft Directive into 4 new form and
includes suggested modificatiomns.

All the papers have been produced as a contribution Lo the debate on the Draft
Directive. The final format and content of a Directive is, of course, a matier for
thie Council of Ministets. The Draft Directive is being considered by o Commit tee
of the Council of Ministers and by Commitiecs of the Buropean Parliament and
e House of Commons, By Aurumn of this year it Is possible that these
comsaderaticns will have caused mgnificant changes in the Drafl Dircctive as
originally poblished. In thal case, these present papers may well be out-dated
and in need of review
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PAPER A—Prepared for the Meeting of EC Data
Protection Commussioners at Wiesbaden, 30 November

1990

Data Protection in the European Community
Initial Views of the UK Data Protection Registrar

2.3

INTRODUCTION

The Commission of the Eoropean Communities has published o packape
of proposals on data protection in papers numbered COM(90) 314
linal—SYN 287 and 288, This paper is a general commentary on the drafi
generdl directive within that package (SYN 287).

The LUinited Kingdom Duatn Protection Regitror welcomes the EC
Commission's miliative. Estnblishing rules aboul the lawlulness of
processng, emphasising particularly the consent of the data subject, and
the granting of specific nights to individusls would enhunce the protection
of individuals in the LTE. The directive does present o number of practical
probiems (owing in part from its detaibed and prederiptive nuture. Those
issues nre looked al subsequently in this paper.

Dy wn MEED THE GENPAL. DMEECTIVE?

The Council of Europe Convention (Treaty 108) on Data Protection wis
opened for sipnature in 1981 Notwithstanding. resolutions of the Europesn
Parliament, recommendations of the Council of Ministers and Lord
Cocklield's mitintive, some EC countrics have stll pol passed datn
protection legislation enabling them o ratify Treaty 108; they are laly,
Belgium, Crreece. Portugal and Spain, altboush Spain haz mnled the
Convention in the ahience of legislation.

Furthermore, even those countries which do have legtisiation, have legislated
in distinctly different ways The jssue of whether one couniry gives
equivalent protection to another has caosed gome difficulty leading 1o
lengthy discussion between those countries who have ratified Treaty 108.
Mareover, some data protection authorities will stop the transfer ol data
to & country which hos data protection legislation and which has ratified
the Convention but which in & particular case does not have the protection
afforded by the law of the tmnsmitting siate.

If the EC is to consist of a single arca in which persons, goods, services-

and information cin move [reely, then a single regime for data protection

pecepiable to all Member States would seem (o be not only unaveidahble

but also desirable. Whilst there would scem, therefore, 1o be o need for

.li directive, the question remains open as to the scope and nature of the
ircotive.

PrsCnm ES

The Draft Directive is clear about two matters. First, Article | requires
Member Slates to ensure;

“the protection of the privacy of individuals in relution (o the
processing of personal data contained in data files.”

Thasas distinet from the UK Data Protection Act 1984 which states merely
that it is "to regulste the wse of automatically processed information
relating (o individuals . . |7, No reason & given for the regulation. The
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Directive gives the couns a yardstick against which 1o interpret the law,
namely the protection of the privacy of mdividuals.

Secondly, the Explinatory Memormndum 1o the Drafi Directive says that
“the exgreive must not have the ¢ffect of redocing the level of protection
already afforded in the Member Stutes™. The reason given is that this
type of legislation is miended to protect (undamental rights, and
conssquently the Drmfl secks to harmonise by providing “a high level of
equivalenl protection”,

A distinet point concerns the way the [irective goes nbowt providing for
data protection. There dare in principle two spproaches: to give specific
enforceable privacy rights 1o individuals_ or on the otber hand, to st out
an enforceable code of good information handling practice. The UK law
tends 1o follow the second course with some elements of the first. The
Directive has a “belt and bruces’ approsch reflecting ity ormin in the
legislation of difforent member states and the objective of harmonisation
al o high level It sets out an extensive list of individual rights, but also
embadies riles on the lowfulness of processing and in particular in Article
16 sets out quality of data rules drawn directly from Treaty 105

Masuvar DaTa

The Dhrective would spply extensively 1o manual mformation. The UK
Act regulates only those who process informution “by equipment operating
automatically in response (o instructions given for that purpose’”,

The Drifi Directive talks of “personal dats . . . which, although not

undergoing automaiic processing, are structured and accessible in an

arganised collection secording 1o specific criterin (0 such o way as 1o

facilhitate their use or combination™. Om reflection, however, this complex

definition seems (o restrict the coverage of manual data hardly at all.

Eltr;;'r_i husiness desk diary of appointments seems to come within this
nrdecm.

An extensive application of control 1o manunl records would seem to run
the nsk of multplying conflicts with the Council ol Europe Convention
for the Protection of Human Rights and Fundsmental Freedoms { Trealy
3) and in particulnr Article 10 of that Convention, A selective approach
to the regolation of munusl dats might more successiully protect priviscy
interests whilsl avoiding other conflicts of principle.

SIGNIFICANT |SSUES
Will the Divecrive Change UK Duta Protection?

The Directive is complex and in some places written in unclear language.
Some articles quote provisions of the law in particular countries. Other
Artcles refer to legal concepts appropriate (o one country but cither
insppropriate or miskeading in other countries, General principles are
expressed (o which (here are often wide exceptions. Although it = still
not cleiur what exactly the Directive means and the extent to which changes
will be required m UK law, some aspects of the Directive should be
commented on because of their pencral approach.

Fublic and Private Sector—Lavfulness of Processing

The Darective, unlike the LIK 1984 Act, distmguishes the public from the
private seclors. It goes on (o prescribo the cireumstances in which the
processing of personal dats will be lawful m those sectors. The UK Act

W
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aceepts that any processing is lawful if it is not prohibited by the generl
law and provided the data user has satisfied the procedural requirement
of remstering under the Data Profection Act. The Directive imposes some
extra condithons, In the public sector, the principal rule is thal procedsing
i tmwful if necessary for the functions of & public authority and, in the
privaie sector, the consent of the datn subject i the starting point. Bul
it must be stressed that there are extensive subsidiary rules in both sectors.
Examples are that 4 public authority may process data for o purpose
other than that for which the file was crented if suthonsed by a lnw
conformmg to the PHrective, and in the private seclor consent is not
required if, amongst other cases, “the controller of the file is pursuing a
legitimute interest, on condition thul the nterest of the daty subject does
not prevail”. It is possible that the practical consequences for UK data
users may not be us greal as some have thought ot firsl sight, but the
Directive sers out the principle that there must be restrichions on the
purposes for which personal data can be processed.

In the Chapter on lawfulness of processing in the private secior, the draft
directive requires by Article 9 that, with exceptions, when a private sector
body first communicales data to another person, the data subject must
be told. This would be novel in the LK. It scems to flow from the view
that there is little risk to an individual when informalion is kept within
the original data user, but there is a significant sk when il s passed 1o
another. The night 1o be nformed wonld be a valunble extru right lor
individials, but &8 more selective approach may be more appropriate and
practicable than the sweeping Form envisaged. It B particularly noteworthy
that there is no duty to inform data subjects when a public sector hody
communicales wilh another such body. Those communications are
permitted if they are necessary for performing the tusks of gther public
body. Unless the test of necossity were apphied very strictly, this rule could
readily permit extensive public seclor data-mitching.

Regivtration

The UK Datn Protection Act creates o scheme of regulation sround o
rogiatration svatem. Almost every datn user has to registsr unlegs comng
within a Hmited group of exemptions from the Act such s nubional
securily, purcly personal purposes or payroll and accounts processing. In
his $th Annual Report to Parllament in [989, the Registrar sugpested
thai the present regisiration system should be revised, If seemed to impose
too greal o bureaverstic burden on smull routine commercial enterprises
whio were nol undertaking activities of major dots protechion significance.
Um the other hand, there séem 10 be definite benefits in having u list of
the major and sensitive data psers which can be used both for publicity
and information purposes and also for enforcement activity, The iRtrar
nroposed restricied regiviration of limited details by those dain users who
were jlndgd by Parliament to be undertaking sensitive dats protection
activities,

The Directive proposes registrtion, but on a somewhat different basis
to that put forward by the Registrur. The amount of information to he
regiitered would be similar (but ot jdentical) to that required by the
present UK system, but only those datn users who communicate personal
data to-others would need to register by notifying the supervisory authonty,
The directive uses the word ‘cormmuntcatle” rather than “disclose’. Thal
could mean something narmower than ‘disclose” in the UK Aot and so
disclosures 1o agents for processing would mol count us commumion lion.
15 ‘commumication” the cormect trigger for registriution? The UK Registrar
still holds to the idens pul forward o his Sth Annual Report.
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Righes of Individily

The Directive requires individwals 1o be given by law i substantial Hst of
enforceable rights. Some correspond to the UK law—e.g (he mght of
subjoct deoess. Some go (urther—e. g nights of rectification or erasure of
any data processed in breach of the Directive and rights to compensation
forr sy dormaige arising from 4 breach of the Directive by o dats user, OF
particular noie ¥ Article 13 whsch sets ot what an individonl must be
todd when information is collected. It s similar to the view taken by the
Registrur of what is meant by the {ar obtaimng of information, but is
stmicter and less flexible. One or two provisions of Artlele 14 are entirely
aovel in UK Liw—such as the express right to have data erased from
murketing lists and the restriotion on purely automated decision making

Ny SLEmmA.

The murketing list right would apply o all the datp—not simply numes
pnd addresses—hold in lifestyle databases which have become common
place in the last 5 veurs. There is the practical difficulty that once a nome
and address have been deleted they may be re-acquired from 4 new source
and the cycle repeat itsell, Erusure of &ll dola other than name and
address and blocking of the remaimng datu might be the belier course,
if I.Iic Directive permuts the use of blocked data to flug those not 10 be
mailed.

The right not to be subject to demisions salely based on automatic profiling
or personality assessment 18 akin (o o provision of French law. It is not
clear what the practical effect of the provision would be. Where does the
human elément have 1o come in the declsion making process? A halance
needs to be struck between giving individuals reussurance that decisions
about them are properly taken, and making availeble the benefits of
systematie decizion making tools

Nowwithseanding these uncertnintics and practical difficulties, the general
approach of the Directive to individoa! rights is to be welcomed. That is
surmmanised by the right of an individual “1o oppose, for legitimate reasons,
the processing of personal data relating o him”™,

Cowley of Practice

The UK Act requires the Registrar o encourage trade associations and
similar bodies to produce codes of practice. These codes are Lo give guidance
on how 1o comply with the Datn Protection Principles set out in the Aot
The Dhrective also contains a duty on Member States 1o encourage trade
and professional bodies 1o produce codes. These codes are to be “on the
hasis of the principles set forth m this Directive™, The Commission is
given power by the Directive, having regard—amongst other things— 1o
any such codes, 1o make regulations applying the Directive "to the specific
characienstics of certain sectors”, I s mol clear whether 1hese BEuropean
Codes are intended—us with UK codes—1o apply the rules lald down in
the Directive or whether these codes are mtended io replace the Directive.
The latier would not be neceptable, General rules of data protection oughl
to be clear and binding on all. Codes should therefore apply the Dhirective

amd nol rephace if,

Specwl Caregories of T

Articie 6 of Treaty 108 specifics certain dutp us specinlly sensitive and
prohibits automatic processing of such data in the absence of appropriate
safegunrds. The categories are:

51
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(&} criminal convictions;

(h) dute revealing racial orgin;

iv) date revealing political opinions or religions or other beliefs;
{d) personal data concerning health or sexual life.

To this st the Directive addy philosophical beliefs and trade union
membership. It prohibits automatic processing of this datn except with
the consent of the duts suhjoot or under speafic legul authority on mportant

blic mierest grounds. Duts concerning criminal convictions can only
E held m public sector files.

Al first sight it seems nol unreasonable to suggest that there are particularky
sensitive categories of datn and that processing of soch datn should be
specially protected. But, on reflection, three problems arse: firsi, data
which is sensitive in one country might be a matter of indifference in
unother; secondly, apparently innocuous data can be processed for highly
sensitive purposes; and thirdly, whai is treated as & sensitive purpose in
one place might be a matier of indilference in snother and vice versi.
Even in the absence of complete agreement on a list of sensitive purposes,
tt might be betler not to extend the kst of dats but to look al a core of
sensilive purposes.

A particular problem arises with criminal convictions. There Is no
prohibition in the UK on private sector bodies holding suech information,
There are restrictions imposed by the Rehabilitation of Offenders Act
1974 on the use of information aboul spent convictions, Nevertheless, the
prohibition in the Directive looks too sweeping. May not o hank hold
datn about the criminal records of fraudsters? May not an employer with
u car fleet note who of his employees hos been banned from driving? May
not & data wser note which of his servints has been coavicted of a dato
protection offenoe?

Exempiiony

The UK Act includes a number of exemptions from the scope of the Aot
The Directive has some exemptions which are not quite us extensive (eg.
there are no exempions for payroll, socounts and pension data, nor for
simple mailing lists), The Directive hus nothing comparable Lo the UK
non-distlosure exemptions which permit disclosures to be made which
have nol been regstered. The Directive seems to contemplate that
disclosures are proper only if mmpﬂtlhh with the purpose for which the
datn are held and there i no exception for the overnding interests of the
community or third parties such as in order {o save life.

Of great significance are the exemptions from subject socess, The Directive
allows information to be withheld [rom a dita subject by a public authority
in specified cases which largely correspondd o the cases provided for in
Treaty 108 apd mcluded in the UK Act. However, there 18 no provision,
on the face of it, for subjegt access exemplions in Lhe privale sector
generally and in neither sector can dara be withheld 1o protect the data
subject himaell, Consequently, il a private organisation—eg. n bank —keeps
information (o identify potentin! fraod there s no possibility of keeping
that from the dats subject, and 4 doctor cannot-—as he could under the
UK Act and under Treaty 108—keep information from n patient to-save
that patient from serious harm. These scem to be significant defects in
the Directive requiring further examination,

Trimchirrder Doatg Flowy

The Directive mtroduces new machinery (or controlling transborder flows
of personal datn. The BEC will form an area within which eguivalent
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protection of personal dita s emsured by the Dhrective and so withio
which by Article | there are 1o be no redtrictions on Nows ol personal
data, Transfers of persondl data either temporary o permanent (o mon-
EC ecuntrics may only take place if an adequate level of protection is
ensured (Article 24.1), Member countries must inform the Commission
of cases in which there s nol idequate protection. The Commission may
negotinte with third party countries on behalf of the Community and may
preseribe o list of countries which do ensure adequate protection, Member
States may permil transfers in breach of Article 24.1 in particular cases,
ufter informing the EC Commission and Member States and not having
received notice of opposition within 10 days. In & disputed case, the
Commission are o adopt unspecifled appropriste measures.

It is not clear how this machinery is to work in practice. The Directive
seems (o suggest the advance licencing of transborder data flows, but it
i doubtful whether either that or the 10-day dispute procedure is realistic
in the context of, for example, miemational money ranufer systems.
Where 3 Member State informs the Commission of inndequate protection,
it is uncertain how other Member Stutes are o bebave. A blacklist seems
1o be contemplated, but there is no mechaniam for preparing it 1t is not
always self-cvident that a country lacks un “adequate level of protection™
The whole issuc ralses the conlentions problem of extta territonal
jurisdiction. These TBDF provisions have considerable implications for
relations between the EC and both nen-EC European countrics and also
between the BC and those countries which have pecopted the OECD
Ciuldelines on data protection, but which do not have private sector data
protection legislution on Buropean lines,

Muachinery

The Directive requires Member States (o have an independent supervisory
authority with enforcement powers, The UK alreudy has such an authority,
The powers of the authority might be mado somewhat wider by the
Directive tn thit it would expressly huve the function of monitoring the
application of the Directive and would seem 1o have & general right of
access o fes,

Two Advisory Committees aro proposed both charred by EC Comimssion
representatives, One consists of reprosentatives of Data prolection
Commissioners and the other of Member States. The work ol the
Committees bs m the hands of the Chairmen, Would Data Protection
Commissioners see this nsa proper machinery forexpressing an independent
view? The relationship and work of the two committess is nol properiy
explaimed, but they are clearly only advisory. It would be unfortunate f
this machinery simply legitimbied the very extensive mule-muking power
in Article 29 which might epable the EC Commission to modily the
apphcation of the Directive in wiays which might otherwise be unacceptable,

CONCLUSHIN

The Registrar welcomes the decluration in the Directive that it i to ensure
the protection of privacy of mdividuals, By comparison the UK Act simply
declares that it 1s to regulpte the processing of data

The Dircotive sets down rules for the lawfulness of dote processing in the
public and prnvate sectors; it gives specific rights (o individuals followed
by gemeral ruled for good practice in data handling including specially
sensitive data, The effect should 1o incresse the protection of individuals
in the UK. The Registrar welcomas this.

4 F
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There di seeri 10 be some poinls in the drafi which could ciuse practical
difficulties and which the Registrar hopes can be ironed out in discussions,
[or example;

Munual records are included quite comprehensively, Pechaps it would be
bBetter 1o use i sclective approach concentrating on the panicular records
thit cause coneern.

Notificabion (o the mationadl supervisory suthonity is similar to the present
UK registration system The Registrur had bhoped 1o concentrate
Tegisimation on snsilive users,

The lack of exemptions from subject peceds in the private sector could
cagse problems—for example in the case of financial services organisations
trying 1o detect frawd. The lack of exemplions permilling emergency
disclosures of data  could be o problem if the information were urgently
needed (o prevent injury or damage (o health as &5 allowed by the UK
Data Protection At

The rules for regulating transhorder duts flows 1o npn-EC countries muy
canse intermationnl d%ulty, It is probably unrealistlc to expect countries
such as the USA, Canada and Australia to follow EC legislation precisaly.
Pethaps the solution lies in looking at purticular data Mlows and the
profection of that dat memdividon] countries.

In the light of the detailed comments made, a revision of the draly directive
(SYN I87) to contain fewer detailed prescriptions and allow greater
flexibility in achieving its objective in cach member state might be helpful

Owverull, the Registrar weolcomes the attemp to give individuals within the
EC a greater measure of privacy and protection for any information kept
about them.



PAPER B—Prepared for the Home Office Consultation
on the European Commission's Draft Directive on Data
Protection, 18 February, 1991
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IsrRooucTIN

This paper gives the UK Data Protection Registcar’s comments on the
proposal of the Commission of the European Communities (CEC) for a
gencral Directive on Data Protection (SYN 287), The paper is in 4 seckions
including this Introduction, logether with an Annex.

Section 2 i a brief bickground which states the main peints from the
eurlier paper published by the Registrar (1).

Section 3 gives the reagoning for restruciurmg the current Drafi Directive
i ordet Lo ease the problems of coping with the different legal traditions
m Member States and with a mpidly developing, all pervasive technology,

Sevtion 4 presents the principal weas for a remodelled Directive including
the considerution of u number of miln points arising from the present
Diraft Dhirective,

BacEaraLNm

Al the end ol November 1990, the UK Dyt Protection Regrstrar published
# paper giving his initinl reactiem to the Deaft Furopoan Community (EC)
genent] or framework directive on dalu protection (SYN 287), He welcomed
the Directive’s declarstion that it wis 1o cnsure the privacy of individuals
and he took the view that the express rules for lawlulness of processing,
the specific nights given to mdividuals and the genceal rules of good
prrictice should ingrease the protection of individuals in the LK

The Regntrar sow some difficulties which he hoped woulid be overcomae
in diseussions on the drafi. The aress identified were;

The comprehensive incluston of mamual records:
The wide notification or registration §ystom;

The luck of subject socess exemptions in the privite sector and the lack
ol non-disclosure exemplions generally; and

The arrangements for regulating transborder data lows.

The Rejnstrar expressed the hope that the Drall Directive might be revised
to contin fewer detailed preseriptions and allow greater flexibility 1o
Member Stales in achieving the preseribed stundurds of data protection,
He concluded by again welcoming ibe attempt 1o give individusly within
the EC n grester measure of privacy and protection for any information
kept about them.

THE REGETRAR"S APPROACH IN PRINCIPLE

This paper explains u general approaoh to f possible revision of the Draft
Geperal Directive. It builds on the welcome given o the Draft Directive

1) Dada Prosection in the Evvopesn Crmmrmensty. Dbl vhows of the UK Diata Protecrion Ragiemmar
(W Movember PN (e Pagor' A Oed Apgumidiah
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by the Registrar in his first paper and suggests o route for redolving the
practical difficulties which he identified.

The Registrar accepty that there i8 a legitimate argument for an EC
directive in the field of dais protection in vrder to ensure the proper
functioning of the single imernal market. 1f there is going to be a directive

ahibiting Member States from preventing trans-border data flows, then
it ts to be expected that there will be conditions imposed about the mimimum
deceptable data protection regime within Member States.  Some have

‘suggested that this probiem raises the issue of community competence.

The Registrar has not sought to concern bumself with this issue.

The CEC declares in the Eaplanatory Memorandum that “the exercise
must not have the effect of reducing the level of protection already afforded
ity the Member Stales”. This admirable objective leads naturally to the
further objective that the Draft Directive shouold “provide a high level of
protection”, The Registrar strongly supports the commitment fo data
protectior. which this approach demonstrates. However, perhaps the
Commission’s anxiety to ensure that the Directive encom passes the detailed
provisions of existing legislation in the Community has resulted in a draft
which allows litile scope for Member States (o choose how they will meet
the Directive’s requirements.

The Registrar would prefer a more flexible approach which, whilst achieving
the required high standard of protection. also trics (0 take account bolh

ol the practicalities of information handling and the distinctive legal

traditions of Member States. As an example of that Oexibility it might
be helpful to consider the use of potification as proposed n Articles 7
and 11, The Registrar's approach to registration (nolificalion) temains
largely a8 sei out in his 1989 Fifth Annual Repori to Parlinument, He
favours p selective scheme concentrating on sensitive users and purposes.
He recognises, however, that the objectives of registration—paincipally
the purtial satisfaction of Articles 5(b) and &(a) of the 1981 Council of
Europe Convention on Data Protection (Treaty 108)}—can in some cases
be nchieved by other means. The Directive could helplully provide a menu
of options for achieving these ends assembled from the views and experience
of Member Stutes. The notification reguirements would be one chowce on
the menu.

(e advaniage of the Directive is that, unlike the Couneil of Europe
Convention (Treaty 108), there will be the mechanism of existing community
law to ensire that the legilation that Member Stutes pass docs setually
sutisly the directive. A rule-making power (such as thet envisaged under
Article 79) could overcome any divergences from the required high standard
of protection that might arise between Member States. This power is of
such mportance that farther consderation might need to be given o the
mechanism [or exercising it

Turning to the structure of the Directive, the Registrar secs it as providmg
two seis of rules; one st consists of delilled regulations (such us the
provisions of information under Articles 9 and 13}, the other consists of
the general quality of data rules which reflect Article 5 and the related
provisions of Treaty 108 The Registrar believes that this dual approach
can lead 1o some confusion and that a restructurmg of the Directive coold
mike matters clearer.

The proposed restructiring of the Directive would bring the present Article
16 forwnrd before Chapters 11 and 111 It would become the chief
requirement of the Directive Logether with Arficle 14, which confers rights
oo individuals; the Directive would thereby become more readily
comparable with Treaty 108 and the provisions to be found in Articles 5
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dnd B of that Convention. This Is the cormerstone of the Repistrar’s revised
proposals,

This restructunng would cmphasise the primacy of the guality of data
Elrim:ipha. The detaited regulations could then be introduced as subordinate

terpretations, options or guidance which would give a desiruble degree
af flexibitity to Member States to implement the Directive. The role-
making powers in the Brirective would be used to ensure that the approuch
udopted by eagh Member Stute properly met the Directive’s requirements.

The Registrar would welcome discussion on a revised structure for the
Directive which he believes would satisly the objectives of the CEC, the
proper protection of individuals and the desire of Member States both
for flexibility in implementation and the minimum necessary legislative
interference in commercial sotivity.

A Bevisen GENERAL CHRECTIVE

Tutrotaction

The Regisirar proposes thai it would be helpfol to remodel the draft
Ihrective so that the principul articles were closely akin to Chapter I of
Treaty 108 (See Annex). There would also need to be provisions about
the object, scope, definitions, the control of bans-border data Nows and
muchinery for reconciling differences between Member States; the more
detailed proposals of the present draft Directive could usefully be embodied
in the revision as guidance to the mterprefation of the principal articles
or options for implementing those articles.

The structore could be illustruted dizgromatically us shown in Table 2

Explanatory Notes 1o Tahle 2

The Registrur would stan from the same point as the CEC with a declaration
that the Directive is 10 ensure the protection of the privacy of individuals.
The definitions could usefully be amended 10 avoild using the file conoepl
80 that the Directive Jooked rathet at the uses made of personal data.

The Dircctive seems 1o cover manual records comprehensvely, This ruses
isstes both of principle and practicality, The Registrar recognises the
problems that can anse with manual records; bul s concerned both 1o
avoid any conflict with Anfele 10 of the Egropean Convention on Human
Rights {Treaty 5) and also (o ensure thal the regulntion proposed can be
tmplemented in an scceplable and roasonable manner. Perhaps the
difficultics can be overcome by including in this Directive only those
marnual reeords which are incorporated inlo &n gulomated system in such
a way thit the compuoter system indexies and points to the manuval record.
Consideration could then be given 1o some legal instrument regulating
thiose particulur classes of manual records where there is a demonstrabie
case for special protection for the privaey of individuals—medical, social
work and edocation records might be good examples

Many of the activities of not-for-profit bodies give nise 1o 1ssucs of date
protection concern. The Registrar would prefer (o see the geperal exclusion
of theso bodies reduced even though it i qualified by restricting the data,
by requining consent amd by prohibiting communieation.

The Registrar's view of the primacy of Article 16 has been set out earhier.
The Article could usefully be modified to refer in pumgraph 1(b) o
Negitimate purpases” thereby following the formuls m Article 5 of Trealy
110,
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Table 2: A Possible Restructuring of the Draft Directive

(HUECT Protection of Persomul Privacy Artile | EXPLANATORY
| No Restriction on flow of personal duts NOTES
| hetween Member States
DEFINITIONS SCOPE LAW APPLICABLE 421
Moticle 2 Avrticle 3 Articie 4 4.2.2
423

DUALITY OF DATA (Treaty 108 Article 3] Article 16 4.4
RIGHTS OF INDIVIDUALS (Treaty |08 Article ) Article 14 4.2.5
SPECIAL CATEGORIES OF DATA (Treaty 10N A.ﬂill.']l ) Article 17 426
DATA SECURITY (Treaty 108 Article 7) Article 18
EXCEPTIONS (Treaty 108 Articles 32} & %) Articles |5 & 1% 42.T& 428
LIABILITY AND SANCTIONS Chisgrter VI
TRANSBOERDER DATA FLOWS Chapter V111 429
SUPERVIBORY AUTHORITIES Chapter [X 4310
RECONCILIATION MACHINERY Chapter X 42140
FINAL PROVISIONS Articles 3132 8 33

SCHEDULE OF INTERPRETATION 4211
Lawfulness ol Processing — Arts S &K 421254213
Legitimacy of Purpose — Aris S & X
Compatibilny of Use — Arnt b 4214
Molilfcaticn — Arts T & 11 4315
Allematmves 1o Natifieation _
Informing (he Dita Sobject — Aris 9% 10 4218
Application of Quality of Dauta
Automated Degsion Making — Art 14(2) 4317
Principles by Codes - Art20 | 4218
Provision of Information — Art 13 4219
Informed Conzent Art 12 220
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416

41N

419
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Similarly, Arnticle 14 conferring rights on mdividuals ought to huve o
prominent position in the Directive. Article 1H2), reflecting Article 2 of
the French Data Protection Law, might more appropriately be looked
upon as 3@ mie about how dan should be processed and would, therefore,
fit better in the proposed new schedule for the interpretation of the guality
of data principles. The second sub-paragraph of Article 144) would s
more comfortably m Article 15if the Registrar's view of that Article were

ndopted.

The attempt 1o specfy classes of specially senwitive data runs mio the
diftfieulty that sensitivity Is often determined by context. Ruther than seck
ta gpecify a list of sensitive contexts or purposes, or, on the other hand,
try to extend the list of senmtive data, it would seem betiet to restrict
Article 17 1o the list of cases in Article & of Treaty 108 Tn particular,
provision must be made for the keeping of information about criminal
canvictions in the private secior so as o accommodate the needs of
employers and others such as large fmancial institutions seeking to protect
themseives against fraud.

Article | 5 provides for proper exemptions from subjoct access m the public
sector, but ought 1o be extended (o follow Afticle 9 of Treaty 108 in order
to provide for approprisie privaie scclor exemplions. An extenmon to the
scope of the article—also rellecting Treaty [08—could provide for
exemplions from the restnctions on disclosure in cases where the
inlormation ks urgenily required to prevent injury or other damage (o
hesalthe

The option given by Article 19 to Member States 1o make provision for
the press and medin might appropriately be included in the Exceptions
section.

The trans-border flow arrangements are fandamental (o the Ditective and
rise tsvues of concern. Clearly if the directive s Lo have any effect, one
would expect 1o see some mechanism for guarding the data profection
fence around the community, The proposed machinery requires member
states to ensure that data transfers may take plice only i the importimg
country ensures an adequate lovel ol protection. By way of exception,
this general rule may be waived in specific cases on proofl of adequate
protection in cach mdividual ease, That must result in either the complete
black-listing of many couniries or clse sugeests something akin 1o & e
by case vetting of discrete data flows. That approbch and the relaled
appeals procedure with its ten day conling-ofT perind does not scem 1o
rellect properly the practicalities of international data Mows especially in
the finunce and trovel sectors.  Articles 24 and 25 could perhups be
remodelled giving each supervisory nuthority the power to profubit transien
to countries with inadequate data protection, either generaully orin specific
cuses. The CEC should retuin the power (o negotiale and publish a list
of approved third countries. The machinery i Chapters IX and X should
be used (o reconcile any incomsistency of ipproach between the policics
of national supervisory authorities,

The Registrar would stress the importnee, i his view, of the Article 27
Working Party, which il il is 10 be properly independent dught 1o choase
it own chairman. The significance of the nile-making power under Article
29 is dealt with at paragraph 3.5, Any rules should clearly be subordinate
1o, consistent with and in no way prejudicial 1o the general prmoiples et
out im the Directive.

The Registrir suggests that the most useful way of lookmg al & number

of the Articles In the Dircctive b ss guidance on ihe interpretilion or
implementution of the fundamental principles and rights st out in Artickes

5
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4.2.14

16 and |4, As they are subordinate to these peneral prinaples, 1t seems
mire helpful in understanding the shape of the Directive if they are placed
in & Schedule at the end of the instrument.

Articles 5 and £ set oot some requirements for the lawfiloess of processing
in the public and private seclors, If detailed rules are 1o be specified, then
they nre likely to be different for the two sectors and therefore some
distinguishing definitions will be required notwithstanding the problems
those definitions create, The roles for lawfulness themselves creaie
difficulties. First, it would be helpful If these rules followed the language
of Article 5 of Treaty 108 distinguishing between lnwiulness of processing
und lepitimacy of purpose. An appropriate modification should be made
1o Article 16

The Registrar secondly, would like to suggest a different approach to the
content of Articles 5 and ¥ which common law countries might find more
comfortabie nnd compatible with their legal traditions. Article 5(1)(a)
could be a usetul declaration about lawfulness of processing in the puhblic

sector, but perhaps there = no equivalent for the private sector. The

remainder of Articles 5 and K could be seen as rules about the legitimacy
of purposes for which dats mey be stored and would best be expressed
as exclusions remaiming sitkent about the tetal extent of legitimate purposes,
but giving Member States the power (o declore when a datn subject has
un overriding mierest. As an example of this style of presentation, the
following is a possible redrafl of Article 8 (1) & (3%

“1. Persoon] dath in the private sector shall not be treated a5 stored lor
a legitimate purpose if the data subject has an overriding interest
except thal in uny event it shall be legitimate to store personal dala
for

(1) a parpese 10 which the data subject has consented;

i2) the purpose of performing 4 contract or other legal duty for the
dischirge of which the personal data are necessary, or

(3) the purpose of correspondence where the dain have come from
sources generally accessible to the public,

Subject 1o sub-paragraphs |, 2 and 3 thoreof, Member States may
specify the circumstances in which a datas subject shall be treated as
having an overriding interest for the purposes of parapraph | above ™

| 3]

Article & speaks of the communication of date where the purpose muy
nol always be that of the public authority controlling the data. The
Regmirar’s particular concern is that the current Article 6 permits too
eatendive disclosures of personal data by public authorities opening up
the prospect of uncontrolled public-sector data matching A proper
applcation of the ultra vires principle would restrict the comm ton
of dats to those cases necessary for the performance of the functions of
the commumncatmg body. Article & con be =een s an interpretation of
the requirement of Article 16(1ih) that persennl data should be used in
a wuy compotible with the purposes for which they ure stored und thit
their processing should be fair. A preferable form of drafting mught be
1o specify those cases in which the use (which the Registrur takes (o include
‘communication’ although that is expressly included m the definition of
‘processing’) or the processing are declared 1o be incomputible or unfair,
The list of specified cases would clearly not correspond 1o the current
Article & The remaining cases of communication would be judged on
their merits by reference to Article 16(1)(b}.

Articles 7 and 11 provide for notification to the supervisory authority,
This system i3 comparable to regisimation in the UK except that under
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51

the Directive notification 15 required if dats gre to be commumnicated. The
Regisirar would prefer s more selective system of registration comparzble
to that in the Irish legislation and concenirating on seositive data users.
Registration is a means of satisfying—imn part at least—Articles 14(3) and
16{1Kh). It iz a procedure which the Registrar supports in certain cases,
but he would welcome other options being made availahle and et out in
the Directive eiiher explicitly or by giving Member States the opportunity
1o develop alternative solutions ss sugeested ot paragraph 1.4 above,

Articles 9 and 10 are another means of satisfying Article |42 and perhaps
also of specifyving purposes as required by Article 16(1)(b). Articles 9 and
10 could therefore be seen as options 1o be considered with Artlole 11,
Other options could be added for example, the provision of the Netherhands
Duta Prodection Law which, subject 1o exceplions, reguires confrollers to
nolify data subjects on whom personil data have been recorded in a file
for the (st fome.

Article 14(2) s drawn from Prepch Data Protection Law, 101s not entirely
clear to those with limited experience of the application of the French
Law how this cnsctment works m practice. 11 seems to the Registrar best
viewed s rule about how data should be processed, but he retains some
doubt sbout whether it should be an absolute role. He would prefer i af
the Directive required that in determining whether or nol personal data
had been processed fairly, regard should be had to—inter glin—whether
an sdministrative or private decision involving an nssessment of a datn
subject's conduet had as its sole basis the sutomatic processing of personal
datn defining hix profile or personality.

Similarly, the duly (o encourage the production of Codes of Condut
(perhurps better called Codes of Practice) should be pliced in the context
of the Qmlity of Data rules in Article 16, The Codes should be consiructed
to apply and implement the Articke 16 principles.

Article 13 larpely reflects the Registrar's duandoard advice on the fair
obtaning of information in satisfaction of the duly imposed by Article
1661 Ha). There Is o variety of cises and the Registrar would prefer it i
that variety could be catered for by expressing Article 13 as considerations.
to which regand would have to be piven in determining whether personal
data had been collected fuirly rather than as a strict rule to which there
waotld be no exception,

The schedule might also contain provisions supplementary to the rights
givem to mdividuoals by Article 14 and other provisions of the Directive.
Article 12 with some shght drafting amendments would set out rules for
a valid consent by & data subjeqt. There may be othor nsetul imterpretative
riles which could be added.

SUsaryY AND CoONCLUSION

It summary, the Registrar welcomes a Directive which seeks (o achieve
i high leve! of personal dista protection. He is, however, greatly concerned
thut the present drift does nol sdequately take account both of the
practicalitbes of information hundling and the distinetive legal truditions
of Member States. The Registrar suggests that the same high level of
protection eould be achieved —in the figld ol amtomated data—by adopting
a Directive which more closély followed the appraach of Treaty 10K,
Articles 16 and 14 would st out the information handling suindards o
be achieved anid the nghts to given to idividoals. Many of the other
provisions could become options for the implementation of those



lundamental articles or matters to bo (nken mlo secount when assessing
whether the standard required by those articles had been achieved.



ANNEX TO PAPER B

Extract from:

STEXT OF THE COUNCIL OF EUROPE CONVENTION FOR THE PROTECTION
OF INDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING OF
PERSONAL DATA™

CHAPTER [1-—BASIC PRINTIFLES FOR DATA PROTECTION
ANTICLE 4
Durdes arf the Pirties
|. Each Party shall thke the necessary measires in its domestic low (o give
effect 10 the basic principles for data protection set out in this chapler.

2. These measures shall be taken at the latest at the tme of entry into foree
of thid ¢convention in réspect of that Party.

ARTICLE 5
Chuetlity of dita

Personal data undergoing automatic processing shall be:
4. obtained and processed fairly and Iawiully;

b, stored for specified and logitimate purposes and nol used ina way ingompatible
with those purposes;

¢ adequate. relevant and nol excessive in relation (o the purposes for which
they are sioted:

d, wecyrate and, where necessary. kept up 1o dite;

¢, preserved ina form which permits [dentification of the data subjects lor no
longer than is required for the purpose for which those duta are stored

AKTICLE 6
Spevial categorics of data

Personal dita reveabing racial ongin, political opinions or religious or othe
belichs, us well a5 pemonal dats concerning health or sexual life, miy nol be
processed autcmatically unless domestic law provides appropridte saleguands,
The same shall apply 10 personal dala relating (o criminal convictions.

ARTICLE T
D xecurfiy

Appropriate securily rmeasures shall be taken for the protection of personal
dats stored in sutomaied data files aginst sccidental or unuthorised destyoctlom
ot accidenta] loas ns well as pgiinst umauthorised scoess, alleration or dissemination,

ARTICLE B
Additional wafewwards for the dati nibfect
Any person shall be enabled:

4 1o establish the existence of an sutomated personal data file, its main purposes,
as well us the identity and habitual residence or principal place of business
of the controller of the e

fuh
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b. to obtsin af reasonable intervils And withoutl excessive deloy or expense
confirmation of whether personal dota relating to him are stored in the
automated dutu file 38 well as communication to him of such data in an
mielligible form;

¢, o obtain, as the case may be, rectification or erasure of such data if these
have been processed contrary o the provisions of domestic Lsw giving effect
1o the basic principles sel out in Articles 5 and 6 of this convention;

d. to have o romedy if a request for confirmation or, as the case may be,
commumication, rectification or erasure as referred to in pamgraphs b and ¢
of this article is not complied with.

ARTICLE 9
Excepriony ang rextrierions

1. No exgeption to the provisions of Articles 5, & and ¥ of this convention
shall be allowed pxcept within the limits defined In this article.

2. Dervogation from the provisions of Anicles 5, 6 and & of this convention
ghall be allowed when such derogaiion ia provided for by the law of the Party
undd constitutes § pecessary measure in 8 democratic soclety in the interesis of;

i, protecting Suite sscurity, public safety, the monetary interests of the Suie or
the suppression of criminal offences;

b, prolecting the dats subject or the rights and freedoms of others,
3. Restrictions on the exervise of the righis specified i Article 8, puragraphs

b, c omdd d, may be provided by law with respect (o automated persomal data
files uned for statistics or {or scientific reserch purposes when there i obviously

no risk of un infringement of the privacy of the data subjects.

Al 1
Sumetiony ey rernislies

Each Party undertakes 1o establish appropriate sanctions and remedies for
violatlons of provisions of domestic law giving effect to the basic principles for
date protection sel oul in this chapter.

ArTie 1
Exiended profection

None of the provisions of this chapter shall be interpreted as limiting or
otherwise affecting the possiblity for a Party to grant data subjects a wider
measure of protection than that stipulated i this convention.



PAPER C—A Possible Revision of the Drafi Directive, 30
May 1991

This revizion follows from views put forward in Papers A and B. I restructures
the Dremft Directive in order 1o bring (he fundamental stutements of individual
rights and data user obligations to the fore. 1t alsa introduces some modifications
o the Dmft Directive, for example, in the coverage of manual data and in the
way in which the public und private sectom are treated. Finally, it is designod 1o
give greater flexibility 1o Member States a5 1o how they apply the directive in
detnil, subject to their schievimg equivalent protection for individoals.

Proposal for a Council Directive concerning the Protection
of Individuals in Relation to the Processing of Personal
Data

THE COUNCIL OF THE EUROPEAN COMM UNITIES

Having regard to the Treaty estublisiing the Evropean Econonuc Community,
pnd in particular Articles 1008 and 113 thereaf,

Huving regard to the proposal from the Commission
In cooperation with the European Parlinment
Huving regard to the opinion of the Economic and Social Committes

(1) Wherens the objectives of the Community, as laid down in the Treaty, as
amended by the Single European Act, include establishing an ever closer
union among the peoples of Burope, fostering closer relations between the
States belonging 1o the Community, ensuring cconomic and social progress
by common action Lo eliminate the barmers which divide Europe, encouraging
the constant improvemeni of the living conditions of its peoples, preserving
and strengthening peace and liberty and promoting democracy on the hasis
of the fundamenial nghts recognized in the consiitutions and lews of the
Member States und in the Enropesxn Convention for the Protection of Humian
Rights and Fundumental Freedoms; ———

(24) Whereas the adoption of sdditionsl measures for appiying the principles set
forth in this Directive calls for the conferment of rule-making powers on
the Commssion and the establishment of an Advisory Commitice in
sccordance with the procedures laid down in Council Decision 87/373EEC

i,
HAS ADOPTED THIS DIRECTIVE:

CHAFTER 1; GENERAL PROVISIONS
Ariicle 1; Object af the Directive

1. Member States shall ensure, in accordance with this Directive; the protection
of the privacy of individuals in relation to the processing of personal data,

2. Member States shall neitber restrict nor prohibit the free flow of personal
dati berween Member Stutes for reasons to do with the protection afforded under

paragraph |

Article 2 Definitions
For the purpose of this Directive:



{a) “personal data” means any fommation relating (o an identified or identifiable
mdividual (“data subject™); and without prejudice to the foregoing an
bertifinble individual includes sn individual who can be identified by reference
o an identification number or another identifyving particular; provided that
diata shall not be treated as personal data i they have been depersonalised.

(b} “deperromalise” means madily personal data in such 8 way that the informution
they contain cin no longer be sssociated with o specific individual or an
individual capable of being determined excepl al the price of an exoessive
effort in terms of stff, expenditure and time:

¢} “processing” means any of the following operations Lthe recording, storage
or commhimiution of dat thewr alierntion, use, transmission, disseminalion,
retrievil, extraction, blocking or erasure!

(d) “data controller” mesns & nutural or legal person, public authority, sgency
or other body competent under Commumnity low or the national law of A
Member Stine to decide, either alone or with others, whit will be the purpose
for which data are 10 be processed, which categories of personal data will
be stored, which operations will be applied to them and which thivd parties
may hove sccess (o them:

{e) “supervisory authority” means the mdependent public authority of other
independent body designated by each Member State in sccordance with
Article & of this Directive,

if) “publi¢c fanction™ means a function exercised by 4 government body in a8
Member Stitte ar & function of & public administrative nature conferred on
a natural or legal person by Community Law, or by a law or 2 mafasure
taken pursuant to a law of a Member State; and

(g} ‘use’ includes communication, and ‘communication” includes the disclosure
of data 10 anyone, including servants or agents of the data controller, other
than the dats subject.

ih) ‘European Convention on Human Rights' mesns the Convention for the
Protection of Human Rights and Fondomenta! Freedoms which was opened
for signature on 4 October 1950 and subsequently amended.

Article 3; Scope

1. Member States shall apply this Dircetive to personal dats except where the
sitivities Tor which the personal data are stored or osed do not fall within the
sope of Commumity law,

2. This Directive shall not apply 1o doie beld by an individual solely for
personal purposes.

1, Member Suates shull apply this Directive o all personnl dats processed by
automited medns.

4. Member Suates shall, 1o the extent that they can do so consistently with the
European Convention on Human Rights and particulirty Article 8 thereof, apply
this Directive to such personnl data processed other than by putomatod means
ey

(i} are contained in collections of personal data organised 1o fucilitale seces
by reference to data subjects. and

{ii) are either indeaed by automatically processed datn or comprised of data
to which Article 6 of this Directive applies.
Arricle 4: Law applicabie
1. Each Member State shall apply this Directive to;
ia] perions processing personal datm in its terntory; and



{h) persons resident in s territory and through whom non-resident data
controflers exercive control over the processing of perponal data

2. Each Member State shall apply mutatis mutandis Articles 5, 6, 7 and 12 of
this Directive to o user consulling personal data located nod third country (rom
a terminal Jocated in the territory of 0 Member State.

3. Where personal data are moved temporanly from one Member State to
another, the latter shall place no obsiacle i the way ind shall not require the
completion of any formalities over and above those apphicable in the Member
Stute in which the data are normmlly located.

CrAarTer 11 Basic PRNCIMLES FOR DATA PROTECTION
Articie 5; Principies
1. Member States shall provide that persomal data shall be:
i) collected and processed fairly and lawfully;

ib) stored for specified, explicnt and legitimate purpeses and not used 10 a way
mcompatible with those purposes;

{¢) adequate, relevant and not excessive in relation to the purposes for which
they are stored;

d) accurate and, where necesasary, kept up to dabe;

{e) kept in a form which permits identification of the duta subjects lor no
lenger than is required for the purpose for wihich those data ore stored.

2. It shall be for the datu controller (o ensure that paragraph | s complied
with

Article 6: Special eategories of dure

Member States shall provide that data revealing ethnic or radal engin, political
opinions, religious or philosophical beliefs, data concermng health or sexual life
and dita relating to criminal convictions, may be processed only

(i) with the express and wniten consent, freely given, of the dita sabject, or

i} subject to such other specific safeguards aghinst abuse and unauthonsed
actess s may be prescribed in accordunce with the domestic law of the
Member Siate.

Article 7: Pata Secarity

1. Member States shall provide in ther luw that the data controller shall wke
approprate technical and organisational measures o protect personal dats apainst
sccidental or unauthorised destruction or sccidental loss and agaimst unsuthorsed
actesy, modification or other provessing. Such messures shall ensure an approjpraile
level of security having regard to the swate of the arl in this feld, the cost of
taking the measures, the nature of ihe data 1o be profected and the assessment
of the potential risks. To that end, the data controller shall take nte consideration
any recommendations on data secunity and network interoperability formulated
by the Commission in pccordance with the procedure provided for in Article 20,

2, Methods guarantesing adequate security shill be chosen for the trunsmission
of persenal data in a network.

3. In the evemt of op-hine consultation, the hardware and software shall be

designed in such # way that the consuliation tukes place within the limits of the
authorisation granted by the data controller.

fH7



4, The obligations referred to in piragraphs 1, 2 and 3 shall also be incumbent
on persons who exercise actual control over the operations relating 1o personal
date

5. Any person who m the course of hiv work has access to personnl data shall
not crmmunfeste it W third parties without the agreement of the dats controller,

Article 8; Aedivional rights of data subjects
Member Stales shall grant a data subject the following rights:

. To oppose, for legitimate reasons, the processing of personal dats relating
bev T,

2. To know of the exvstence of personal dats and o know the main purposes
for which they dre provessed and the identity and habitual residence, headquarters

or place of businesy of the duta controller;

3, To obtmn @ ressonable tmiervals and withou! excessive delay or expense,
confirmation of whether personal data relating to him are stored and
communication (o him of soch date in an intellipible form:

4, To obtain, as the case may be, rectrfication. erasure or blocking of such
data il they have been processed in violation of the provisions of this Directive;

5. To obiain, upon request and free of charge, the erasure or blocking of data
relating to him held in files used for marketing purposes;

6. To obain, in the event of the application of parngraph 4 and if the data
have been communicated Lo third parties, notification to the latter of the
regtification, erasure or blocking; and

7. Tohave s judicial remedy if the rights gunrunteed in this Article are infrnged.

Arricle ¥; Implementation of the Direcrive

The Schedule 10 this Divective shall have effect for the mplementation of this
Diroctive by Member States.

Cuarter 1 Excrormoss
Artiele N Exceptiving fromm Articles 5, & and 8

1. Without prejudice to Article |1 of this Directive and parngraph 3 of this
Article Member States may by stutote except personal datn from the application
of Articles 5, 6 and B of this Directive:

(i) only for reasons relating o

{n) patonal security

(k) defence

(c) criminal proceedings

(d) public safety

fe) a duly established puramouni cconomic and Anuncial nterest of a
Member State or of the European Communities

(i the need for the public authorities to perform monitoring or inspection
functions. or

(g} the protection of another individual, the datn subject, or the rights
and freedoms of others; and



(i} i any case only to Lhe extent that the exception s necessary in o democratic
AOGIEEY,

. In ihe crrcomstances referred 1o om paragraph 1 the supeoasory anthorty
1I::|II be empowered 1o inspect the relevant personal dats at the request of the
dain subject pnd the puthority may, where nppropriate, cxercise the powers
referred 1o in Article 17(2) of this Directive,

1. Member States may restrict the rights specified in Articke 8(3), (4),{5) and
{f) of this Directive in the application of that article to personal datn used for
statistics or for scientific research purposes provided that no datn nor statistics
nor the results of any rescarch are published in a form which ideniifies any datn
sul;j;:::t and that no damuge or distress is, or is lkely 10 be ciused, 1o any daw
subect,

Article 11

Member States may grant, in respect of the press and the audlovisunl media,
derogations from the provisions of this Directive in &0 far as they are necessary
Lo reconcile the right to privicy with the rules governing freedom of information
and of the press,

Crarmel IV: Liasemy axn Sarcnons
Aritede 12 Liakiliry
L Member States shall provide i their law that any individua! who suffers

damage ns a result of processing of his personal datu or of any other act incompatible
with this Directive shall be enfitled to compensation from the dots controller.

1. Member States may provide that the data controller shall not be liable for
any damage resulting from the loss or dedtruction of dots or from onauthorised
gecess il be proves that he has taken appropriate measures to fulfil the requirements
of Articled 7 and 13

Article 13: Progessing on hehall of the data contrnlier

I. Member States shall provide in their luw that the data controfler must,
where processing is carried out on his behalf, ensure that the neceskary security
and organisational measures are taken and choose a person or enterprise who
provides sufficien| guarantess in that respeot.

2. Any person who collects or processes perional data on behalf of the data
controller of the file shall in so far as it lics within his power fulfil the obligations
provided for in Articles 5 and 7 of this Directive.

1. The person providing the service or hix employees may divulge personal
data collected or processed only with the agreement of the data controlier,
Article M Sunictions

Each Member Stité shall moke provision in its law lor the application of
dissuagive sinctions in order 10 ermure compliance with the measares taken pursusani
o this Directive.

CHAPTER V: TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
Article 15; Principlex

1. Member States shall provide in their law that the supervisory authority nuy
prohibit the transfer 10 a thind country, whether tempormary or permunent, of
personal data which would not receive an equivalent level of protection in that

L
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country, provided that notwithstanding prohibition by the supervisory authority
personal data may be transferred to a third country if the data subject has
consented thereto,

2. Member States shall inform the Commission of cases in which an importing
third country does not emsure an equivalent level of protection.

3. Whare the Commission finds, either on the basis of mfomation sapphed
by Member Stutes or on the basis of other information, that o third country does
not have an equivalent level of protection and that the resulting sitnation i likely
1o harm the intercats of daln subjects, it may enter Into negotintions with o view
to remedying the situntion.

4, The Commission may decide, in sccordance with the procedure lnid down
in Articles 20 and 21(2) of this Directive, that o third country ensures nn equivalent
level of protection by reason of the international commitments it has entered
inte or of its domestic law

%, Mensures taken pursuant to this Article shall be in keeping with the obligations
ncumbent oo the Community by virtue of international agreements, both hiluteral
und muoltiluteral, governing the protection of individusls i relution to the automatic
procesung of personal data,

Article 16 Opposition by Meniber Stires

|. A Member State may, in respect of a given export, a given class of personul
data or o particular third country, give notice of opposition Lo the Commission
objecting 1o the export of personal data from another Member State.

1 Where notice of opposition is given. the Commussinn miiy propose Approptidle
mearures in sccordunce with the procedure lnid down in Articles 20 and 21(2).

CHAPTER \-’_1-. SUPERVISOEY AUTHORITIES AND WorMING PARTY Ok THE
Preorecrion Or Persosar Diaga

Article 17 Bupervisory Awihoriiy

|. Member States shall enstire that an independent competent authority
supervises the protection of personal data. The authority shall monitor the
of the national measures taken pursuant 1o (this Divective and perform

all the Munetions that are entrusted (o it by this Diroctive,

2. The authority shall have investigative powers ind powers (o seoure complinnee
with the principles el out in and messures taken purstant to this Directive. To
that end, it shall have, inter alin, the right of access to personol dats covered by
this Directive and shall be given the pewer Lo gather all the information necessary
for the performance of (s superiisory dutics.

3. Complaints in connection with the protection of individuals in relation to
persanal data muy be lodged with the authority by any individual and the authority
shall investigate und consider any such complaint if it appears (o the authority
1o ralse & matter of substance and (o havwe been made without unduee delay by
a person dirootly sffected.

Ariicle 15: Working Party on the Protection of Persanal Data

1. A Working Party on the Protection of Personal Data is hereby set op. An
independent authonty with advisory power, this Working Party shall be composed
of representutives of the supervisory authorities provided for in Article 17, of
each Member State, and a representative of the Cammission. The Working Party
shall elect a churman Tar g term ool exceading Mive yeurs:



2. The secretinat of the Workimg Psrty on Uhe Protection of Personal Duats,
shall be provided by the Commussion with the necessary means for the achievement
of its lask.

1. The Working Party on the Protéction of Personial Dato shall adopt its own
rules of procedure,

4. The Working Party on the Protection of Personal Duita shall examine
guestions placed on the agenda by its chairman, either on his own initiative of
at the request of the Commission or a representative of the supervisory suthorities.
concerning the application of the provisions of Communily law to the prolection
of persomil data.

drticle 19; Tasks of the Warking Party on the Protection of Fersonal Data
. The Working Panty on the Protechion of Personal Duto shall:

(a) contribute o the uniform application of the national rules adopled pursuant
o this Directive;

(b} give an opinion on the level of protection in the Community and in third
countries;

i¢) advise the Commisgion on any draft additional or specific measures o be
taken to jafegunrd the protection of privecy,

2, The Working Party on the Protection of Personal Data shall be consulted
by the Commission on any proposed decision referred o in Article 15(4), any
measure proposed to be ndopted by the Commission under Article 16(2) and any
measure proposed to be taken under Article 20 of this Directive.

5. IMthe Working Party on the Protection of Personil Ddats finds that ssgnificant
divergences are ansing belween the liws or practices of the Member States in
relation to the protection of personal data which might affect the equivalence of
protection in the Community, it shaull inform the Commission accordingly.

4. The Working Party on the Protection of Persomal Dawy may formulate
recommendations on any goestions concerning the protection of individuals in
relotion to persondl data in the Community. The recommendations shall be
recarded in the minutes und may be trumsmitted to the Advidory Computiee
referred 1o in Article 21, The Commission shall inform (he Workimg Party on
the Protection of Personal Data of the action it has taken i response 1o the
recommendnions.

5, The Working Pariv on the Protection of Personal Data shall draw up an
annual report on (ke siteation regarding the protection of individuals in relation
to the processing of personal dain in the Commumity and in third countries,
which it shall rransmit to the Commission.

Cuarter VIID RULE-MaKsG POWERS OF THE COMMISSION
Article 20 Exercive of pule-mplking powers

The Commission may, it secordance with the procedure kaid down in Article
21{2), adopt such technival measures as are DECCSSATY;

(i) 1o secure the implementation of the principles of this Directive in particular
sectors having regard to the state of the art in this field and to any code of
pructice, and

{it} to secure the uniform application of this Dhrective in Member Stites,
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Articke 21 Advivory Commiitee
1. The Commission shall be assisied by & committee of an advisory nature

of the representatives of the Member Stutes und chaired by o
represenintive of the Commission.

2, The representative of the Commission shall submit to the committee a drafi
of any measure which the Commission proposes to take. The committee shall
deliver its opinion on the draf} within o tdme limit which the charman may lay
down according to the urgency of the mutter, i necessary by taking a vote. The
opinion shall be recorded in the minutes; in addition, each Member State shall
have the right to ask to have its position recorded in the minutes. The Commission
shall pot implement & measure without the concurrence of the commitiee and
failing such concurrence the Commission may refer any such measure o the
Couneil who may deal with the measure in such manner as it thinks fit,

CHarTeEr. VIIE Fisal Provismss
Articly 22
1. {a) The Member States shall bring into (oree the laws, regulations and
adminisirative provisions necessary for them o comply with this Directive
by | Jamuary 1993,
ih) The provisions adopted pursuunt to seh-paragraph (a) above shall make
express reference o this Dimoctive.

2. The Member States shall communicate to the Commission the texts of the
provisions of national law which they adopt in the field covered by this Directive.

Article 23

The Commassion shall freport to the Council and the Evropesn Parbament al
regular intervals on the implementation of this Directive, attaching Lo its reporl,
if necessary, suitable proposals for amendments.

Article 24
This Directive s addressad 1o the Member Sjates,

Done at Brussels, For the Council



SCHEDULE

Part 1

1. (i) I the application of Aricle 5 (1)(b) of this Directive, Member States
shall provide that personal data shall not be treated as stored or useld for
legitimate purpose if the datu subject has an overniding interest excepl that in
any cvent it shall be legitimate to store or use personal data:

{a) to the extent that the storage or use arc authorsed or necessanly
implied by Community Law or the law of 3 Member State;

(b} insofir as the sorage or use are necessary forf, or reasonably incidental
o, the execution of a public function (or which the ditn are stored
or msed]

(¢) if the dals subject consents to the storuge and ose;

(d) for the purpose of performing o contruct or ether legal duty for the
discharge of which the personal data are reasonably required, or

{e) il the stérage or dse wre required 1o prevent an imminent threat 1o
public order, injury or other damage 10 the health of any person or
i seriowd infringement of the rights of any person.

(i) Subject to sub-pantgraphs a, b, ¢, d und ¢ thereol, Member States may
specily the circumstances in which 5 data subject shall be tredted us having an
overriding interest for the purposes of paragraph {i) above.

Pant 2

2. In the application of Articles ${1)(b) and §(2), Member States shall provide
that the provisions of one or more of the following paragraphs shall apply nimiely:

(i} A data controller shill notify the storage and use of personal data falling
within Article & of this Directive 1o the supervisory authonty who shall record
the information so notifiecd in a register which shall be availoble for public
inspection; the data controller shall notily any change tn the purpose of the
personal data and wny change of address; and the information to be notified d4s
aforesaid shall be specified by the Member States, but shall include the mame
and address of the dats controller, a deseription i general terms of the relevant
personal dita falling within the sald Article & and the main purposes for which
they are stored or ueed; or

{@) (a) A data controller shall notify every person on whom personal daia
have been stored for a specific purpose for the first time, within one
month, that this has been done: such notification shall be given in
writing and shall include the purpose of the file and the name and
address of the controller:

(b} The requirement contained in sub-paragraph (iila) sbove shall not
apply:
I if the dista subjéct concerned 1= aware or can reasonably be expected
to be aware thit such storage has taken place,

1. if it is clearly in the interests of the data subject that wo such
written notification be given; or
3. if'n roquest by the data subject to obtain personal data in pursuance

of Article 8(3) of this Directive could be refused by the duta
controller; or

{i1) {a) When a data controller first communicates personal data or provides
on-ling docess o that data he shall inform the data subject sccordingly,
indicating the purpose for which the data are stored, a description
general terms of the data and the name and sddress of the ditu cantroller;
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{b) The requirement contained m sub-paragraph {iiiku) above shall nol
apply in any of the circumstances mentioned in sub-paragraph (iih)
above nor if the communication is reguired by law,

3. Member Stutes may allocate the application of the provisions specified in

2 above to dilferent clusses of personal data and they may vary the

application of these provisions from time to time and may, after consultmg the

Commission, substitute therefor such allernative armngemenits as will prove equally

effective in ensuring that the principles set out in Article 5(1) and the rights
granted by Article §(2) are respected.

ParT 3

4. Member States shall provide that, in determining whelher personil dals
have been collected unfirly contrary 1o Article 51 Ku) of this Directive, regarnd
shall be had Lo inter alia whether an individunl from whom personal dain were
collected had been informed abuout:

{#) the purpose for which the iformation was miznded 1o be stored or used;

(b} the obligatory or voluntary pature of his reply to the questions Lo which
unswers are sought;

() the consequences if he failed to reply;

id) the recipients ol the information;

i¢] the existence of the right of access Lo and rectification of the data relating
o him; and

i the name and sddress of the data controller.

5. Member States shall provide that. in determining whether personal dala
have been processed unfairly contrary to Article 5{1 Ha) of this Directive, in cates
in which o dats subject has been mude the subject of an administrative or private
decision nvolving an sssesmment of his conduet which has as its sole basis the
automatic processing of personal data defiming his profile or personulity, it shall
he for the duts controller (o show that the processing has no significant sdverss
effect on the intetests of the data subject thal warman! profection or {o demonstrate
thut lor seme other subitantial reason the processing is fair,

Parr 4

. (1) Member Staies shall provide that any consent within the meaning of this
Directive given by a data subject 1o the processing or transfer of personal data
shall be valid only i

{a) the dats subject has begn supplied with the following information:

|, the purposes for which the data are to be stored wsed or transferred
and the tvpes of those data;

1 the recipients of the personal dain;
1. the name and address of the data controlles;

(b} the consent 15 specific and express and sates the types of data, forms
of processing and potential recipients covered by it

() Any consent referred to in paragraph 6(i) above may be withdrwn by
the dita subject at any time withoul retrospective effect.

Pastt §

7. Member States shall provide that the supervisory authority shall, where it
considers it appropriate so to do, encoursge trude associations, professional



organisations or other bodies representing data controllers o prepare, and W
dizsemimate 1o their members, Codes of Practice for guidance in complying with
the principles set out in this Directive. Wherever pructicabie the pi'rpumr}.un and
dissemination of such codes should tike place in collaborntion with similur bodies
elsewhere in the Commiunity.
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Appendix 2

Research Results

In erder to monitor atiitudes and knowledge, amongst the public at large and
amongst hosiness establishments, research is undertaken (rom tme to tme. The
wiork is carried oul by professional research organisations under the direction of
the Central Office of Information (COI). The COl analyses the results of ihe
reseiirch and prepares tables and commentaries. Extracts from the tables amd
commentares are reproduced in this Appendic. They full into the two classes—those
resulis refating 1o members of the poblic and those relating to business
eslablishments.

fal

(b}

Members of the Public (Tables 1 to %)

The research reporied took place in February 1989, July 1990 and March
19491, The research in 1990 ook place @t the close of o hghtweight national
television advertising campaign.

The rescarch method was to conduct fice (0 fuce mterviews with a
representative sample of the population selected by o mixture of random and
guoia methods, The sample size at eich stage was aroand 1,00,

Rusimexs Exrabiivhments (Tables 9 to 14)

The research reported took place in the first half of the years 1986, 199
and 1991, Tahles 13 and 14 only contain comparisons for the final two vears.

The rescarch method was to include questions m an ommibus survey
condocted by telephone. There were 2,000 interviews with n representative
sample of business estnblishments with less than 50 employees and 400
mterviews with b representutive simple of business estabhshments with 50
employees or more, The sample of business establishments was drawn from
British Telecom's business dutabuize.



Table 1

Members of the public were asked to choose, from a list of issues, those whach

they considered to be very important

Feb July March

1989 1990 1599

Yo W %
Proportion saying the following are very important:
Preventing crime on the streets 2 S A X
Improving standards of education T3 73 8
Proecting peoples’ nghts 10 personal priviccy .M T R
Linemplovment a8 58 m
Inflation sl o 62
Protecting freedom of speech il 5l 58
Making sure women have equal rights 52 49 5
Projecting the nghts of mmority groups 3 27 X5

Copernienis:

~ In genernl, views have remained fairly constant, although the perceived
mportance of memployment, inflation, (reedom of speech and the nghts of
minorities, after declining from 1989 10 1990, reverted i 199] (o the 1989 |level

Table 2

Members of the public were asked 1o nume the five privacy issues which were
of most concern to them. They were given 4 list of issues from which 10 chooso,

Feb July March
1989 195 199]
W W o
Proportion sayving the following are of most concemn:
Keeping personal information/'details private ™M T4
Protecting the privacy of my own home/property ™7 M4
Being able 10 do what T want in my own home (2 S TR % |
People telling me what to do/interfering in my life 57 53 57
Organisations building up files of information M M 5
aboul me
Maintaining reedom of movement/spesch/religion 53 50 51
Stopping unwanted mail/telephone calle'sefling 2 S5 56
Individuals prying into my business 49 49 57
Catine il

The privacy issues of most concern have stayved remarkably consistent.



Table 3

Members ol the public were asked to sy how concerned they were aboul the
amouni of information that is kept about them by varons organtsations.

Feb July March

1989 1990 199]

o4 i B
Very concerned B 43 4
Cluite concerned 13 28 12
No oplnion either way 9 8 ]
Mot very concerned I3 13 13
Mot at all concermed 4 § f

T

In 199), coneermn is reatest amongst 45355 year olds (485 very concerned ).
thise awnre of the Dats Protection Act {45% very concerned); and thnse aware
ol the Data Protection Registrar (43% very copcerned.)

Tahle 4

Members of the public were given a list of different types of information and
asked to indicate their level of concern about organisations keepmp this information
withou! their knowledge.

Feb  July  March
1989 (990 199]

", % iy
Proportion saying very or quite concerned: * .
Y our sivings T T M4
Your earnings i T4 &7
Courn judgements oK 66 64
Credit rutings 65 66 64
Your visilors 62 o) 5
Medical history &0 5 6l
Education & job history 5 0 44
What you buy BB M
Membership of clubs M B N
Your TV viewing 16 11 2
What papers you read & 15 I3
Your age 1216 14

Your Cowirerent
The level of contern has oot Nuotuated significantly other than with regard to
information about enrmings where, in 1991, fewer expressed concern



Table 5

Members of the public were nsked to say how salisfied they were thal various
organisations can be trusted to keep and use information i a responsible way

Feb  July March
1985 1990 1991

o W W

Doctors & the National Health Service

Sntisfied T HH &}

Mot satisfied i 5 5
Banks & Building Socielies

Satisfied B3 B B3

Not satisfied 9 11 1N
Employers

Satsfied 2 Ti 75

Mot satisfied 12 I 1
Police

Satisfied 12 | )

Not satisfied I8 4 20
Inlond Revense

Satisfied b i) i

Woi satisfied 19 19 19
Schools & Colleges

Sattshied il Bl 63

Mot satisfied 15 &) 12
Depirtments of Health and Socinl Secarity

Satisfied 58 58 6l

Mot satisfied 2 20 I8
Shops & Stores

Sotisficd i1 .7 R

Not siutisfied 443 1 W
Credit Reference Agencies

Saitslied .4 26 it

Mot satisfied 47 4 4
Muil Order Companies

Satisfied 260 N 0

Noi satisfied 55 49 53
Comment:

There has been dome increase m the lust year in the number of people nol
sifixifed with the police and not satisfied with shops and stores. Conversely, over
the same period there has been some increase n the propertion reporting thal
they trusi credit reference agencies and the Inland Revenue 1o keep and ose
information in a responsible way.
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Table 6

Members of the public were asked to say what impartance they attached lo

viirious rights,

Feb July March
1989 1990 1991
Bl i i
Proportion saymg the following nghts are very imporiant;
To correct errors in information about voursell B3 B} &4
Toe know what the information dboul you is g1 80 Bl
being used {or
To be told who the information about you might 80 Bl K3
be passed to
To be told where the miormation about you came from 79 78 78
To see iInformation aboul yoursell I 5 T
To have voursell removed from the liss or files W64 75
To add things 1o the nformation about you T I
Crmirritnda

The only significant change is that, over the last yeur, there hag been an increase
in the numbers of respondents who feel that it is very important o have their

personal detalls removed from lists or files:

Table 7

Members of the public were asked questions to ascerinin whether they were
awire of the Datn Protection Act, whether they hnd used the Act and how uscful

they considered the Aot 1o be,

Feb July March
1984 1990 1949]
% W %
Awnre there is a law concerning tights about 18 g 22
informaton kepl oo mdividuals
Spontancous awarencss of the Data Profecthion Act fi 9 K
Prompted awareness of the Data Protection Act
efimiely 16 1K
Think so 9 11
Total Awarmness of the Dats Protection Act 3 w37
Made use of the Duta Protection Act 2 2 i
Think the Data Protection Act 18 very useful 6l B0 6B
Awnrencss of the Data Protection Registrar 23 35 kL
Towl Awareness of Data Protection® 4 53 5

* Anyone who has cither delinitely heard of or thinks he or she has beard of the

Data Protection Act and/or heard of the Data Protection Regustrar.

LorMmeney.;

Awareness of the Data Protection Act and the Registrar increased afler the
television advertising campaign in 199 and has held steady since, The Increnses,



over the last yedr, fn wwareness of u luw copcerning nights abhout mformation
kept on individuals and in the number saying they think the Data Protection

Act is very useful, are small but statistically significant.

Avwareness s higher amongst: males (59°4), 35-44 1 oldi (66%%), and amongst
the AB (middle to senior management) (75%), and Cl (clencal and lower

management) (68%) sodin-cconomic groups.

Table 8

Memberi of the public were asked to indicate which functions they thought

the Data Protection Act performed.

Feb  July Moarch
Raso: all awsre of the Data Protection Act 1989 1990 1991
T T T
Proportion saving the Data Protection Act performs
the following functions:
Enforcing your right to see information kept about you 56 61 &4
Enforcing your right to correct information that is 55 50 &5
kept on you
Contralling information that ¢an be kept on you 48 K 33
Monitoring all personal information kept om paperas 3§ 32 31
well ag computer
Stopping organisations passing miormation about you 34 33 35
1o others
Mauking people who misuse information luhle (o ¥ 28 33
imprisonment
Providing compensation il you are harmed by the 28 23 24

misise of information

i

There has been a aleady, significant increase in prompled swareness of the
right to see mformation and the nght to correct information about onesell,



Table 9

Businesses were siked uboul their use of compulers.

Smuall Companies Lasge Companies
{fcis thon 50 employoes) {50 pius employses)
1986 1990 |99] 1986 1990 19491
Sample size 2026 1999 2001 3T 3TN K
% % % % % %
Type of Computer:
Personal/Micro I8 24 = £d m £9
Multj-user or fna 7 a na 5K Tl
mini computer
Word processor 9 14 20 ™ 69 gl
Compuier aooess 9 fi K T oM 44
terminal
Muinframe na I 5 1] 42 I
Datn processing carmed B 5 b 14 19 25
oul by outznde body
Total with computer/ il 40 45 o 98 100
buresu use
Cintirvienil

There hive been significant incresses in the use ol computers by small companies,
ehpecially personil computers and word processors. The use of computers is
refated 1o sime: 27% of estoblishments with 1-2 employvess having i computer,
compared with B4 of establishments with 25-49 employees.

Table 10

Those bounesses which used computers were asked whether they held pervonal
reconds on them,

Small Companies Large Companies
{leds than ) employees) (50 pies employees)
1986 1990 199] 1986 1990 1949
Base: all who use 676 B4D 1036 5T A9 393
compulers
i i i h i kil
Hold personal records
on_computer:
Yes 25 33 43 72 4 a7
M 17 & 52 19 19
Don't know iy L 4 B ] 3
Cormmeni:

There has been a statistically significant rise in the proportion of both small
and large compinies that hold personul records on computer.



Table 11

Those businesses which hold personal records on computer were asked aboul
their awarenesss of the Data Protection Act and the Dati Protection Begstirar

Small Compantes Large Companies
(less than 50 employees) (50 plus emplovess)
1986 1990 |99 I98e  [990 1]
Base: all who hold 47 a2 520 240 8 K3
personal records
b i W T Y b
Prompted awarencss 73 ) &7 97 08 04
of the Datu
Protection Act
Semi-prompied e M4 47 ng 67 61

awnrencss of the
Data Protection Registrar

Corrtrrdmt!
Ower the lust year there has been a statistically significant indreise in aWireness
of the Data Protection Act nmongst smilll companies.

Table 12

All businesses holding personal records on computer were asked guestions (o
ascertain their awareness of the need 1o register under the Data Protection Act
und that the Act imposes other obligations (for example compliznce wath 1he
Duats Protection Princples).

Small Companies Large Companies
{less than 50 emplovees) (50 plus employees)
1986 1900 19 1986 1990 1991
Base! ull with personal 442 36T 20 296 318 i)
records
o by s ) e Sl
Aware of the need L0 10 Al 52 S B3 B2
register
Anwpreness of dalo users it 2 26 na 47 +
uhligations
Comment.

Over the last veur there has been some improvement m small companes”
awnreness of the need to repister under the Data Proteation Aot Conversely,

there his been some slipping away of knowledge of the nead (o reinster imongst
large companies,

g3



Table 13

Those bosinesses uware thal there ure othet obligations imposed by the Aot,
aside rom registration, were asked to fit those ohligations.

Small Compunies Large Companies
{less than 50 employees) (30 plus employees)

950 15491 1910 (L
Base: &ll pwnre of dato vsers 104 [48 147 |48
obligations
e e B W
Provide individuals with a il 6 51 48
copy of the information
held on them
Mot disclose mformation 1o 50 41 a2 11
unauthorised persons
Ensure daly s salesecure 0 Is 25 21
Muke sure data is up lo date 1% 9 25 I
Hold dute only for liwiul 12 4 1 13
purposes
Do not hold irrelevant or 1 | & B
exoessive data
Hold daw no longer than 0 i 4 k)
NECEssITY
Collect dats fiirly [ 3 5 1o
Onher () {1 4 7
Don't Know 14 L 12 fr
Comment;

Dietailed knowledge of the Act’s non-registration obligations (generally, the
Data Protection Principles) amongst small companies has declined since last vear.



Table 14

Cruestions were nsked of those businesses holding personiul reconds on computer
o determing their awareness of rights given to individuals by the Act. Those
dwnre thal nghts existed were asked o desoribe them.

Small Companies Larpe Compinies
{lesn than 50 employoes) (50 plus employees)
1950 1991 1990 193]
Base: all who hold personal 362 520 318 33
information
" " w, "%
Aware of individual rights 36 40 & 66
Baae: all aware of individual 142 52 215 250
rights
T W A W
Spontancous understanding
of individual rights:
Individuial’s right 1o see whit 31 8l a7 Bh
informmation 8 held on him
or her
Righi (o correct informalion 18 7 23 B
ther 12 10 7 12
Dan't know T 7 fa d
Commen).

There has been a mpnificont merease in genend awareness of individunls® rights
umongst small companies. However, there has been a significant decline in
awarcness, amongst both small and large companies, of individuals' nghts 1o
have inaccurate information cormected.

[ ]



Appendix 3

Unaudited Financial Statement
for the Year Ended 31 March 1991

SETATEMENT OF RECEIFTS AND PAYMIENTS FOR THIC PERICHEH
| APFRIL 199070 31 MARCH 1941
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Notes to the Statement
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HMS0 publications are ayailable from:

HMS0 Pohlications Centre
{Mall and iplephone orders only]
PO BOx 276, London SWE 0T
Telephone ordery 071-873 9090
Géneral enguiries 071-873 D011

{quouing system in ppération for both numbers)
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489 High Halbarn, London WC1V BHB D71-B7: § 0014 [Counte Fservice only)
258 Broad Street; Birmingham B1 2HE 021-643 3740
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