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General Introduction

This Annual Report 15 in two parts. Part A reports for the vear to 31 May
1990. Part B gives a Corporate View 1o 1993,

It has been a year of increasing volumes of activity and Increasing complexity
in the issues fucing the Office. The Corporate View, which describes objectives,
policies, activities, significant issues and finances, suggests that these trends will
conlinue.
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Al Introduction

This part of the Report reviews activities for the year to 31 May 1990 Ir
follows the same format as the Fifth Annual Report and the various sections
broadly equate to the activities of the Office as described in the Corporate View.

There have been increases in the volume of work in virtually ull activities. In
addition, the range of data protection issues confronting the Office continues Lo
grow. It bas not been possible to cope adequately in this situntion with the stafl
avilable. Steps are being taken 1o strengthen staffing but stresses are likely (1o
continue for some tme, Staff have responded well (o pressure and | am gratelul
to them for their hard work, enthusiesm and positive outlook.
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A2 Some Significant Issues

There are an increasing number of developments, in both the public and privite
sectors, which give rise to datn protection concerns. Some dre described tn this
section of the Report. Duata profection issues may slem from new apphcations
ol computing, frem new public policies, or Trom the advent of new technologies
o lechnigues,

My stafll must consider these developments carefully and determine how the
requirements of the Data Protegtion Act apply to them, Computer users can
thén be Informed snd advised ag 1o the requirements they must meet. Where
appropriate, the powers given in the Act can also be invoked to ensure that the
requirements are met.

It is clearly helpful to my Office und major data users, in both the public and
private sectors, to have early discussions on new developments. Last year T said
that | was pleased that o number of povernment departments were sceking views
from my office at the carly stages of development of new legislation or mugor
computer applications which may involve the collection and use of personnl data,
This continues - some cases, but 1 am less sanguine about the sitoalion as &
whale.

1 do not believe the Registrar should play o passive role in establishing carly
discussion of new developments. In so far as government departments are
concerned, 1 am discussing with the Home Office the possibility of obtaining
regular nofification of the introduction of relevant legislation, | shall also seck
to establish more regular contact with major private sector associations and
COMPULET USETE.

It 15 also imcumbent on me to respond when approaches are made. | have to
say that pressures on staff time have made responses by no means perfect. | hope
that the new staff now bemg recruited wall allow me to give faster and {irmer
responses from late this vear onwards.

(a) The Construction and Use of Personal Identification
Numbers (PINs)

In order to establish effective relationships between individuals and computer
users it 15 necessary to identify and sepamate one individual from another. Good
identification can have positive benefits both for mdividuals and computer users.
O the other hand, atlaching identity “labels” o individuals cian give nse (o
privacy copoerns | have placed o discussion of personal identification numbers
{PINs) in Appendix AAl as an introduction (o the issues which drse

The wide availability and use of a PIN applied to individuals on a national
basis focilitates “datd mutching”. This technigue involves searching through
different computer files and, by use ol a common identification system, extracling
and drawing together from those files all the information held on &8 given
mdividual. The files may be held by different computer users for unrelated

PUIPOSES.



It is possible for a de facts common identifier to creep inte existence and for
this to have nutional coverage. The wider use of un existing identifier such us
the national insurance number is not the only way in which this could oceur: the
same situation could arise from (e encoding of informuation aboul individuals
mto PINs. For example, the use of a combination of name and date of birth 1o
ereate a PIN, particularly if this were done to a common standard by multiple
computer users und applied (o o large proportion of the population, might lead
to this situntion.

More and more information about more and miore individuals s being held
an computer files, New and improved communications systems make electronic
exchanges of information hetween computer users increasingly possible.In these
circumstances and from the point of view of computer users, data matching
becames both more atiractive and more feasible. We are likely (0 see an increasing
inierest in this technigue.

However, daty matching raises data protection concerns. It offers possibifities
for the wide use and disclosure of information without an individusl's knowledgpe
or consent lor the use of informatfon out of context to the detriment of
individuals; for the wide replication of errors by transferring any inaccurate
Information from one file to another; for unjust decisions about individuals sim ply
on the basis of 4 “profile” which causes them to fall into a group with certain
selected characteristics; for sutomatic decision making on facts of doubtful
completeness. accuracy or relovance; for the surveillance of individuals: and lor
mfluencing peoples lives, There are now specific pieces of legislation or policies
to guard against or control this activity in, for example. the United States, Canada
ond: Ausiralii.

There may be occasions where data matching can be ysed (o further an
imperiant public policy, for exumple the prevention ar detection of crime. These
occusions und policies need 1o be conmdered in thelr own night wong with the
appropriate saleguards for individuals.

A Council of Europe working party hus carred oot a study info the strocture
and use of personul identification numbers and its repornt will be placed befone
the Committee of Ministers in September. The conclusions will provide helpful
guidance. However, as will be seen in & number of issues considered below,
problems concerned with identifying individuals are already with s,

In considering these ssues, 1 should like 10 see the adoption of PINs which
arc “context specific” - that is, particulur o & piven computer user ar a given
use of personal data. It will help in achieving this if there isa presumption sgainst
information about individuals being encoded into PINS held by computer users.
If circumstances dictate that it w essentinl 1o use mformation in that way, then
there should be safeguards for individuals, It may be necessary o seek constrainis
and safeguards not only within the design and operation of the computer system
tiself, bul tn agreements, contraclual or otherwise, governing the disclosure and
use of the PINs and information i question

(b} The Use of the Natonal Insurance Number

Everybody is given a national insurance number st the ape of sixteen, i
therefore potentially offers itwelf as u form of national identifier, although, as its
name suggests. it was mtended only for use for a particalar purpose.

However, there 16 no specific statutory restriction on the use of the national
msurance number and over the lust few years it has crept into use for other
purposes: So far these purposes have lain in (he public seetor. The natiomal
msurance number in now, for example, the primary income Ly reference number
and its use has been extended into local authorities in connection with viarious



benefit payments. New legislation in connection with Personal Equity Plians
{(PEPs) constrains private sector organisations to collect pational msurance
numbers and this may poriend the developing use of this number in the private
sector,

Ax discussed in (a) above, the common use of o single personal identification
number can (acilitate the cross-matching of files of perdonal dats. The decision
by Ministers not to use the natonal insurance number for the Student Loans
Scheme (sec below) was therefore helpful. However, the geneml position on the
use of this number and the policies for controlling thet use 5 by no means clear,
During the next vear | hope to devote effirt 1o examining this situation.

(c) The Student Loans Scheme

| wits contacted about the Student Loans Scheme only in February 1990, This
was late in the day and & pumber of decisions had alresdy been taken on the
computing system which is to be used. There are still many things to estublish
with the Siudent Loans Company, for example concerned with the [air obtaiming
of information and the Tength of ttme for which information will be held

However, the Key issue under discussion concerns the probiem of identifying
loan applicants and linking any particular applicant’s records. The problem is
heightened by the fact that loans must be made (o any bona fide applicant; that
those under elghteen are entitled 1o loans bul such Joans are nol normally
erforociable ut law; that each student must make o new application each year for
a separate foun: that Joans in default but not repaid by certain ages are ool
recoverable, and that mformaton will not be sought from credit reference

OECMCIES

When the Department of Education and Science first approached my Office,
the iniention wis to use the national msurance number s o student identifier.
For the vanous reasons discussed above, T put the view that this was not desirable
Ministers supporied this view and discussions then took place on other methods
of wentification.

In the event, the Student Loans Company is 1o use name, date and place of
birth and sex, in order to link loan inlormation on any given applicant. There
will be specific safegeards 1o ensure the confidentiality of this mformation and
its use only for the Student Loans Scheme, Referencing and linking of individuils
by use of this information will be undertaken internally within the computer
The mformation will not be used to form o reference number for external access
to loan mformation - thal requirement will be met by allocating context specific
loan numbers which will not contain encoded information aboot individuals. 1
note also thal the Studenl Loans Company is prevented by statule from making
information available 1o others for marketing purposes.

Aa will be seen in (d) below, | question the collection and use of date of birth
by the consumer credit indusiry to assist m identilying individuals, The conditions
under which the Student Loans Company will operate are not comparable with
this industry, The Company is alse offerng helplul safeguards for indsviduals,
Despite this, | have raised reservations about whether all the information 1o be
used to identify individoals and provide the internal machine linkage will prove
necessiry. | have mede chear that I will wish 1o review the matter formally after
a period of three years. In the intenim 1 eapect my staff to stay closely m touch
with the Students Loans Company (o obtain the statistics necessary to nssess the
effectivencss and genersl applicability of the safeguards offered. The Student
Loans Company has assured me that, if it proves possibie to identify apphicants
satisfactorily without using all the ems of information proposed, it will cease
collecting and using the surplus items identified



(d) The Consumer Credit Industry

(i} Identifving Individhals

The consumer credit industry has expressed oo wish (o collect more informution
m order better o whentify individuals and Unk existing records 1o new credin
applicants, However, this indostry’s position is different to that of the Student
Loans Company: it has discretion over whether to give loans or not] it wishes
to share its information beiween computer wsers; and i nlready has a
sophisticated tdentity checking system available through the credit reference

AECnCIes,

In considermg the position with regard 1o the consumer credit industry it
15 therefore appropricte to take account of the current situation and how
this might be affected if information were (o be collected, as proposed, not
H||:rJJ1:|.13.r on loan applicents’ names snd addresses bt on iheir dates of birth
B,

The credit reference agenoies currently check and sopply information (o
clients from three main filés:

— & fike of county court judgments which is compiled (fom informition
supplied by Registry Trust Ltd This file has names and addresses of
those who have been subject lo county couri judgments but it does mot
comtain information om dates of hirth. Entrics on this file can be of very

poor goalily;

a name and address file compiled from electoral registers which are
purchased from Electoral R:gmratmn Oificers, Electoral rejgisters do not
contain dates. of birth, although it is passible 1o deduce the date of birth
u? an individual who is entered on 4 register on resching eighlesn vears
of age,

— u fie of information provided by each of the members of 0 “club™ of
lenders. The informution includes the names and addresses of individuals
having loans with members of the club together with details of the loans
and the payment records for them, Some of these records may conthm
dates of birth.

In the light of this, it is difficult Lo see where the use of dates of birth will
mmprove the linking of records about & mven individual, except perhaps in
the case of those individuals whose apes are deduced from electornl remsters,
or whose records already contain date of birth when provided by the club
of members.

Names and dates of hirth could be used by lenders nnd the credit reference
agencies to develop n common identifier containing coded tnformation nbout
individunls. In view of the pature of the credit reference industry (o widely
availahle information service, with multiple users and files of information on
virtually all the adult population), that could create the very ciroumstances
which coukd lead to the wide uwie of this number ns a de fscto natjonal
identifier.

I will discuss with the credit industry anv assessment which may hive been
made of the benefits, hoth for individuals and for lenders, which would flow
from the collection and use of dates of birth 1o assist identification and record
linkage, If, ultimately, it seems appropriate to use dates of birth in this way
then I should be happy to consider, with the industry, appropriate saleguards
for individuals.



(i) Looking te the Future
In March | spoke 1o a conference orgamsed by the Institute of Credn
Managemenl. The conférence was concerned with credit developments during
the “mineties™, | took the opportunity 1o suggest that it would be valuable
for discussions o begin now on credit assessment systems which might be
in place in a few years (ime

It seems semsible 1o look ahesd in order to seck 1o avoid data protection
problems in the future; because systems toke o few years to specify und
develop; because credit assessment systems seem certain to develop further;
and becuuse some of the possible lines of development ure already becoming
clearer. In addition, the run up to the open marketl in the European
Community at the end of 1992 i likely Lo cause changes concerning both
credit assessment and data protection, as 4 result ol weas from our European
partnera,

I1 seemns 1o me that developments are likely Lo lnke ploce mainly through
the “club of lender™ schemes described above The key problem will be 1o
find u balance between the control which borrowers may exercise and the
wish of lenders 10 exchange information through these muli-lender files. |
do ot see great problems with the storage of “bleck™ (default) information
though there may be issues aboul informing individuals when such
infurmation is passed to central reference files. Rather, [l is in connection
with the siorage of “white” (positive, non-default) information that problems
are likely 1o oocur.

In contingntal Europe there is often reference (o “informational self-
determination”, which | take to mean individual choice. The United Kingdom
Ditn Protection Act does not use this term. althoogh it does require
information 1o be “farly obtuined”. What is “fair™ when obiaining data may
vary from case to case, but the straws are already in the wind as far as an
individual’s right 1o opt out of secondary uses and disclosures of personal
datn are copcerned. In the banking sector, the Government's response Lo the
recommendations of the Review Committee on Banking Services Law (see
{e) below) and o report recently prepared for the Council of Europe are
supportive of such a right for individuals.

| have offered, through the credit industry's Forum on Data Protection,
to talk ahout future credit reference systems and data protection requirements.
1 expect shortly 1o sketch out some first thoughts for discussion with the
industry and with other interested bodies such is the Office of Fair Trading,
the Maticnal Consumer Council and the Ciitizens Advice Bureaun.

(i) The Use of third Party Informarion in Credit Assexyment
I have commented on this tisue in previous reports, | have twken the view
that in 50 far as the sysiems employed by the credit reference agencies are
designed 1o extract from their files information on one individual (o thind
party) in response 1o a request for information on ancther individual (a loan
applicant) when that information does not relate to that applicant, then this
amounts to unfair processing.

I have discussed this fssue with the oredit industry over & period of aboul
two yeurs, Last November, | concluded that these discussions were unlikely
1o resobve the probiem and that 1 should consider formal enforcement action.
Since Lhen, my stall have drawn together all the supporting inlormation in
connection with formal enforcement and have sought leading counsel's advice
on two vocasions, After the end of the reporting yeur (31 May 1990), but
whilst writmg this report, | have had the opportunity to consider the reports
prepared by my staff. That consideration has led me 1o serve Preliminary
(“minded ta”) Notices on the four main credit reference agencies. The notices



presuge enloroement action 0 cawse these agencies o end the unfar
processing associzied with third party information. The apencies now have
the opportunity to make representations to me as to why I should nol go
on e serve formal enforcement notices.

(¢) Recommendations on Banking Services Law

The Review Committee on Banking Services Law reported m February 1989,
The Committee proposed stondards for obtaming, wsmg and  disclosing
information on individuals which are very supportive of datn protection
objectives, They concerned, for example, the fair obtaining of information from
individuals and practices or notifying mdividuals of their nghts under the Daia
Protection Act,

The Government responded 1o the Committee’s report thiough “Banking
Services: Law and Practice™, a White Paper published in March 1990, The
Government’s conclusions are also supportive of duln protection objectives
concluding, for example, that an individual should be able to opt out of the use
of his or her banking information for marketing or credit reference purposes
except, in the Iatter case, where black information is concerned.

The Government wished to see its conclusions introduced through a code of
practice for banks and building societies. These orpanisations had already
innounced on | March 1990 that they were beginning work on such a code of
practice amd | look forward to being involved in discussions on this.

(f) Use of Information published under Statute

This subject is under discussion in a working party of the Coundl of Europe
although no conclusions have vet been reached. There dre difficult issues arising
from the need to publish some information (eg. electoril registers) in order (o
protect the public and the problem of controlling the subsequent use of this
information. It will be interesting 1o see what resolution of these issses may
oltimately emerge from the Council of Europe.

Durimg the vear there was a change in respect of the supply of electoral registers
{or other than electoral purposes. The Representation of the People { Amendment )
Regulations 1990 cause Electoral Registration Officers | EROs) o supply copies
of their registers 1o anybody who places an order. Previously EROs only had 1o
supply ther registers for non-electoral uses if they chanced to have a spare copy
and 4 number of EROs had effectively ceased to supply their registers for use

for other purposes.

The Dista Protection Act does not cover statutonly pubhshed mmformation and
therefore disclosures of electoral registers fall outside its provisions. But there
ire some actions which could be helpful o mmdividuals in circumstances where
they are, as in this case, effectively forced by stutute 1o supply their names and
addresses 1o those who care to buy these registers. I was disappointed that the
position of individuals wis weakened by thess new regulations without any
countervailing dction 10 assiat then,

The Home Office had previously ruled oot the possibility of infroducing o
favility for individuals to opt out from the supply, of their details on electoral
registers and confirmed this position in the parliamentary debate on the new
regulations, However, it would be helpful if individuals could know (o whom
their information had been supplied. The information from the electoral rogisters
will be subject to the Datas Protection Act if it ix held on computer by those who
buy iL. If individuals know who the purchasers are, they may be able 1o use their
rights under the Act to check on the subsequent holding and use of their details

-
i



Mimsters huve indicated that they will consider the possibility of EROs publishing,
from time to time, a lst of those who have bought their registers.

(g) The National Criminal Records System

The Home Affairs Committee of the House of Commons reporied on the
National Criminal Records System in April (“Criminal Records™, Third Report
of the Home Affairs Commitiee, HMSO)

The Commitiee carried outl a short enquiry because of evidence aboul the
failure to provide accurate crimingl records to the Crown Prosecution Service
and the courts. The Committee felt that the computerisation of these records
would be likely 10 overcome some of the current difficulties. However, they felt
that the chunge 1o 4 computerised system should be used as an opportunity o
introduce & new consistency and faimess into the arrangements for the
maintenance of criminal records. The Commitlee makes & number of
recommendations 10 assist in achieving these goals, They cover tssues such as
the scope, nature and availability of the records as well as the methods for
collecting and matntaining them.

I welcome the Committes's Report. It mtroduces a number of important issoes
into public debate, The timing is particularly appropriate in the light of the
introduction of @ new Police National Computer System (PNC2) | was pleased
to he ahle to submil written evidence to the Committee and (his 5 reproduced
in Appendin AAZ

(h) The Community Charge

Community Charge Registration OfMicers (CCROs) began sending out lorms
secking imformation for their Community Charge Registers in Summer 1989,
That signalled the start of complaints to my Office about the content of these
forms. It also heralded a year when 1 have had o put considerable resources
into resolving the issues raised, to the detriment of other important work.

It is very disappointing that this turned out to be the case, for my staff had
put a great deal of effort along with officls from the Department of the
Environment ansd with the Local Authority Assoctations to give CCROs advice
to-avoid the kinds of problem which came to light.

In the event it proved necessary to obtain and examine the forms from all 403
local authorities. There were issues 10 be resolved on over 200 of the forms. The
vatst majority of the prablems have been resolved by CCROs giving undertakings
phout their collection and use of pérsonal data. However, 65 can be seen from
Section A4 1t has been necessary o refuse registration to fourteen CCROs and
to issue enforcement notices ngainst a further nine

Problems have also arisen with some of the forms wsed by CCROs (o update
their registers. These seem fo be fewer in number and it should not be necessary
to repeat the major exercise just completed.

(i) Direct Marketing

Whilst the number of compliaints about the receipt of unsolicited marketing
literature has ingreased over the year, 1 believe thit progress is being made m
resolving a number of the dati protection problems in this sector, This is because
of action by particular organisations and by the Matling Preference Servioe as
well as through the efforts of my Office. That s not to say that the industry
agrees with the view 1 have taken of the law,



My Office has mounted an extensive campaign (o contact snd advise
organiations concerned with direct marketing to assist them with complinnee
with the cight Data Protection Principles. The specific targets have been: large
data vsers in the direct marketing industry; large direct marketing agencies which
advise numerous clients on this form of marketing; organisations mvolved with
list broking and list rental; some representitive bodies and charities.

A series of dita protection seminars related 10 direct murketing are (o be rin,
at five locations arpund the couniry, in October 1990, It is wso planned 1o
produce articles relating 1o data protection and direct murketing for the trade
and technical press; the genoral press; and popular mugasines:

The most significant issue for further investigation is direct mall from the
United States and throughowt Europe This & o growing feld and United
Kingdom lists may be used extensively, The kind of protection offered by the
Act may be unavailable once the list his left this country. This is an ares of
concern which is bemg examined. This is no easy sk for there 15 a preat deal
to learn about the procedures und the market is expanding extremelv rapidly.

(i) Human Fertilisation and Embryology Bill

The Human Fertilisation and Embryology Bill wits introduced in Parliament
during the year. It provides for the establishment of an authority, one of whose
functions is the granting of licences 10 persons carrying out trestmen! services
for the purposes of assisting women to carry children, The authority would
establish a register containing informution relating to tie provision of trestmen)
services, including information on, for example, persons receiving Lrestment,
doncrs and childrén born as a result of treatment, The Bill envisages that the
register would be held on computer, thus establishing u collection of personal
data of & highly sensitive nature.

A number of daws protection concerns anse, but the ane which required the
immediate attention of my stafl was the guestion of the right of access of
mdividuals to duta relating to themselves on this register. | was concerned uhoul
the way in which the right of access was restricted in the Bill as origimally drafted.
It has nlways been my view that the general right of sccess under the Data
Protection Act should be withdrawn only in exceptional circumstances. This is
the approsich which 1 adopred, for example, in discussions aboul access 1o personul
health mformuation.

| wm pledsed that the Department of Henlth was receptive to my views and
thut discussions between my stafl and officials of the Department resulted in an
agreed amendment to the Bill The elfect of this iy that access o Information
showing that an identifiable individual was or may have been born as 3 result
of treatment services is explicitly defined in the Bill rather than under the subject
avcess provisions of the Data Protection Act. | expect to be consulted by he
Depurtment on the regulations which will define precisely what informativn is
o be provided to such mdividuals

(k) Codes of Practice

Work continues on encouraging the development of codes of practice,
Develapments during the year have included codes for

— property mansgement {Royal Institute of Chartered Surveyors, Incorporated
society of Valuers pnd Avctioneers and the National Association of Estate
Agonisj;

— customer and supplier administration (Chartered Institute of Manggemen
Accountants, Institute of Internal Auditors und the Institute of Purchasing
and Supply);
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— computer bureau services (Compuling Services Association),

— gonfidentiality of personal information {office of Population Censuses and
Burvevsl,

— @ revision of the code for direct marketing (the Advertising Association).

The lirst three of the above were developed by the Nation:dl Computmg Centre
in associalion with the bodies named and with support from the Department of
Trade and Indusiry,

In addition, codes are under developmen for the nsprance and peniions
indusiries and for pharmacisis.

(1) Review of the Act

In the last Annual Report | gave the results of the review of the Act which
followed & wide consultation with individunls pnd organisations. In addition to
this review, an Interdepartmental Committes has been considering the working
of the Act. 1 have acted a5 an adviser o this Committee which has recently
completed its report and matters now awail consideration by ministers.

(m) Other Issues Requiring Attention

The replacement Police National Computer System {PNCZ). With new siaff
coming into post in the next few months, | hope to give this moeree attention,
The points taised by the Home Affairs Commiltee in respect of criminal
records, reporied above, will be taken up in this context,

—  Use of the Government Data Network. [t has now proved possible to schedule
some work on this. The aim is to see i QL is possable Lo analyse and describe
any exchanges of datn between different governmen! departments and the
policied and controls governing these.

—  Health Service Computing. There are considerable developments planned lor
health service computing. With such sensitive data as medical pecords, 1t will
be very important (o see that duts protection safeguards are {ully m place.

—  The European Dimension. Collaboration between European Community (EC)
countries, for example with regard to policing and immigraton control, are
beginning to appear as the open market draws nearer, Data protection issues,
including the question o equivalent legal positions in the various EC countries
will generate activity and involvement for the {fice.

— Transborder Dataflows. The [irst investiganions into cnses imvolving
trunshorder datu Mows have taken place during this year. Whatever equivalent
protection is established scross the European Community this tssue i
tncreasingly likely Lo arise.

— Personal Identification Systems. As indicated earlier in this section, the
problems associated with identifying mdividuals are ansing more frequently
More work 15 needed to understand this subject as a whole so thal sppropriste
guidance can be given to compuler users,

— Profiling Techniques. The profiling of individuals is increasingly likely to be
used, for example, for direct marketung using lifestyle databases, 1 credit
scoring of in crime prevention. More work s required 1o nssess Lhe
implications of these activities for the individuals concerned.

— Data Matching. A study is needed of the situstions m which this is occurning,
of possible future developments and of policies to control the use of this
method of drawing together information on individuals.



A3 Complaints from Individuals

There has continued 10 be u sharp rise in the number of complaints received
from individuals, | reported 1122 compluints for the year to 31 May 1989 and
hed expecied this fgure to rise by sbout 5300 this year. In the eveni 2698
complaints have been received. & rise to almost two and o hall times the previous
year's total.

Generally speaking there has been an mcrease in the number of each 1ype of
complaint received, but the overall pattern of complainis has changed. Consumer
credit complaints have fallen from 3%% last year to 7% this; complaints tha
data wsers have not been complying with the subject pecess requirements have
drapped from 18%) to 8%, On the other hand, unsolicited mail complaints have
risen [rom: 16% last year 1o 5% this; and complaints that information has been
unfairly oblained sre now runming at 15% of the total, A new feature has been
the complaints concerned with the Commumity Charge. These have amounted
o 7% of complaints receved.

New melhods of working have been introduced in erder to speed up the
handling of complamis. S1aff from the complainis office have been trained in
telephone techniques so that they now discuss complaints directly with
complainunts, This allows a quick assessment of the nature and seriousness of
the complaint without becoming invelved in proiracied correspondence.
Nevertheless, because of the increase in complaints, at the year end there were
310 complaints which it hus not even been possible 10 look ot let slone propgress.
| om kecping this situstion under close review and considering how this
unscceptable backlog can be reduced.

With the new systems an carly decision cin also be made, where necessary, (o
lask one of the regional mvestigating staff to interview the complainant and get
o detailed statement of the arcumstances of the complaint. This is an increasing
part of the work of mvestigating staff along with the formal collection of
mformation in connection with enforcement: dctivities.

aome exampies of complamis gre:

Case 1

The complainant made a subject deoess request 10 i local council. On receipt
of the computer print-out she became concerned about certain entries 1hat were
made about her mental condition. She had made attempis 1o have these entries
amended but the councl was not cooperative. After investigation of thecomplaini,
the council changed the information on its files.

Case 2

The complamant purchused theatre tickels and paid by chegque,  She was
paked 1o provide her full name and address, These details were entered into o
computer. The complumant was concerned aboul retention of these details n o
cOmpuier.



The dats wser explained that the information was retained until the final
pertormance of any production. Tt was deleted from the computer within four
weeks after the final performance. The delails were needed to identify. the
ownership of the sal in case of a dispute or to contsct the owner of the seat n
case of cancellation. The mformation was néver passed to any third party.

The daty user did not make mdividuals sware that details would be held on
computer at the time of the purchase. However, as o result of the complaint the
data uscr agreed 1o display u sen in the box office explaining the reason why
the miormation was needed.

Case 3

The complainant wrote aboul maccurte information oo his credin referenoe
file. 1o 1984 he had opened an gecount with a department store. In 1987 the
complainant closed his account and made his final puyment. The following year
he was refused o credit card with another deparnmmmt slore and as o resalt
obtained a copy of his credit reference file. This showed hiz account with the
previous stofe (o be o default,

The first store had taken over responsibility for administering 1ts own accounts
from o banking organisation in 1987 It was not obvious which orgemsation fud
pussed on inaceurate information o the credit referrmoe agency,

Although the store was unable to pinpoint exactly where the error oceurred
il aceepied responsibility for the error end offered the complamant compensation
for the inconvenience he hal suffered.

Case 4

The complainin! was receiving reminders to renew 4 television licence. These
were addresséd Lo o lady with a similar name, but different address from his. He
had approached the leensing authority three times bul had been unable to reiolve
the matter himsell

It transpired that when the complainant renewed his hoence the hand wntten
document completed at his post office did not state the name of the district
which he lived, or the post code. The form was therefore referred 1o his Jocal
head post office which had then supplied meorreet mnformation relating 1o his
migme and address. The licensing authorily amended s records and removed the
incorrect details from itz files

Case 5

A local council rates office had disclosed the complanant’s address 1o her ex-
husband, The complainant was divorced and had moved several tumes in an efTorn
to prevent her ex-husband from contacting her. The ex-hishand had informed
the rates office thit he was a relative and produced evidende proving his identity.
It is normally the policy of the rates office to forward correspondence in these
clroumstances, but in this case, the clerk returned the envelope with the ex-wife’s
address,

The council’s Data Pratection Register entry covered the disclosure to refatives
of ratepayers, but the councl's own code of practice had been contravened, As
u result of the complaint written instructions were re-issued 10 all members of
stafl reminding them that under no circumstances must information be disclosed
te third parties; such breaches woold result in disaplinary action.



Case 6

The complainant had noticed that the VI screens in o hotel webe positioned
in such a way that anyone in the reception area could view their contents, The
Financial Controller of the hotel initiated an internal enauiry and recommended
that the position of the VDU screens be aliered.

Case 7

The complainant received u questionnaire from the health research unit of @
umversity. It related to & condition from which the complusinant suffers.

The health research unit had written to all general practitioners in a particular
goographical ares seeking permission to look ut prescription forms ixsued by
them. The purpose was 10 identify patients who may have the condition in
question and seek the GP's permission to send questionnaires o them This
process wits completed manually and the information is not covered by the Dty
Protection Act. The information collected from the questionnaires wil] eventually
be put onto computer but in an anonymous form.

Case §

The complainant made & subject sccess request 1o 0 large dutubuse company
and was informed that po date were held about him. A few days later he received
o mailing from the same company.

The company stited that when the subject access request wad received from
the complainant no data weee held relating to him. However, o few days later,
data taken from a share register were input on 1o their svstem and this
accounted for the mailing the complaimant received. The complainant requested
thut his details be suppressted by the database company and this wis arranged,

Case 9

The complainant was receiving large umounts of unsolicited mail addressed
for Mis Lite wife.

The complainant was recommended to register his late wife's details with the
Muiling Preference Service. He was also asked 1o send all the mail he received,
addressed to his late wife, to the Registrar’s office. After spproaching all the
organissbions concerned und tracing relevant mailing list owners, it wis possible
10 suppress the use of detiils about his late wife.

Case 10

A couple compluined about mailings received from timeshare companics, All
the timeshare companies were approached 1o ensure suppression of the couple’s
detatls.. The complainants’ details were traced back 1o three major dutabose
companics which supply personal data to third parties. These companies also
confirmed that the complainants’ details would be suppressed on thelr lists.

Case 11

The complamant answered an advertisement (in 4 journal) to receive more
mformuation on the products of a large publishing company. Included in the
response letter was o clatse which referred to the fact that details about the
complainant would be used for direct mail purposes. The complainant abjected
to his details being passed to third parties and asked that his detnils be suppressed.
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The publishing company was advised of the “fair obtaining”™ requirements of
the First Daw Protection Principle, particularly emphasizing that any notification
of secondary uses and disclosures should appear at the point that perscnal dain
are obtamed.

The publishing company decided to suspend its trading in personal data. The
company consideres that a notification clause would have an adverse effect on
the response rate which would demage the sales of its main product.

Case 12

The complainant had submitted a subject pccess request to a large mail order
company and had received no response. The organisation stated thal the subject
secess reguest was overlooked whilst attending to the redirection of goods
incorrectly delivered to the complainant’s address. Stadff have now been reminded
of the need 1o study correspondence carefully for references to the Duti Protection
Act,

Case 13

The complainant had been suspected of using o stolen credit card when
attempting to make a purchase at o lorge store

The credit cand company admitted that the error had occurred due w
maladministration and offered some compensation 10 the complamant, The
maccurnie data were cormected.

Case 14

The complainant sent mn a buikling society computer print-oul conlanmng
personal data which she had found discarded near her home. The officers of the
sociely took the breach of security very seriously and guickly introduced new
procedures for (he disposal of confidential waste.

Case 15

The complainant had not received an adeguate explanation of the codes used
by a sporting authority on its files to muke his subject access reply meaningful
Follow-up correspondence had been unsuccessful.

The full key to the coded records was obtained from the authonty which was
reminded of its obligations under the Act The duthority stated that it had
attempted (o explain the details by telephone (o the complainant

Case 16

The address refating to the complainant’s bank account was amended by his
bankers following instruction (rom his former wife. The bank stated that the
complainant's ex-wife had advised them in writing of her change in marital status,
This had been misinterpreted as & change of address request, A foint mandate
existed on the account at this time. On receiving mstructions from the complainan
the approprate cormection was made.

Case 17

Compliaints were recelved concerning 4 letter sent by u theatre company o
individuals on its mailing lst. This letier informed mdividuals who had not paid



thewr subscriptions, or had allowed them to lspse, that their names had been
rented out to other organisations. It went on to say that one of these companies
had copied the hist omto its database and thit the theatre company therefore hid
no control over the mailings that might be sent &5 4 resull

Inspection of the Daty Protection Register revealod that the company was nol
registered 1o hold or obtain personud dats abouy prospective theatre goers, 1o
ese such data for marketing purposes or to disclose such data 1o other theatre
COTMPANIES,

The theatre company was prosecuted for four offences under Section 5 (2) of
the Datas Protection Act.

Case 13

The complaimant had been negotiating to sell his house. The sale fell through,
but the prospective purchaser had given the address as a forwarding address o
an organisation for which he had an outstanding debl. This organisation (iled
details of the debt with i credit reference agency under the complamunt's nddress,
The agency agreed to delete details of the debl.

Case 19

The complainant was concerned that information concerning his sccount with
i building society had been disclosed 1o by wile. This information had been sent
to his address in an envelope addressed o his wife.

The building socfety admitted the breach of security, which was due to an
administrative mix-up involving the complainant’s two accounts, one of which
wiis held joinily with his wife,

Procedures were in place to svord thas kind of error, but an mdividual cashier
had not followed these procedures in this case. The sochety gave assurances that
the procedures had been amended and that all stafl were to receive continual
reminders of the necessity to follow Lhese procedores 10 the letter

Case 20

The complainant continuwed (o receive requests for pavment from o mail order
book company despite having paid all owisianding monies, His cheque to the
company, for the amount specified in the continuing invoices, had been cashed,

The company admitted that the complainant had been recorded on its databuse
as being in debt to the company. The company confirmed that the account was
now clear and no record of the alleged debt had been reiained or passed on for

credil reference purposes

Case 2]

The complainant had made 4 subject access request 1o an electrical goods
company. He did so because he believed the company held imaccurate data
referring to his pavment record. He received no reply

T'he company admitted thal the subject avcsss request had not been dealt with,
The complaimant was sent a copy of the relevant personsl data as soon as the
error was hrooght 1o Light.
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The company gave assurances that procedures for dealing with subject access
reguests were 1o be sltered. The complainant’s request had been ignored since it
was contained within & long letter concerning o different matter. The company’s
micrnal guidance notes o saff were being re-drafied lo cnsure that
correspondence would be studied for reference (o the Data Protection Act and
thut consequently socess requests would be recogmised and acted wpon.

Case 22

The complainant was concerned aboul persistent, unsolicited mmfings from
an internationsl publishing company, despite his requests for suppression ol his
detalls.

It transpired thal the complainant’s request for suppression hid been received
by the publishing company, but since it was contained in 4 reply-paid envelope
relating 1o the subscniption offer advertised in the onginal mailing, this had been
immediately sent unopened overseas o the country where membership records
were held, The company suppressed the complainant’s name and address details
and ‘instructed the overseas head office to study all comespondence for such
requests and to relurn any letters which contained such requests immediately.

The company also gave the source of the complainant’s address. The list
broking company was contacted and confirmed suppression of the complainant’s
details.

Case 23

The complaunant resides in a housing association property where there s
accommaodation for 103 residents. They do not have mdividual postal addresses,
He applied for credit nt a large clectrical superstore. His application was rejected
anil ua i result he obtained copies of his credit reference files. Between them they
show a variety of adverse information ahout other residents of the property. The
complainant was advised to get u notice of correction put on the credit reference
agency's files. This complaint is keld pending the resolution of the issue of the
use of third party mformation for ctedit reference,

Case 24

Almost 200 complatnts have been received about canvass forms 1ssued by
Community Charge Registration Cificers (CCROs) The complaints concerned
information collected by CCROs and the minner of its collection. An
investigation has been made into the situation in respect oFall 403 local suthonties,
More than 200 “minded 10" notices presaging formal action were issued snd the
bulk of COROs concerned provided adequate assurances to avold the necessity
for formal action. However, enforcement or refusal of registration notices have
been fssued against 23 CCROs.

Case 25

The complainant had & mortgage with a large hsurance company. His bank
statemnent showed regular payments he could not identify. The bank told him
the payments were made 1o the imsurance company dnd gave him (he insuranoe
company’s reference. He iclephoned the company, gave this reference mumber
and wus subsequently given details aboul another person’s Insurance cover. He
was concerned that he should be given this mformation over the phone just on
the strength of a reference number.



The msurance company stated that there had been an operator error which
resulted in the complainant’s and the other person’s details being amalgamated
nnd the amalgamated record stored. This had resulted in the complainant paying
premiums in respect of the other person's insurance whilst his own remmned

The insurance company would undertake more checks and moniionng 1o
munimise the rnisk of such errory recurring. Staff dealing with enguiries have been
reminded of the importance of the Dats Protection Principles.

Case 26

The complainant was told that the local police ohjected to his application for
a licence becawse he had 2 previous conviction for attempisd murder, He
complained that he had never had such a conviction, ulthough he admitied he
had had other convictions.

The compluinani had been charged with attempted murder but be had been
convicted of the lesser charge of sssault 1o cause serlous injury. The police records
were correcied.

Case 27

The complainant recetved letters (rom ber building society addressed o her
legal personal representitives. She wrole to aml telephoned the society to assure
them she was alive but kept receiving similarly addressed letters, She complained
aboul the Society’s failure to correct s records und the fact that the innccuracy
was adversely affecting her rights as a society member.

The society stated thal there was only one file in which the mistake had
oieurred. The society explained thit an indicator had been pul against the
complainunt's name nstend of the name lollowing it The complainunt received
i full explanation of and an apology for the error.

Case 28

The complainant telephoned an insurance company for a house insurance
quote. Durimg the conversation he wis usked about convictions. The compluinant
gave his conviction — “causing reckless damage to 4 telephone’, When he received
a proposal form his convictions were shown a5 “had been convicted of arson or
any offence involving dishonesty in respect of property’, Despite several telephone
calls, the msurance company did not amend the statement on the proposal forms.

The insurince company had used o standard stulement 1o describe the
complainant’s conviction which had led to inaccurate dain. The insurance
company agreed (o revise its proposal forms and amend the data relating to the
complainant

Case 29

The complainant kept receiving parcels showing his address which were
intended for his neighbour, who had & similur address. The complainant and the
neighbour both complained 1o the mail order company about the inaccurate
address but the company ignored these complaints and the parcels were still sent
to the complainant’s address.



The mail order company stated that it had checked tts records and the correct
address was recorded on its computer. It had no record of the complamant’s
address. However, after further investigation the company conflirmed that il was
holding 1wo addresses for the neighbour. Tt had amended its records so that the
complainant should not recéive any further mail or packets for the neighbour,

Case 30

A Citizens Advice Bureau wrote oo behalf of a chient who cancelled s contract
with a rental company. For two months the complamant had received demands
{or payment of the rent. He was refused credit by another company, Un receipt
of his credit reference file he found that the inaccurate data had been passed o
a credit reference agency. The rental company sgroed that due to the delay in
the documents reaching its office it had been holding maccurate data in respect
of the complainant. The records were amended and the credit reference agency
was advised by the rental company to amend (s eniry.



A4 Enforcement of the Act

In last year’s Report | stated a policy for puming data usérs involved in
prosecution or supervisory action. Broadly speaking, the policy allowed for:
mving information about prosecution cases on request, where defnils were already
i the public domain; and publishing information, which can only emanate from
this affice, in respect of enforcement and other supervisory notices insued, Practice
suggests thut this policy does not work 100 fairly for data users, with some names
petting publicity and others not. | have held to the policy for this vear's Report,
but in future years will publish 0 named list of those mvolved in prosecution or
supervisory action together with the result of that action,

() Prosecutions

The Act creates |5 enminal offences and charges have now been brought m
respect of B of thode offences. Charges brought in this yeur have lallen under the
following sections of the Act;

35(1) Holding personal dsta without being registered or withbul having
applied for registration;

— 55i2){n) Knowingly or recklessly holding porsonal dats not desceribed in the
register entry;
S5(2)(b), (e}, (d) Knowingly or reckledsly using (b), obtalhing (¢}, or disclosing
{(d) personal date other than as described in (he register entry;

Sa(5) Failure to keep the registered address up to date,

S606) Knowingly or recklessly supplying the Registrar with fiulse or misleading
mformation on an application for registration or lor alteration of u regster
eniry;

51009 Failure to comply with an enforcement notice,

During this reporting year | have brought cases against 30 data users. These
are listed in the following table. In some cuses the duts user has boen charged
with several offences. Twenty-two of those cases have been concluded and a
further 8 cases are awaiting hearing. All the cases disposed of o date have heen
heard by Magistrates Courts but one of the triels pending is to be heard by the
Crown Courd

Ot of the 25 cdses brought apainst non-repistered dutn wsers under section

3 1) of the Act, 10 arise out of the failure of the dula user 1o renew his register
BTy,
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Cases Brought in the Year to 31 May 1990
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Bl 5]
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Hesting equipment 275
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“Futioners 301y Crudlty Kot dipposed of
Education foundaticn 10§ Mol guiliy Awaiting trinl
Gioll Club 51) Mo plin eniered
Building Society S2¥bI Mot guiliy Awniting trinl
Clothing marafacturer 51y Moo e entered
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(b) Enforcement Action

During the year 216 preliminary notices have been issued and stibsequently
there have been & enforcement notices and 14 notices of refusal of application
for registration. All of these have arisen in connection with the collection’ and
use of mformation by Community Charge Regisiration Officers. No de-
registration or {overseas) transfer prohibition potices hive been issucd.

In view both of the number of pretiminary notices and the fact that they were
resolved by agreement | have not fisted the details of them.

Enforcoment notices were served on the Community Charge Registration
Officers for the following Districts: South Hollsnd: Reigate and Banstead:
Thurrock; Greal Yarmouth; Dudley; Sulfolk Coastal; South Northamptonshire;
Wirral; Windsor and Maidenhead.

Notices refusing applications for registration were served on the Community
Charge Registration Officers for the following Districts: Castle Point; Llanelli:
Cynon Valley; Rhondds; Tandridge; Runnymede; North Bedfordshire: Mid
Sussex; Leicester; Chichester; Allecdale: Carmick: Pendle: Melton,

(c) Cases before the Data Protection Tribunal

A data user receiving a notice (enforcement, registration refusal, derogistration
or transfer prohibition) may appeal 10 the Data Protection Tribunal Three
appeals have been made sgainst this year's notices. In addition, onc appeal is
still pending from a previous enforcement notice. The Data Protection Tribunal
has nol yet met to consider a case

(d) The Enforcement Process

It is more efficient to hundle prosecution cises at 4 local level rather than from
one United Kmgdom office. My Legal Adviser has therefore estiblished 3 network
of solicitors who handle cases in their own dreas. The network is nat yet eomplete,
but is working well. The solicitors concerned are given training on the Act and
the policies and procedures of the office and they, m their turn, provide valuable
advice on cases submitted to them.

The Act is a complex piece of legislation and & Magistrates Courts Guidance
Pack has been produced with the assistance of Magisirates’ Courts organisutions,
particularly the Justices Clerks™ Society, This pack has been distributed to all
Magistrates Courts.



A5 The Data Protection Register

This has been 8 partcularly busy year for rogisitation work. Over 100,000
register entnes fell due for renewal during the year; there have been more than
19,000 new applications for registration; and over 37.000 amendments 1o register
entries have been received. Al the vear end there were 153,000 entries on the
Register representing about 130,000 data users.

There is no previous experience of regisirabion renewals on which 1o draw, bud
the mumbers (ailing 1o re-register (22%) are higher than anticipated. Now that
the peak of renewals has passed, some rescarch will be endertaken to iy to
determine the precise reasons for this. However, it seems clear that several factoms
have contnbuted 1o this situation — g number of orgenisations have gone oul
of husiness; some larger organisations have reduced their number of regster
entries; some smaller arganisations putl in “safety first™ applications origmally
but in practice did not need to register; and others are simply risking being found
ot

The regisirution rencwal process is very simple. mvolving the return of a single
sheet of paper, During the year dimplified re-registration procedures were
introduced for those who just missed a renewnl date and aguim these simply
{nvolve the return of 4 single sheet of paper. There is, therefore, no excuse for
those who should have renewed their entry but have fatled to do so and, as can
be seen (rTom Section A4, the first prosequtions for non-renewal have tken place.

The need to fe-repister seems io hiave stimulated o number of amendments (o
register entries. In the latter part of the year, staff were concentrated on processing
applications for registration and work on amendments lell behind by up to three
months. This does not cause any legal problem for data users because, once they
are received by my Office, amendments are deemed to apply unless and until
they nre refused. Nevertheless, the backlog is not acceplable as a longer term
feature snd priority is now being given to dealing with amendments.

The full microfiche version of the Register had been withdriwn from public
fibraries, [t had been placed in 167 public librares and it wis apparent that it
was nol beimyg widely used. It was also clear that microfiche wis not i particulariy
easy medium for the general public to use. The microfiche has been replaced
with an index to the Register, in book form, in 262 libraries. The index refers to
a back-up enguiry service from my office, The enguiry service provides any
greater detail required on particular entries in the index.

During the yvear a system has been developed for nccess (o the register using
Prestel. The system is now in use in my Office and once it s evaluated, | hope
(0 muke it available in selected main public libraries.



A6 Informing People about the Act

This vear has séen an innovation in the iadvertising carried oul by the Office.
The principal concern since Wovember | 987 hus been 1o ensure thiut membery of
the public ane aware of the legistntion ut least in peneral terms. Allied to this the
public need to know who 1o turn o when they find that something has gone
wrong because information about them is Kept on computer.

By edarly 1989 it was becommg clear thut the mesponse to national press
advertising was falling away, Resparch also demonstrated that muximom
prompied swareness of the legislition bad apparently resched & cesling of abou)
ome in three of the population.

Accordingly, in the aublimn of TS89 # was decided o mount a television
advertising campaign which would targe! all adults bul especially those under
fifty-five vears of age. Previous research had suppested grester concern abou
data protection matlers amongst those below this age. The objectives would be
by radse peneral swareness of the lemslition and also of the Registrar so thai
people could make wee of their legal nghts when they nesded 10,

Television advertising is expensive. With a restncted hudget it was essential 10
produce an economical, but effective, television advertisement which woulkd
maximise Lhe funds to be spent on air-time. In the event, it has been possible 1o
run 4 compaign, conssting of production, wir-time and sassocisted research,
costing in all about £560,000. The production cost of the advertisement was hield
to under £80,000. An additicnal £30,000 was allocuted 1o a telephone respionse
apgency to handle requests for the revised rights leaflel which was prodoced
parallel with the campaipgn.

The campaign began in February with a test run in the Granada region. The
full campaign is based on fairly mfrequent selected soreenings and | am advised
that it is lightweight by industry standards. [t has only been possible 1o construct
a realistic campaign by putting money from two budget years back to back across
the finnncial year end. A consequence m that there will be no further fomds
available for advertising after June 1990 untl Apnl 1991

The informiation service continues 1o be heaviby used, During the yesr EnGuiTies
staff have handled 41,063 telephone calls, & 29 increase on the provious 12
months. In addition they have responded 1o 8,607 letters. Since the start of the
niational television advertising campaign, enguiries from individuals have run a
an average of |1% of all telephone calls. This compares with an average of 3%
of all telephone calls during the period from June 1989 to January 1990 inclusive.

As.in previous years, stinds have been taken at 8 number of exhibitions.
Appearances were made 4t major computer shows in London and Birmingtum,
and al varoos mone ﬁp:tiﬂluﬂ:i shows in Bluckpool, London, Hirrogale and
Broghton. Over 5,300 visitors collécted publications at thisse exhibitions and mire
than 150 specihic enguiriss were receivad,

Since the revised (hlue) Cudelines were produced in March 1989, approximately
60,000 copies of Guideline | und 40,000 gopies of each of Guidelines 2-K have
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been distributed. The Guidance Nole series has continued 1o be requested with
aver 12000 being sent out during the last year.

A new rights leaflet (*If there's o mistake on & computer about you_.”) was
produced to coipcide with the inunch of the television advertising campaign. In
addition to being available through the 0800 television response number and by
direct contact with my Office, these leaflets have also been made uvailable through
Citizens Advice Bureaux and many libraries,

Dwuring the vear, staff have given 44 presentations at conferences or seminars,
26 rudio and 7 elevision imerviews, The Office has issued 22 news roleases and
there have been over 1300 press mentions of the Act or the Cifioe.



A7 Background Research

It has been possible to undertake only three picoes of research this vear. One
of these concerned the question of whether individuals could be uniquely identified
from their names and addresses. The briel conclusion from that research is
contiined in Appendix AAl

The latest research into public attitudes shows 1 comparable situstion o last
year, Public concern aboul privacy and the holding of mformation about
mdividuals remains high. Support for the kind of rights given by the Data
Protection Act &lso rémains high.

The opportunity was taken during the public attitudes research 1o assess the
eirly elfects of the television advertising campaign idescribed in Section Af) in
riising awarcness amongst individuals of both the Act and the Regstrar. The
programme is nol yet completed but, from the research carried out afier the test
campiign in the Granads region, it seems that the advertisement has impact and
is starting to creale the incresse in wwiareness intended.

Rescarch results have 1o be treated with care, for individuals may be informed
from other sources than the advertising campaign. However, it seerns clear that,
followimng the test run, significantly more peaple in the Granuda reglion than in
the rest of the country were aware: of the consequences of computer error: that
they can do something about computer mistakes; and that there is somebady
who can help them to get mistakes put right, These were the messages of (he
advertisement. The full effect of the campaign can only be nusessed ufler an
analysis of research 1o be carried out in mid 199 when the advertising campaign
Censes,

I am also awhiting the resulis of the lntest research into Lhe awareness of the
Act and |ts requirements amongst dala users
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A8 International Activities

International interest in data protection is developing rapidly with work luking
place in the Council of Europe, the European Community and at the United
Mations: Many individual pations are also conswdering the subject with a view
1o introducing legislation. Interest is developing not only from matters of internal
rational policies. hut from a renewed consideration of the issue of the transfer
of personal data across national boundaries (transhorder data flow).

{#) The Council of Europe

My stafl have continued to atiend as observers at meetings of the Commilles
of Experts on Daga Protection and its working parties. Particular effort has been
devoted 1o the draft recommendations on the protection of personal data used
far pavment or other related operntions. These recommendations will be
considered by the Committee of Ministers in September 1990,

Other aotivities are underwiy in the Council of Europe tn addition to the study
of personal identification numbers (PINs) and the working party on miormation
puhlshed under siatute which are mentioned in Section 2 A study has been
completed on the media and the resnlts will be put 1o the Commitiee of Ministers.
There are also working parties on telecommunications and on medical dam

Ten countries have now mtified the Convention [or the Protection of
Individuals with Regurd o0 Automatic Processing of Personal Data (European
Treaty Series No, 108}, They are: Austria, Denmark; France, West Germany,
Ireland; Luxembourg; Norway; Spain; Sweden and the United Kingdom. The
Netherlands is expected 1o mtify the Convention this year and Finland i5 also
betieved to be close (o ratificetion.

There s an increased interest in data protection incountres in Central and
Eastern Europe. Tt seems likely that any developments in Jegislation in these
countries will be ted in 1o the Council of Europe Convention

(b) The European Community (EC)

With the advent of ihe open muarket at the end of 1992, the European
Commission s giving renewed attention to obtpining equivalent data protection
mn each of the countries of the Community, The Commission had previously set
aside the idex of o directive on data protection and encournged member nations
to sign and ratify the Council of Europe Convention on Data Protection.

From (i) abave, it can be seen that cight EC members have, or will soon, ratify
the Council of Euwrope Convention. However, the remaining countries (Italy,
Belgium, Greece, Portugil) do not yet have sppropriate legislation, although
Portugal has relevant constitutional provisions. There & therefore the possibility
that there could be a prohibition on the Mow of personal data (rom some members
of the EC 1o others. The Commission has now delermined that it will issue a
directive on data protection and a draft of this is expected to be published shortly.



Another directive concerming the protection of personal diata in the new
telecommunications environments, |s also anticipated.

The Commission and the Council of Europe jointly hosted u meeting on daw
protection in Luxembourg in March 1990 This was very well attended by

delegates from the United Kingdom,

My Senior Assistant Registrar attended o Commission meeting in Brussels in
March 1990 on data protection issues pssoctated with health information

(¢) The United Nations

Data protection is now a topie under consideration at the Uniied Nations

(d) The International Meeting of Data Commissioners

At s meeting in 1989, the Commissioners passed o resalution on transhorder
datu flows. The resolution s reproduced n Appendix AA3 Broadly speaking
the resolution calls for equivalent protection in treding nations as the bost wiy
of dealing with transborder data flow problems.

The Commissioners of the EC called attention specifically to the issue in respect
of the 1992 open market and the resolution wis drawn 1o the attention of the
Presidents of the Council of Ministers, the European Parliament and the Europesn
Commission. The EC Data Commussioners alse called (or data protection
safeguurds to be applisd to Community institutions. They Toresaw the need for
a data protection authority 1o cover the work of these instilutions, which are not
subject to the individual national laws,

A Working Group has been established on Telecommunications and Media
under the chairmanship of the Data Protection Commissioner for Berline The
group has mel once dunng the year to discuss datn prolection concerns arising
from such issues as the use of elephone directory information wnd caller
wlentification. My Senior Assistant Registrar attended.

{(e) Contact with other nations

An Asustant Registrar attended meetings with representiatives of other dats
protection guthorities in Copenhagen amd Forich o discuss aress of concern
relating to the credit and insurance industries.

There were two meetings of the British and Irish data protection authorities
(that is Ireland, Guernsey, Jersey, lue of Man and the United Kingdom) over
the course of the year, These meetings, which were held in the Isle of Mun and
Duhbm, give the opportunity to discuss matters of common interest,

During the year, there have been discussions with my Office by delegations
and visitors from Hong Kong, Hungary, Japan, the Netherlands, the Republic
of Ireland, New Zealand, Singapore and Sweden.,

In April of this year | sddressed 4 conference on dats protection in Budapest
which was attended by representatives from Enstern Europein countries. There
wis conziderable interest in the development of this form of legislation. In
addition, the Deputy Registrur spoke at a British Council conference in West
Germany and my Legal Adviser gave & wlk o the Intemation] Association of
Travel Agents in Portugal about transborder data flow issues,

The year has alse seen the introduction of o daty protection hill nto the United
States Congress,

m



A9 Organisation and Finance

(a) Staffing

Luast year | indicated that I would toke steps to change the balanée ol the
Office 1o give more staff m permanent positions and a greater proportion of
senior level staff, 1 have agreed, with the Home Offioe, changes 1o stall numbers
which allow me 1o take the [irst steps in those directons. The Office has been
working with about 90 full-time stafl, of whom about 30 are employed on a
temporrary basis. Owver the year | have raised the agreed permanent stafl levels
{rom 56 to 70 and am now recruiling additional stuff ut Assistant Registrar andd
other semior levels for pokoy and compliance work relaled 1o ssued such as those
in section 2. Furiher increases o permanett siafl dre pow under consideration

(b) Stalff Representation

| was approached very early on in the life of the Office by one or two trade
unions seeking negotiation nghts on behall of staff. 1 ook the view that, providing
thatt maore than half the staff were union members and that representation was
not throngh a multiphoity of unions, | was content for stafl (o determine for
themselves how they wished to be represented i peneral discussioms with
management, During this vear the Civil and Pubfic Services Association (CPSA)
gnd the First Division Association (FDA) recruited morce than the meguired
auwmber of stafl and a Trade Union Recognition and Procedure Agreemin! has
been resched with them on 4 jomnt busis. A joml manageméent unwen commillee
has now beem established to take over from the préevious munagementsuifl
coiTimitlees.

{c) Finance

Expenditure for the year amountiad (oL 980 and there were offseriing receipis
of £5.43M. The unaudited financial statements are given in Appendin AA4, The
audited account will be certified by the Compiroller and Auditor Ceneral and
laid before Parliament later this vear as required by the Act.



A10 Conclusions

In last vear's Report | referred 1o 4 consistent and sustained trend towards
greates and more complex work loads arising from significant policy issues and
from complaints and enforcement sctivities. Thut trend has become more
pronouneed throughout this vear.

Mew sentor stafl are being recruited to deal with this situation But it will be
4 few maonths heldre they are in post and in the meantime & number of important
issues which have been “on hold™ must continge in that state. With more stuf
m post, | hope also to develop a more positive programme of explanation and
advice for dath wsers on the requirements of the Data Protection Principles. As
cant be seen ffom Section 2(i), o start has been made in the direct marketing
SECHOT,

It has continued 10 be posable 1o resolve most issues arising under the Act by
discussion and agreed action, for example with a data usér in the event of a
complaint, However, some cases are expected before the Data Protection Tribunil
or the courtd in the coming yeur which should lead 1o a formal determination
of some aspects of the current law,

The Interdeparimental Committes chawed by the Home Office has now
reported on its review of the Act. Should Ministers and, ultimately, Parliament
decide that the Act should be changed. then it appears that new legislation will
be required, The various dati protection issues now arising may well figure {n
the debate along with consideration of the interests of the community a5 a whole,
those of computer users und those of individuals. As ever, where potentmlly
clashing public policies occor, the problem will be 1o achieve the appropriale
bulances between dilferent public objectives, for example, efficency and the
privacy of ndividunls.

The widening range of data protection issues seems an inevitable corollary of
the increasing development and use of computing and communications
technology. The United Kingdom is not unusual in this respeci. It is clear that
many other countries are now considering these issues and the policy conflicts
they may pomt up. The changes in Eastern Europe and the advent of the open
market in the European Community at the end of 1992 ure giving added impetus
o these considerations.

E 1. Howe
Duitn Protection Registrar

Sone 1990
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Appendix AAl

The construction and use of Personal Identification
Numbers (PINs) — a discussion paper

In order to establish effective relationships between individuals and computer
users it is necessary to identify and separaie one mdividual from another. Gouod
identification can have positive benefits both for individuals and computer users
On the other hand, attaching identity labels 1o individunls can give rise 1o privacy
concerns. For example, common use of such lubels can make it easier to collec
logether and use information about a given individual, even when this i3 held
on disparate computer files by different computer users for unrelated purposcs.
There are problems associated with this practice of data matching.

Mare and more information about more and more individuals is being held
on computer files and new and improved communications systems make electronic
exchanges of information between computer users mcreasingly possible. In these
circumsiances, computer users’ interest in data matching and inoa system of
individusl identification which would wssist this, seems likely (o grow. Dhata
protection concerns are likely to grown in tandem. This discussion of individual
identificiation mumbers is o introdoction 1o the issues which arise. They are issues
of the moment

Individuals and computer users will wish to estublish mutually beneficial
relationships. Where these go beyond o simple level (for example a take-away
purchase), it will usually be necessary Lo keep some continuing informution on
the computer user's files. It will be important, both for an individual and 4
computer user, that trandactions between them can be effectively identified as Lo
whom they relate. Some hasic information about the individual will therelore be
held Lo ensure that:

— information s not misattrzbuted from one individual to another:

— advantages due to an individual (eg. goods or services) can be delivered 1o
the correct person;

— things due from an individual (eg. payments or contributions} cun be collected
by Lthe computer user,

When collecting information from an individusl & computer wser may seek
evidence to confirm that the information grven is correct. There are many methods
of asking for such confirmation but none of them give the computer user compleie
certainty. For example, a request to produce & document (driving licence, birth
certificate) does not guarantee that the individusl presenting i1 is actually the
inhividual it pertains 1o.

The computer user may be taking some risk becanse of thiv uncertainty, for
example when he is providing a statutory benefil or giving value in advance of
payment. For this reason he may wish to check with information he already
holds to see if he has any record of dealings with this idividual. He may alio
wish 1o check against information held by others. for example, credit reference
agencies. He will need some form of identilying reference in order to locate other
relevant transactions with the individual in question



The information collected und held 1o identify the individual may vary
according 1o the relationship between the two parties, but might usually mclude
the individual's name snd uddress. This becomes the obvious firl p-u-j.!:bj]]t}- fiar
u key 1o locate and fink different transactions with a particular individual, 1t s
valuahle, therefore, to consider how far o name ind address will uniquely identify
an individual.

| have commissioned some research on this and whilst more work needs to be
done, the results are of some interest. The rescurch suggests that, distinguishing
imdividuals on the basis of surname, Mall first forennme and address leads 1o o
confusion between different individuals in only 094 of cases. In pther words,
the use of name and address ta this level of detail can uniquely identily about
9% of individuals in the Umited Kmgdom population. More sophisticated
resesrch, for example examining the effect of using a second initial or full second
forenume and isolating which particular surnames give risé (o most probloms,
may be helpful. In addition, work may be useful on the effects of mistranscriptions
or mis-§pellings of nimes and sddresses.

However, once 4 relationship has been established between an individual and
a data user, neither will genenilly wish to refer to it by u tedious gquoting of aame
and address. Ruther, some shorthand reference will be devised and allotied by
the computer user, This may be such as a transaction number, a customer number,
an accouni number or @ patient number. A convenient generic lerm for these
various references is a Personal ldentification Number (PIN). The PINs in use
at present are generally specific to a particular computer user and to u particular
ndividual They are often allotted on a sequential basis and do not generally
coninin entoded information aboul the characteristics of the individual

It is imporiant o have 4 “second route™ tw locule transactions about an
mdwidual in & computer user's file other than the PIN. This is necessary to cover
the situation where the PIN is forgotten or remembered maccurately, The
individual’s name and sddress is likely 1o provide this route

It may akso be important for a computer user to link relationships with o
partioular individual which are identifted by different PINs. The nume and address
also offers itself as an identilier for this purpose,

However, a name and address only pertaing to o given individual ol a piven
time. Omee the individuul changss address, that individual m éffect assumes
amother “identity™ which is highly likely 10 be unigue Lo him or her, bul i diflerent
from the “identity™ st the previcus address This gives tise (o dilliculties n
identification where different relationships span changes of address on (he par
of the mndhividusl concermed.

Interest in overcoming uncertainty about the wentity of individusls and 1n
permitting identification across disparate relationships leads, rom time 1o (ime,
to demands for the introduction of a national identification scheme. However,
aswe saw above there is no guarantee, even with such n scheme, that an individua]
intent on deceit will not simply present false identity documents or numbers. The
only sure way of identifying individuals would be through taking details, forcibly
il necessary, of some immuiable characteristic such as fingerprinis or DNA profile
The description of these characteristics would then appear in computer files as
the identifier for each st of information held for any given mdividual.

Moreover, the wide avinlability and use of & PIN apphed to individuals on a
nitional basis (such as the national insurdnce number ) facilitates “duta matching”,
This technique allows the construction of a profile of an individual's life and
chiracteristics from the files of different computer uders. There may be occasions
where this technique can be used in forthering an impoeriant public policy, for
example the prevention or detection of crime. These occasions and policies need
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Lo be considered in their own right along with the appropriate safeguards (or
individuals.

However, diuta matching a8 o technique raises data protection concerns. It
offers possihilities: for the wide use and disclosure of information without an
individual's knowledge or consent; for the use of informalion out of context to
the detrimeni of individuals; for the wide replication of errors by transfernng
any maccurate mformation from one file to another: for unjust decisions about
individuals simply on the basis of a “profile” which chuses them to fall into &

p with certin selected characteristics, for automatic decision making on
facts of doubiful completensss, accuracy or relevance; for the surveillance of
individonls: and for influencing peoples lives. There are now specific picces ol
lemslation or policies to guard against or contrel this activity i, for example,
the United States. Canada and Australis.

It is possible for 4 de facto common identifier to creep into existence and for
this to have naticnal coverage. The wider use of an existing identifier such as
the national msurance nomber is not the only way in which this could cecur; the
same situation could arse from the encoding of miormation abowl mdividuals
into PINs. For example, the ose of a combination of name and date of birth to
create & PIN, particularly if this were done 1o o common standard by multiple
computer users and applied o a large proportion of the population. might fead
to thiv situation.

It is clearly desirable 1o seek effective methods which allow computer users (o
relate mformation o particular individuals. However, to avoid facilitating
indiserminate data matchime, PIMNs should be specific (o the particalar compuier
user or particulnr context in which the information 15 held, In addition, such
numbers should nol contain coded information about individuals,

A Council of Enrope working pierty has carmed out a study mio the structure
and use of personal identification numbers and its report will be placed before
the Committee of Ministers in September. The conclumons will provide helpful
guidance. However, issues concerned with identifying mdividuals are already with
us, for example, concerned with the linking of information in credit reference
agencies’ files.

In considermy these tssues, | should hke 1o see the adopuon of PINs which
are “contexi specific” — that is, purticular (o 4 given compuler user or 4 given
use of personal data. lvwill help in achieving this il there is a presumption against
information sbout mdividuals being encoded into PTNs held by computer users,
If circumstances dictate that 1t s essential (o use such mformation in that way,
then there should be safeguards for individuals, 1t may be necessary to seek
constraints and safepuards not only within the design and operation of the
compiter system itself, but in sgreements, contractual or otherwise, goverming
the disclosure and use of the PINs and information in gquestion

E:J, Howe
Data Protection Registror

June 1900



Appendix AA2

House of Commons Select Committee on Home Affairs
enquiry into the National Criminal Records System

A submission by the Data Protection Registrar
1. fwirochiceion

This paper considers the National Criminal Records System in the context of
the Dals Protection Act 1984, The current system. the Act and the advent of
the new Police National Computer (PNC2) give rise to & number of questions:

for what purposes should national criminag! records be used?

— what sort of information should the National Criminal Records System
contun?

— what type of criminal record should be held?
— how can national eriminal records be kepl accurate and up o date?
— o whom should national eriminal records be disclosed?

—  what hmitstions should be placed on the use of records once disclosed from
the national system?

what safeguards should be established for individusls?

— who should be responsible for estabbshing. maintaning and conirolling a
Mational Criminal Records Sysiem?

The paper briefly introduces relevant aspects of the Data Protection Act before
cimsiderng the questions.

2. The Darg Protection Aet 1984

The Data Protection Act is concerned with information about mndividuals
which is processed by computer {personal dataj®. It imtroduces new rights for
mdividuals to whom that information relates (data subjects). Data subjects may
obtain 4 copy of information held about them on computer (the “subject access™
night) and where appropriate have that information corrected or erased. They
may also sue for compensation for demage and any associated distress arising
from the loss or unauthorised disclosure or destruction of persons! data relating
to them, or ansing from the inaccuracy of such daty,

Those who control the contents and use of personal data (data wsers) are
obliged to place details of that use in 8 public register, They are also required
tix follow the good practices described in a series of principles (the Data Protection
Principles), These Principles are reproduced in Annex 1 (note; in this Annual

*Thad pari of ihe Mational Cominel Becgrds Syseem hebd on mcoofichs dooy not @l coder the Daia
FProtectinn Act
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Report the Principies are reproduced in Appendix BBI). The Act allows Orders
to be made which would modify the Prmciples to give additional safeguards in
respoct of certain Kinds of sensitive personil dath. These catégories ol sensitive
personal data include enminal convictions. No Orders have yeol been miade.
Mevertheless, such sensitive information demands (hat the Principles; even as
they stand, should be applied with particular care and rigour

The Act estabhishes the Data Protection Registror im o position of imdependence
reporting directly to Parliament. The Registrar s charged wath administering the
Act and supervising its operation. His decisions are subject to the supervision of
the Courts and the Data Protection Tribunil, which is also established by the
Act

The Registrar has a number of statutory duties. These include:
— promoting the observance of the Data Protecton Principles;

— considering compliints that the Dutn Protection Principles or the Act have
been contravened and taking appropriate action;

— underpmnmg comphance with the Act through prosecution for offences or
vid enforcement actiom for contraventions of the Data Protection Principles,

The Act recognises the public interest in policing purposes {(the prevention or
detection of crime and the apprehension or prosecution of offenders). Thus, in
any cuse where these purposes are likely 1o be prejudiced the police may withhold
information from an individual exercising the suhject sccess right; m similar
circumstances they are also exempt from the enforcement powers of the Registrar
in respect of the “fair obtuining™ requirement of the First Data Protection
Principle.

The Act is dessgned 1o allow the United Kingdom te mtify the Council of
Europe “Convention for the Protection of Individuals with regard to Autlomatic
Processing of Personal Data™. This ratilcation ook place on | December 1957,

The Convention has two objectives:

o protect individuals in circumstances where information about them s
processed automatically;

— o facilitute 8 common international standard of protection for individuals
such that the free ow of informalion scross mternationsl boundaries can

proceed properly.

3, For what purposes should matfonal criminal records be wed?

The criminal records held on the present system are effectively police records.
The contents and use of the records are controlled by the Chiel Officers of Police
in England, Wales and Scotland. They [all to be dats uwsers with allendant
obligstions under the Data Protection Act. From time to time they will be asked
to make the records available for use for other purposes, for example for checking
on those who will have responsthilities for caring for children

The Datu Protection Act does not prevent additonal uses bemng made of the
criminal records held for policing purposes. The interpretation to the Third
Principle effectively allows additional uses as Jong 4s they are registered. | am
advised that | canool refuse 4 registration on the grpunds that a use proposed
might contravene this Principle. if sccepting the regisiration would cause the
Principle to be met,

Certain uses of crminal records other than for policing purposes may be
preseribed by suatute, Lewving those on one side, extrancous uses of these records
seem Lo be g mitter for Chiel Ofcers of Police. It might be argued that this



puts Chiel Officers m o difficuit position — they are subject to pressure to decide
whal are effectively matters of broader public interest and an pgreement 1o
further uses of criminal records generates demunds on their resources.

Paradoxcally, the nghts given to individuals under the Data Protection Act
have led 1 crimunal records being used for wider purposes, For example, local
authorities are requirng individusls applying fora taxi driver’s licence 1o exercise
their subject access rights to criminal records and pass on any information
received. Some emplovers are also adopting this technigue in respect of potential
employees, Whether local authorities and employers should be able to use the
National Criminnl Records System for their purposes would better be decided
o the merts of each case. These extraneous uses should nol simply arise through
an undesirable manipulation of the Daw' Pratection Act.

Bearing in mund the sensitive nature of criminal records, 1t would seem
approprinte that any uses of them, for other than policing purposes, should be
determined as matters of general public interest and policy,

4. What sort of infermation should the National Criminal Records System contan

A variety of information & currently held i the National Crimunal Records
System. This includes factun] information deatifving imdividuals, the olTences
for which they hiave been charged and the resulis of subsequent cases. It may
-also include opinion or what might be called “mntellipence”™ information.

[t seems clear that the information contuingd in oriminal fecords has beegn
determined with & view toits relevance for policing purposes, What fs not clear
is how far gl]l thas information s refevant to some of the other oses now muade
of criminal records. [t should be possibie, once having determined the uses 10 by
mude of crmini] records, to determine also the sort of information n the records
which is relevant to esch defined use.

Such considerations might suggest that the current crminal record files could
usefully be treated as separate coblections of data; perhaps with factual charge
and convicthion data being treated differently from other information. This might
ensure that informution availeble for non-policing purposes s limited to that
which 15 “adequate, relevant and not excessive” In sccordance with the Fourth
Data Protection Principle.

5, What type of criming! record should be held?

The kinds of crimmal record currently held on the Nabonal Crimunal Records
System are resiricted to certun categornies of reportable offénce. The advent of
PNC2 will offer the opportunity (o collect and process greater volumes of
tnformation than al présent. A< indicited above, the Data Protection Act reljuires
that information shall not be excessive. Care peeds 1o be taken that this new
capacity does not simply become a motvating force for extending the scope of
the current crimnal records

6. fHow can nationad criminal recordy be kepr aceurate and up o dade

The Fifth Data Protection Principle requires that persenal data shall be accurare
and where necessary kKept up to date. With sensitive data such as criminal records
these are clearly imporiant attributes.

The present methods of updating the national criminal records stem from the
collection and use ol these records by the police. Time has changed both the use
of the records and the role of the police in the criminal justice system. It would
sgem better if responsbilities for updating criminal records were now also
changed. It seems probable that records could be kept in the most accurnte and
op to date condition if’ those responsible for creating and recording information
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within the criminagl justice system were alse responsible for entering the
appropriate mformation on (o the central criminal récord. The roles of the police,
Crown Prosecution Service and Courts in this process would need clearly defining

7. To wham should national crimingd recordy b divelosed”

Under the Datas Protection Act, the power to decide who shoold have aocess
te the National Criminal Records System (leaving sside any statutory reguire-
menis) hies with Chiel Officers of Police. Disclosures may be legitimised in the
BIMeE Wiy 5 uses (see section 3 above) simply by entering them in the Data
Protection Register. I would éxpect Chiel Oificers primanily for reasons of policy
but also because of pressure on resources, to control such access carefully

As with the use to be made ol criminal records, Chief (HTicers are placed in
adifficult position, At presen! access may be restricted and kept under the auspices
of the Chiel Officers, If the advent of PNC2 introduces access points outside the
contral of Chief Officers then new problems anse, It would be helpful if, as o
matter of considered public policy. the persons 1o whom these records could be
disclosed were defimed

R What lmiralions should be placed on the uve of cviminal recovds once disclosed
froim the national xyxtem?

The IData Protection Act would only apply to crimunal records, once disclosed,
il they were held in a computer system. Even then, us can be seen from the
discusson in sections 3 and 7 above, decisions on uses and disclosures would be
in the hands of the daia user.

It seems appropriate that any public policy determining the conditions under
which disclosures may be made from a National Criminal Records System should
also st appropriate imitations on the further uses or disclosures of those reconds.

9. What safegucedy should be established for individualy®

A number of sifeguards have been suggested in previous sections, for example
limiting the use and disclosure of criminal records. It is not hppropriate 1o set
down an exhaustive sel of safeguurds here, but some spring readily 10 mind.

Where criminal records are disclosed then guidelines should be set (o restrict
their availability to a “strictly noed to know” hasis, In addition, 4 concerned
individual should alse be able to see and challenge the information before any
decisions are made on the strength of il This sort of safeguard is built into the
system for the release ol criminal records for decisions on those seeking
employment in connection with children.

The length of time for which criminal records are to be kept should be carefully
sct bearing in mind the reguirement of the Sixth Dats Protection Principle that
persanal data shall not be kept for any longer thin necsssiry,

Particular attention should be given to the security surrounding criminal records
in line with the requirement of the Eighth Data Protection Principle. This wall
become increasingly important as PNC2 leads to imcreased networking and a
greater number of terminal sccesses (o the National Criminal Records System.

As criminal records are increasingly held on computer, the subject access right
will be avalable to individuals, Given that criminal records contamed only factual
information on charges or offences, it would seem questionable whether the
subject access exemption, avalable to the police, should be applied.



|0, Who should be respornsible for esiobliching, matmimming and conrolling a
National Crimingl Recordy System?

Use of the National Criminal Records System uppeuars to have developed
beyond the stage where it should simply be considered as a police records system.

There seem now to be good arpuments for viewing sational crimingl records
in & new hight. This would involve determining policies in respect of the nature
of information 1o be held: the use and disclosures to be made of the information;
how it i 1o be collecled and maintamed; and the safeguards that are to be
cstublished for individuals,

Such a review i particularly appropriate al this tme when the advent of new
technology and techniques makes the accumulation, processing and dissemination
of large quantities of datp ever more feasible It 15 also appropriate in the light
of developmenis of collaborative policing and crimmnal justice activity within the
European Community and on o wider internntionad soale.

In any review of the current system, regard could be bad 1o devolving
responsibifity to a publicly accountable agency independent of the wsers of the
criminal records. 1t would be consistent with such an approach that the policees
governing the collection and use of erimmal records should be clearly visible for
public understanding and debate. This should underpin public confidence in a
svitem controlling and processing sensitive information.

E.J. Howe
Data Protection Regisirar

24 March 199

T,



38

Appendix AA3

Transborder Data Flows Resolution Irom the
International Data Commissioners” Conference

Each vear n mecting is held of Data Protection Commissioners from around
the world. In 1989 this meeting was held in Berfin

The 1989 mecting passed § resolution  directed 1o achieving equivalent
protection for persenal data in differeni countries, Such equivalence can give
safeguards (o individuals and greater certaimty 1o data wsers in gecordance with
the general ohjectives of the Council of Europe Convention on Data Protection,

The growing use of international data networks and the increasing transfer of
personal data across national borders gives increasing importance 1o this issue.
The mutter attains particular urgency in the European Community because of
the dadvent of the open market at the end of 1992, The detaled resolution follows:

Berlin Resolution of the International Conference of Data
Protection Commuissioners of 30 August 1989

World-wide teléecommunications are evolving rapadly. International dats
networks are increasingly used for transfers of personal data, for instance in the
wie of credit cards, for the purposes of travel booking systems and within
multinational enterprises. The use of this new technofogy can bring significant
benefits. But it also increases the problem of safeguarding the position of those
mdividuals whose details are transmitted around the world,

The Council of Europe, The OECD, the United Matwons and other international
organisations have adopled recommenidations and goidelimes on data protection.
A common feature s & set of prnciples of good practice such as those in the
Council of Europe Convention ( Treaty 1081 and in the OECD guidelines. These
good practices are designed to safeguard the privacy of indivaduals.

So far, eight states have acceded to the Countil of Europe Convention and so
committed themselves internationally 1o legally established data protection
standards. Duita protection authoritiés m those countries have some authority (o
control the transhorder low of personal data when this is necessary 1o protect
individualy. However, controlling trunsborder dats Oows in this way presents
severe practical problems, In most cases, therelore, data transmission across
natwnal borders implies that the mdividusl can no longer ensure that the
principles lnid down by national laws and the varous intermational agresments
will be applied to his or her dato

For example there can be no guarentee that the data are up to date, acournte,
and used only for proper purposes; and the individual loses the opportunity o
appeal to any dats protection commissioner.

The solution to. piving efféctive intertational profection 1o personil data les
in equivalent legal sufeguards in the transmitting and receiving countries, This



solution s consistent with the miernational recommendations and guidelimes
referred (o above.

The Daty Protection Commissioners believe that dain protection should be
given the same priorty as the promotion of dets  processing  and
telecommunications in the development and use of mternational data services
Thev, therefore, recommend that:

— Crovernmenis should move rapidly both individuslly and throogh
international bodies towards establishing equivalent legal safeguards as soon
as possible.

Those transmilting personal data across national boundaries should check
and monitor the protection given to such data by those receving them, with
i View to ensuring that proper regard will be given to the position of
individuals,

The objective ol these actions should be to ensuse tht:

— The Basic Principles for Data Protection contained in Treaty 108 and in the
OECD guwdelines are guaranteed to an individual notwithstanding the
travsfer of his datn seross nalional boundares;

— Internationally operated data processing systems are structured in such a
way that the individual can safeguard his data protection rights withowt
undue difficulty;

— Any correction, up-dating and erasure applied to data which have previously
been transmitied abroad will also be applied 1o the transferred data in any
foreign country concerned:

The preater nsks, entatled by mternational exchanges of dam, 1o the rghis
of individuals to decide on the use Lo be made of their doata are counterbalanced
by international cooperulion smong dats protection commIsSIONErs.

Additional statement by the Data Protection
Commissioners of the European Community (EC) Nations

The Pata Protection Commissioners of the European Community Nations
believe that the existence and the activities of the Community give rnise both (o
particular requrements for data protection and to increased opportunities for
making data protection cffective scross national boundaries.

— The EC internal markel to be achieved by the end of 1992 is oriented towuards
the free exchiange of mformation, including personal information, for instinee
in the fiehds of direct marketing/uddress trading and credit reporiing,

European Community decisions inereasingly call for the collection and
processing of personal dats to be carried ool by member nations, for imstance
in the feld of agricultural statistics. They also call for transhorder data
transmission, for instance in the environmental, health-care and social Nelds.

—  Some Community nations are already working on a pilot project to estublizh
common police “wanted persons™ files (the Schengen Information System)
lo provide o substitule, as il were, where controls at internal frontiers dare to
be abolished

O growing scale, personal miormation data bases are mamtsned by the
European Community institutions themselves, However, these institutions
are not sohject 1o dita protection legistation and hence 1o any requirement
i meet the Basic Principles (or Data Protection,

The European Community and its member nations are therefore urged to take
full account, in their planning for “Eorope 19927, of the need for o complete

kL)



und consistent approoch to mpleméniation of the Basic Principles for Data
Protection atross communily nations and within community activities.

The dewmiled proposals put forward by the Buropean Communily
Commissioners are as follows:

— Appropriste legal instruments shoulid ensure that the Basie Principles of Duta
Protection contiined in the Council of Europe Convention (Treaty 108) will
be binding on all member nations and on the EC institutions themselves;

— An mdependent daty protection authonty should be established 1o ddvise
the HC mstitutions on all data protection issues and 1o supervise the processing
of personal dits within these mstitutions. 1t should consider complaints from
Eﬂ?‘iﬁﬂﬂ] data suhjects and cooperate with the national data protection

BN,

The Commuission Nationale de 'Informutigue et des Libertes (the French Dta
Protection Commission) is invited 1o submut these proposals to the Presidents of
the Council of Ministers, of the European Parliament and of the EC Commission
a5 soon as possible and 1o try to guin therr support.



Appendix AA4

Unaudited Financial Statement
for the Year ended 31 March 1990

STATEMENT OF RECEIPTS AND PAYMENTS FOR THE FERRID

| APFRIL 1989 TO 30 MARCH 1990

Mol I9R%D0 ISRE/RT
i i L i
HMEL Cismiids proeel 2 L0, 5 2 507 50
Opmrabing eceiply 1 a5 LN N J 8 50 1.
Salurigs nd Wages 4, T K503
Oither Dperiting fuvienis A 1845337 LERR I3 L TSESMT  LSE4HTW
Surphis from operations 3an90T F24.20%
Other Receipts 1 tas A AT, e
iher Paymenis E] B0 T, AR JRnEE 44 ki
Surpdus for Yeur 5 425 655 | 402 2hs
Apprnpri.lunru [t LA T (LS T
Fuostsd of revenpas ivet
payments for the period b g ] Q210
STATEMENT £F BALARCES AS AT 1 MARCH 1440
Motes 1940 19H%
[ 8 E
Riilainee. &t begmming of perimil RN L 11T
Akl emoss ] TeREiIE Over
payments for the period ok B P23
A 119 S, iy

Thee Fisllowing Mioies farm par of this Saiemen

41



Notes to the Statement

1 19HEHY

i L
i, There accwinis sie deawn wp o a fapm
direiied by (he Secreiary of Stabe, apd
u.p-pmvnd. by the Timu.r:f
2 HMU Ciraiite B,
Granis reoeived foom Class X1 Vote 3
Subbead M2 | 08000 I E T T
1 tipzratmg Recepes
Heipls from regulrulion e 3264502 B 20A 593
4, Chiher Chperdning Pavipeaia
Renis & raiew 112552 1IRAE
Muintenanss, deaning. hesting & lighting A i1 4h
il 1w , [Priniting, siubiansedy: ELE T 4 6
Postage & telophones L WA
Trnvel & sulmisteie 1T et W, TeA
Sl pecraitmend M4 4l 3758
Specialisf asmiszance 1T Al 5, TRE
Pablic relativie LFLA T E
Lagal cimis 12,330 11,91
S1all trming ol 1 D 14, )
Computer bureou FIRENT EC LU LY
Vehacle gnpenses i Tiks
At fees o il 5350
YaTrT 2,507 RO

|55 357 1. 73R4T

5 Urbyer Fevsipw Fymiceiin

Receipts
Penmion contrebutions trunsfers | 25T
fank imberest LI, Tl Bl
Spedkor’ feed L] IR
Miscellaneous income TE SR
Legal cosis recoversd S 1k [RITR]
(EACY L] o ]
Pusminis
Pumchnss of compuler berdware softwhne 17054 1] Hish
Purchuse of furnitare & other offics sjjuipiset .3 2,563
VAT 11, 50% 5,150
K722 J-'E‘.tr[i-

& Approprtions
Amounts werendend 1o the Consolidated Funid via the Home (Wiice during the perimd

Registration fee 38572 | 2HZAN)
Cltles 163 EIN B e

400,347 | SA%G

1 Bilatice bt Period End

Cash ar hank i, En I8 R
Cab held @t offices Zipds BLIkS

.19 Se0dh




Page 44

45

48
a] |
25
b
i

il

Part B: The Corporate View to

1993

Bl
B2
H3
B4
Bs
Bh
B7

l|"'\u. THREHNICTIYS

Bad Koo s

CORPORATE DMUECTIVES AND STRATEGIES
SIGNIFICANT IS81ES

ACTIVITIES

ALLDCATION OF RESOURCES

Fraamce

APPENDIX TO PART B
BBl The Exia Protection Principles

41



B1

Introduction

The Data Protection Act 1984 15 a novel and complex miece of legslation. 1t
deals with a rapidly developing technology which now ouches on most aspects
of humen concern and endeavour, Implementing this legislation calls for
consideration nol only of the Act itself, bu also of other competing public
objectives and policies. In these circumstances, it is not easy to get n cleir view
of the best way to proceed. Nevertheless, it s important (o try to map out the
rodad ahead so that efforts can be most purposeflully directed towards achicving
the Act’s goils. This Corporate View does that.

The positive nature of the Act is apparent. There is wide agreement with the
ntw nghts the Act confers on mdividusls. Recent work on reviewing the Act
shows strong support dmongst data users for the good practices generally stated
in the Dits Protection Principles.

The Act caoses change improvied rights, more open attitudes, sounder
practices — change throoghout the United Kingdom. It would be foolish o
expect such change lo be achieved guickly or without cost, or for the achievement
to be consistently even m effect across the nistional commumity.

The Act breaks new ground. N s also concerned with computing, an all
pervasive and rapidly changng technology. In such circomstances the Act may
not work precisely as foreseen. As experience is gained of the operution of the
Act in practice, this will be reported to Parliament. As part of this process, the
Act has recently heen reviewed and some modifications have been suggested, 1t
is for Ministers and Parliament to determing i changes should actually be made,
If they are made, then, depending on the nature of the chanpes. this Corporate
View may require revision,

This Corporate View covers the three years lo the end of March 1993 An
introductory background is followed by a statement of corporate objectives and
strategies. There & then a hist of some significant ssues with data protection
implications, alter which the types of activity 1o be undertaken are desenibed,
The view is completed with an allocation of résources o these betivities and o
summary of the forecast financial situation.

Whether the Act 1s changed or not, current expenience suggests that events are
déveloping rapidly. such that o view over a period even as short 45 three vears
may soon becomie out of date. This Corporate View wall therefore be re-examined
from time to time. It is anticipated that the general policics and strategies will
hold firm but it may well be necessary 1o revise the assumed mix and levels of
activity and staffing which underpin the financial lorecasts. That may mn tum
cuse a review of those foreomsts.



B2 Background

2.1 The Data Protection Act 1984

The Data Protection Act received Royal Assent on 12 July 1984, 11 s the first
picoe of legislation in the Unifed Kingdom to address the use of computers. 11
was brought into force in stuges. The final stage was in November 1987 when
all the new rights for individuals becaume available and the Registrar's powers
cume fully into operation,

The Act is designed 1o allow the united Kingdom to ratify the Council of
Europe “Convention for the Protection of Individuals with regurd 1o Automntic
Processing of Personal Data™. This ratification took place on | December 957,

The Convention has twa objoctives:

— o protect mdividuals 1o arcumstances where information about them is

processed automatically.

— to [acilitate a common international standard of protection for individuals
such that the free flow of information across internations! boundarnies can
proceed properly.

The Daw Protection Act is therefore concerned with imformation about
indwidunis which is processed by computer (personal data). it introduces
significani new rights for individuals to whom that information relates (dats
subjects). Such an individual generally has the right o

— have o capy of the information dboul him or her which 1s held on computers;

— challenge the mformation if he or she believes it 1o be wrong and, where
appropriate, have it corrected or ernsed;

— claim compensation for damage and any sssoctated distress arising from the
loss or unauthorised destruction or disclosure of personal daty reluting to
him or her, or arsing from the maccuracy of such data.

The Act places obhigations on those who use personil data in computers:{data
users). They must be open about that use (through the Data Protection Register)
und follow sound and proper practices (the Data Protection Principles). Computer
bureaux have more himiled obligations mainly concerned with maintaining
appropriate seourity around personal data. The Data Protection Principles and
their interpretations are reproduced in Appendin BB

The Act establishes (he Drata Protection Registrar in & position of independence
reporting directly 1o Parliament. The Registrar s charged with administering the
Act and supervising its operation. His decisions are subject to the supervision of
the Courts and the Datas Protection Trihunal, which i also established by the
Al
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2.2 The Registrar’s Statutory Duties

The Act places a number of statutary. duties on the Registrar. Broadly (hese
are 1o

— promote the ohserviinge of the Data Protecuon Primomples;

— consider complaints that the Data Protection Principtes or the Act have been
contravened and take approprate action;

— pwve anformation and advice on the operation of the Acl:

— encourage the preparation and dissermination of codes of practice for guidance
m complymg with the Data Protection Principles;

— underpin comphance with the Acl through prosecution for offences or via
enlorcement action for contraventions of the Dita Protection Principles,

compile, maintam and publish 8 regster of data wsers and computor boreaux,

— mve advice and support to other countries which have ratified the Council
o Europe Convention.

2.3 The Development of the Registrar's Office

The Regstrar took up his post in September 1984, The first permanent offices
were opened in March 1955 with o small nuclews of senior stafl

Early effort was inevitably concentrated on the position of data uwsers,
particularly with regard to registration. Indeed work on registration has consumed
u very significant part of the offioe’s resources and continues to demand o heavy
mvestment

However, the full introduction of the Act in November 1987 began to change
the emphasis. There was a growing need 1o inform individuals of their rnights and
#& growing number of complaints to consider and determine. The: advent of the
Registrar's full enforcement powers has also necessituted changes in the approach
to achieving comphance with the Act - complinnoe with the Date Protection
P‘r'tm:i.Fiﬁ has taken its place alongside compliance with registration. Increasingly.
there 15 also 4 requirement o be involved with, guide and mituence policy and
practice in issues of wide sectoral or national data proteciion shemiicine,

It is now about five and a half vears sinee the Registrar enteréd office. That
time has been s penod of constant Nux for the organisation, This i3 because of:

— the develomng admimistrative Lask of establishing an entirely new organsation
wilh ifs atlenduant stafMing, structure, mandgemsnt and other procedures;

a constantly changing pattern of work as the Act came progressively into
force;

— constantly changing volumes of activity (for example: telephone callers
enguiring about the Act were 30,000 in the second year, 17,000 m the third
veur and 42,000 in the Tourth year),

— an ncreasingly wide and more complex array of issues which have 1o be
resolved as knowledge of the Act spreads and understanding becomes greater.

This developing and changing workload his demanded regular adjustment to
the range of skills and numbers of staff required. This problem has been met
partially by buying in skills, but primarily by employing temporary stafl. This
flexible method of staffing has served its purpose well, but it has been causing
increasing strains and the Office cannol continue 1o be run effectively in this
Wiy



2.4 A Complex and Changing Scene

The Ofice has many communities to serve. They include: the population as a
whole; groups representing both data users and individuals; particular data asers:
particular individuals: and those making public policy. The patterns and volumes
of work facing the Office will continue to develop and change. This is inevitable:
the Act i part of a rapidly changing and developing social, legal and technological
soene,

The latest office research for which results are avalable shows that public
concern about privacy fs very high. The evidence collected ulyo suggests that
there is continuing anxiety about the amount of information on individuals being
kept by organisations, There is continuing and sirong support for the right of
subject access and the additional nghts associated with it

The legsslative climate itself s changimg. Already, individuals have been given
the right (0 see manual records held about them relating to social work, housing
and, to a limited extent, health. This mirrors concerns on wider issues of freedom
of miormation and either results from or drives the debate on the rights of the
mdividual and the accountability of public authorties or bodies.

There ure many new developments i the technology and its use. For example,
the development of “sman cards™ will bring wider uses of personal data and
more people into daly contact with new technology.

In addition 1o these complexities, the sctivitses and decisions of the Office must
have wppropriate regard 1o other public objectives and policies, for example,
those concerned with law and order or the welfare of children. Involvement with
government departments on developing public policies i 4n increasing factor in
the CHfice’s work.

47



B3

Corporate Objectives and
Strategies

3.1 Introduction

Article | of the Council of Europe Convention defines ils purpose as “lo secure
in the erritory of each Party for every mdividunl, whatever his notionality or
residence, respect for his rights and fundamental freedoms, and in particalar his
right to privacy, with regard to automatic processing of personal data relating
te him ("data protection™)."

The Explanatory Report atoompunying the Convention states thal “it 18
essenitial . that the undeniable advantages they (dats users) can oblam from
sutomatic dsta processing do nol at the same time lead (o 8 weakening of the
position of the persons on whom data are stored” . “there is o lack of general
rules on the storage und wse of personal information and 1o particular, on the
question of how individuals can be enabled 1o exercise control over information
relating to themselves which 15 collected and used by others™

This is the background agminst which the Act must be seen, bul the Act itself
does nol use these descroptive terma of the Convention, It is desenibed simply bs
“An Act to regulate the use of automatically processed information relating to
mdividuals and the provision of services in respect of such informution.™

It can reasonably be urgued that the effect of the Act s

1o cTeite greater openness abouot the use, through computers, of information
about individuals: This being achieved by restration, the subject aceess right
and, in o less direc) and positive way, by the requirement that computer users
shall obtais nformstion about individuals ~Fairly™;

— o greate a sitoation where mformation aboul individuals, whickh s held on
computer, is handled with appropriate care, This being achieved through the
poceptince and implementation of practices which meet the D Frotection
Principles a

Gireater openness facilitates public debate which can guide those considening
relevant public policies; the ability for an individeal to know of information
aboul him or her Geilitates the solution of individual problems. Both openness
and good practice m the use of information gboul mdividuals should anderpin
a measure of public confidence which will allow computing to develop and make
its benelicin]l contribution 1o individuals and the commumnity ol larpe

3.2 Aims and objectives

Implementing the Date Protection Act can be viewed as & long lerm major
educational programme which is seeking to mfluence and change the attitudes
and practices of o nation. Lltimately the aim is to achieve & situation where:

— datn subjects are themselves able 10 exercise their rights when they wish, both
simply and effectively;



— data wsers, of their own volition, observe the good practices laid down In

the Data Protection Principles.

— date protection objectives are considered as a matter of course and given

thexr appropriaie weight by those setting public and sectoral policies which
involve the use of personal data.

In seeking to achieve this situation, three objectives will be pursued:

1o aclieve a public which is informed as to individuals” dghts and how 1o
use thiem:

— to achieve a data user population educated a5 to the meantng and practical

application of the Principles;

— o create an appropriate level of knowledge and understanding of data

protection objectives amongst relevant policy makers

3.2 Strategies

To achieve these nims and objectives, the Remstrar will:

[

1]
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(d)

)
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Positively inform and guide data subjects and dats users on the nights and
requirements of the Act.

Underpmn the rghts given o ipdividuals and resolve the problems of
agerieved mdividuals, by providing an effective complaints service.

Promote the powd practice contamed in the Data Protection Principles,
by encoursging and supportmg the development and adoption of
approprinte codes of practice, procedures and techmiques by data users
and their representitive orpanisations.

Infiyrm and influence those who set public or sectoral policles and practices
which pught have data protection implications.

Establish openness in the wse of personal data by developmg and
promulgating & Register of data user activities as prescribed by the Act.

Seek (0 obtain the proper implementation of the Act &l minimum
complenity and cost o data subjects and data users.

3.3 Supportive Approaches

To support these stratepies, the Registrar will:

{4}

ib)

Resolve particular complaints from individuals und othets by:

— seeking a solution through discussion where this achieves a resull
properly saupportive of the Act;

— using the enforcement provisions of the Act where 4 solution through
discussion i nol appropnate or atlainsble.
Ohain compliance by data users with the requirements of the Act throegh:

— ‘giving guidance as to the meaning of the Act and its application in
particular ciroumstances,

— using the enforcement and offence provisions of the Act where this s
appropritte.
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Maintain continuing contact with appropriate policy and practice making
hodies, in order to be aware of and understand their views and policies.

Develop understanding of and comphance with the Data Protection
Principles in selected sectors or for selected computer applications,
directing effort towards those sctivities which seem more sensitive,

Gear up the efforts of the Office by establishing cooperation with
representative bodies and by providing supporting effort and matenal for
their own activities,

Maintain a watching bnef on matters pertinent 10 data protection in the
United Kingdom, in particular those matters related to the Council of
Europe Convention or the European Community

Monitor the operation of the Act and report ta Parliament on this.

Maintain a sound and positive external image of the Registrar's Office
and its activities



B4 Significant Issues

4.1 Introduction

There are an increasing number of developments in both the public and privite
sector which raise significant daty protection issues which will demand action by
the Rogistrar’s Office. Some of the developments appareni or foreseen in Spring
1990 are listed here. Experience suggests there 13 likely 1o be an increase, both
i the number of developments and the complexity of the data protection issues
they riaise. over the penod of the Corporate View.

The list & not-in any order of priority. Priorities for action will have 1o be
determined m the light of available resources and:
— ihe pressure of immediate marters such a5 complumts from mdividuaks;

— an assessment of the relative sensitivities and importance ol different issues
it different tmes;

— the consaderation ol “wmdows of opportunity” where it might be possible
1o exert influence so us (o further data protection objectives,

— the feasibility of exerting significant influence on any given issue;
the pressures of long-term continumg objectives such as public and data user
educztion.

The descriptions of the vanous developments are very brigl and simply grve a
Aavour of the sort of issues which may anse. They are presented under four main
headings:

—  Applications;

—  Legslative and Social Matters;
Technolopy snd Techmgues Developments;

— International Factors:

4.2 Applications.

These inchide systems for processing personal data which have or seem likely
to have significant dats protection aspects.

1) Computer Developments in the. Health Sector: The proposals m the
Crovernment White Papers “Working for Patients” and “Promoting Better
Hewlih” will have far reachine implications, mciuding a4 much preater use
of information wechnology both in the management of the health service
and in the provision af clinical care. The question of control over the
confidentulity and use of health information is an early issue.

bl Folice e of Compurers: lssues will anse from the development of the
new Polite Mational Compuler Svstem (PRC2) Proposils for a Nabonal
Criminal Intellipence Umit can also be expected 1o pive rise 1o data
protecton consderalions.
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4.3

Computer Developmenis within the Inlind Revenwe: There are several now
developments. They include the BROCS system (Business Review of the
Collection Svstem), which 15 imtended to improve coordination of the
Revenue's activithes and a new database system being developed 1o build
up a detailed picture of the financial sctivities of suspected tax eviders.

Compreter Developments within the Depaviment of Social Secarity (DSS):
The computenisation of DSS offices s an importan! development which
is related 10 the activities of those who peed to liaise with the DSS (for
example local authorities administering community charge and housing
benefit). Other developments include the mtroduction of & pew syslem Lo
facilitare the investigation of organised fraud against the DSS

The 1991 Papulation Censws: The Office of Population, Census and Surveys
has positively maintained contact with the Office on the potentiol
confidentiality implications of the 1991 Census. Matters under
consideration include the security of the Census; the proposal Lo issue &
sample of anonymised records; und the use of small ares statistics

The Credis Industry: There is some way 1o go to resolve the problem of
the use of “third party information”. Other issues remuam, and development
work now, for example in conpection with the collection dnd use of
comprehensive credit registers, may avoid data protection probiems later,

Direct Markenng: The collection and use of information about medivid uals
for direct marketing i likely 1o remain an issue for some time, for example,
in respect of lifesiyvle databases and telephone s=lling

The Ingirance fmduvtry: The induastry maintains contral registers concerned
with life and moter insurance and discupsions are underway on the duts
protection mmphications of these.

Telecommunications: The facilines now being deoveloped mn suppori of
tclecommunications services are leading to the stormg of increasing
amounts of personal data abour telephons calls. ltemised hlhng and
fucilities for displaving, on the recever's telephone, details of the caller’s
telephone number are the subject of discussions in @ Council of Europe
Commitiee,

Legislative and Social Matters.

These include new public policies and other relevant matters, under debate of
foreseen, which will raise dain prolection 1ssues.

la)

(k)

(¢}

Id)

The Companity Charge: 1t 1s likely that issues arising from the collection
and use of personal dais for the Community Charge will continue for
some time.

The Natiovid Fooeball Membership Scherie: Should this Scheme be
teactivated, a number of issues will arige, for example in connection with
the “fair obiaining” of mlormation.

Eiucation: The changes taking place in the educdtion system will lead to
changed and preater uses of personal datn in schopls and in general
education administration

The National Criminal Recordy Syxtem: The recent report from the House
of Commans Home Affairs Commitiee his raised a number of ssues with
dats protection connotations, including the questions of acess (o be
allowed 10 these records, their accuracy and who should maintain them
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Idensification of adiviedealy: The issue of national ddenity cards and
national identity numberd arose during the 1988-89 parlismentary session.
Such developments or the development or use of de facte “commonly
recognised” identity numbers arc likely to be proposed from time lo time
and will need considering apainst general datn protection abjectives.

Monitoring anid Asiesoment of the Dota Protecifon Aot A teview of the
Act was reported Lo Parbiament o mid-1989. An Interdepartmental
Committes, under the Chuwirmanship of the Home Office, is currently
reviewing the Act and has recently reported to Ministers. Whatever the
nesults of these two reviews, there will be a need o continue Lo monitor
the working of the legislation. Specific requirements for consultation and
for the researching of experience can be expocted (o arise from time Lo
tme.

4.4 Technology and Techniques Developments:

These include technological or systems developments which may affect uses
of personal data or may lead to new uses of personal datu.

fia)

(b}

(€}

()

{2}

The Government Data Network: The Government Data Network s
mnportant, not simply in its wse by cach department, but because 1l
potentially allows the wider use of information across departments.
Guovernment depariments have mude clear that they impose their own
strigl rfules on disclosures of personal dita rom one 1o another. A review
of these rules with departments could ussist public confidence in thair

operation

Smart Corde Sman Cards are small, mghly transportable computers
Incorporated in o plece of plastc ke 4 conventiona] eradit card. Smar
cirds creste the potential for individuals 1o carry collections of persenal
duts with them. This ralses o number of questions such a4y how the
individual can know and check the informuation held on the card: how
access (o that informaticn by others can be controlled; whether informstion
available o others from the card 15 fairly obtained. These are issues which
initielly might best be examined in the context of specific applications.

Remate Monitoring Systems; The development and introduction of systetms
which can monitor the movemenis and activities of individuals, pose
important questions of duta protection and privacy. An example is where
u sysiem lor giving drivers information on roule and traffic conditions,
through equipment mstalled in their vehiches, also records data transmitted
back from the vehicle to a control

Electronic  Fundy Transfer at the Poimt of Sale (EFTPOS) The
experimental national EFTPOS system has been abandoned und several
sepuirite syslems are nmow o place. Dailn profection ssswes such ps
procedures for authenticating individuals and the use of information
collected will need considerntion.

Frofiling of Individualy: It is becoming increasingly common to collect
more and more details of the characteristics or actions of individaals in
order to predict their behaviour, The prediction is based on some level of
probability that a certain pattern of behaviour will occur. Inevitably the
prediction will be wrong for some individuals who may be dissdvantaged
by this. Work will be required to see how the technigue of profiling and
particulur applications of it, measure up to datd protection requiremenis.

i
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Biorechnological fxyues [eg. NA “Fingerprinting ). There ane many arcas
n which technological innovation is leading to the collection and holding
of personal data relating to the biological characteristics of the individual.
Some examples are: non-invasive biometric techniques for identifying
individuals {automatic recognition of fingerprints, retinal patterns, voice,
signature), DNA profiling: genetic screening. All of these require a careful
scruting from the data protection paint of view, lssues such as F1%
collection, relevance, exoessivensss, Telention and security come o mind

Data Matching: This technique can be used to draw together information
from many different files of personal data. The duts within these files will
have been collected for many different purposes: the form and content of
the diate may nol be spproprate or directly relevant o the purpose now
contemplated; insccuracies m any file of personal dua can be rapidly
replicated into other files; and the individusl will have po knowledge of
these exchanges and uses of personal data abowt him or herseif. The data
protection impheations of this technique, both in general and in purticalar
applications of it, will require careful assessment.

Experi Systemys; These systems seck to encapsulate the experience and the
decision-making attributes of those skilled in particular disciplines or
technigues, for example, the dingnostic knowledge and skills of o doctor
In 30 far as the automalic deciston making of such systems is relied on,
then the data on individuals entéred into them, and the procedsing of i1,
may become particolarly critical. Work is needed to examime (hese
developments and understand the data protection implications of
particular applications of the technigue.

4.5 International Factors

These mclude acuvities which it will be tmportant for the United Kingdom 1o
be aware of, learn from ot influence,

fal
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Trunshorder Data Flows: International communications are developing
apace. Transport of data around the world 15 becoming ever more fzasible
The development of “open systems” stundards will assist this process.
Ensuring that the Council of Europe Convention achieves its objective of
protecting personal data properly in these ciroumstances and that the [ata
Protection Act plays its proper part in that, demands that attention is
given to this topic.

Recommundations produced by the Council of Evrope Workmg partics of
the Council of Europe consider problem areas in connection with dala
protection (for example, concerned with medical dus, police data, the
identification of mdividoals) aml make appropruile recommendations Lo
member governments. 11 15 necessary to contribute to and leamn from this
work.

1902 and the European Comtmmnity. The move Lo the more open European
Commumily raises issues of comparative legislative standards; gquestions
s 16 transborder date controls; and special matters concerned with croas.
border collaboration on the collection and use of personal data, for
example. for immigration control and policing

Intermarional Developments i Daza Prorecrion: 1t is not only through the
Council of Europe that good data protection practice is bemg developed
The organisation of Economic Coaperation and Development (OECDY
has introduced data protection guidelines which are supported by o number
of countries. The United Mations s also mterested in data protection
requirements, 11 is helpful 1o remain aware of these mitiatives and how
daia protection practipe 15 developing in countries which follow them



B5 Activities

5.1 Introduction

Aims. objectives and strategies of themselves achieve nothing. They only
become valuable when real work is defined and undertaken. It 15 appropriate
here to consider the kinds of LCTivity necessary 1o implement the policies already
described.

In some cases work will primanily be driven by direct stimuli from outside the
Office — complaints and enquiry handly ng ire particular examples of this. Much
work arising from the significant ssues desaribed in the previous section may
fall into this category also. In other cises work will be established as a result of
an internal inititive 1o meet a perceived need or objective — education and
awareness work is a key example of this.

However, the actvities desoribed do not operate in molation. They support
and are supported by each other, For example: an advertising campaign within
the education and awareness activity may be directed 1o alerting @ particular
Seclor as (0 new guidance in the application of the Data Protection Principles;
work on resolving complamts may point 1o dats processing practices with
mplications beyond the particular dsty user ooncerned; enforcement activities
may flow from work on promoting the Principles

Most of the nctivities are growing in scale and complexity. The activities and
some ilustrative examples of their scale are:

5.2 Policy and Compliance Work — Promoting observance
of the Act and the Data Protection Principles

Work meludes: advising data users and assisting them and their representative
groups 1o understind and determine the upplication of the Act to their interests
and activities; encouraging and assisting in the development of codes of praclice
and technigues (0 meet the Dats Protection Principles; maintaining awareness
of new relevant developments in policy, computer applications and fechnology:
ehsuring an appropriste data protection input into public policies and new
developments at their formative stages; und resolving the upplication of the Act
o major activities such as credit reference or the community charge, Section B4
illustrates the riunge of issues with which this work will be imvolved,

5.3 Handling and resolving complaints

This covers: the receipt and consideration of com laints; correspondence with
or mterviewing of complainants and duta users, assessment of the complaint and
the data user situation against the reguirements of the Act; resolution of the
complaint through discussion if possible: and preparation of the case material
for enforcement action if appropriate. Volumes of complaints are rising sharply.
Almost 2700 complaints were received in the reporting year 1989-90 as ugainst
1122 complaints in the previous year



54 Investigations

This activity! supporis the work on complaints; investigales cises of non
compliance with the Act, for examplea failure to register; contribules case material
for enforcement action or prosecutions, The number of assignments undertaken
by field investigators has increased by 254 aver the two years prior 1o this review
and is forecast to grow 1o an annual rate of around 10K assignments in the
lirst year of the review.

5.5 Remstration

This invalves: specifving, implementing, reviewing and maintaning systems
(manual and computer) and documentation for registration applications,
amendments and rencwals; resolving enquiries, errors and misunderstandings af
data users: notifymg data users of regster entries, changes and renewitl
requirernents; publishing the register and supplying extracts from it In total over
199,000 registration applications hiave been processed and now applications and
amendments 1o the register continue 1o total over 55,000 per annum

5.6 The information service

This consists of® 4 telephone and letter enquiry service for both dats users and
duta subjects; a Tibrary; and a service for stafl which analyses and reports oo
exlemal information and provides an information ressarch and momitoring
capability on sabjects ol significant data protection interest, This service hus now
dealt with over a quarter of a million telephone and letter enguiries, Telephone
calls to this service are currently running ot 41,0060 per annuim and letters at

atmost 9,000 per annum,

5.7 Education and awareness work

This comprises: the development, review and publication of guidelines and
guidance notes for data users; the production and distnbution of rights leaflets
and other information for data subjects, schools, further and higher education
estnhlishments and professional adviser services; an exhibitions programme; amd
media advertising campaigns. This work s fundamental to achieving the
knowhedgeable public which the Office is secking 1o establish. The Guideline
Series giving advice on the Act is now in its second edition and over 1.5 million
coptes of the booklets have been wssued. A rights leaflet = also in its second
version and around 2 million copies have been ssued.

5.8 The legal service

This service: advises the Regstrar and other stall on legal aspects of policy
and on the application of the Act to specific circumstances: determimes the
construction and strength of cases for enforcement or prosecution and takes these
through the Data Protection Tribunal or the courts. The first enforcement appeal
should shortly be heard by the Data Protection Tribunal and other signifivant
enforcement actions are underway. The number of prosecutions is also rising.
Some 38 prosecutions have pow been undertaken of which 30 were i the lust

vear. In addition, 28 enforcement or registration refusal notices have been issued,
23 of these in the last year

5.9 Public relations

This comprises: extensive media contact including television and radio
intervicws; a significanl programme of public speaking engagements; and ihe



preparation and distribution of news releases, This wark supports the education
and awareness activity, underpins the external miige of the OMice and directs
attention o its role and work, There have now been around 7.000 press mentions
of the Act or the Office. Over 200 radio and television interviews have been given
and there have been around 400 talks at seminars and conferences.

3.10 Research

This Is' undertaken in connection with such as: public knowledge of data
protection issues and attitudes towards them: expenience of data users o
tmplementing the Act and of individuals in using it; the effects of advertising
campaigns, The work assists the Office to motitor its progress towards acheving
its muin aims und ohjectives,

5.11 International work

This relates to: keeping a watching briel on developments in internations
treaties and agreements in such s the Council Europe, the OECD, the United
Nations and the Evropean Community; understanding developments in data
protection practice under other jurisdictions: contributing views on datas
protection practice lowing from the work of the Registrar’s Ovfice, 50 as to guide
and influence appropriate international discussion groups and mlermaticn
exchanges; supporting, on request, data protection authorities in nations which
bave ratified the council of Evrope Convention: establishing and maintaining
appropriate international contacts to support this work.

5.12 Corporate services

These cover the normal corporite activities of management, corporate
development, finance, personnel, purchasing and office services

57



B6 Allocation of Resources

It is planned Lo allocate rescurces to the activities desenbed m section BE in
the following way:

199091 1991-82 1 9492-53

Staff Total Stalf Fioval Stafl Total
e, e b

1]
L] £

Policy and comphliance 19(13)  1247) 23 4 3 14

Comploinis 13(13) i ) |4 7 |4 7
Investigntions 13012) T () 14 7 {4 7
Repstration 2743 WE 18 i3 LY 4
Information Services 445 303} fr 4 & 1
Education dnd
Awnreness 2 {2} |4 {19} 2 |4 . i4
Legal Services fi (5} t i3} > f s [
Public Relations 2(2) LNEY) 2 3 2 3
Research - {-) 1(2) 2 2
International i) 101} I [ | I
Corporate Services 1315 LEE [4 9 I4 o
O {100y 100 (100 100 140 [} [{H)
Mobes:

I. The stafi percentuges ure based on a breakdown of salary costs

2. The total percentages are based on a breakdown of tolal expenditure,

3. The figures in brackets relate to nctual expenditures for 1989-80, They are put
in for comporison purpases.



B7 Finance

7.1 Introduction

Sectiom K T) of the Data Protection Act states:;

..o the Secretury of State shull have regird to the desirability of securing
that those {registration | fees are sufficient to offset the expenscs incurred
by the Regstrar and the Tribunal in discharging their Funictions under this
Act and any expenses of the Secretary of State in respect of the Tribunal ™

Financial strategy has been set with 4 view both 1o giving proper support for
the Registrar to carry out his stitutory duties and 10 achieving this “break even”
obpecive.

The traditional public sector wccounting concept of baluncing the books in
euch financial year cannot be applied because of the nature of Lhe regisiration
process. Income from registrution fees is recefved on a cycheal basis determined
by the prescribed period of time for which a registration remuins valid. This
penod {set in sceordance with Section 8(2) of the Act) s currently three years,
Whilst cvelicul peaks will gradually be muted, because of a continuing flow of
new registrants und o drop out of origingl registrants, they can be expected Lo
he the significant feature of registration receipis for Lthe foreseeable future.

The Registrar first ook up Office in September 1984 The Girst stafT enterod
cmployment in the first quarter of 1985 and busic recruitment continued
throughout that year. Permancnt offices were established in March 955
Registration commenced in November 1985 and first entries an the Register were
made in February 1986, The registration procedures and related compitier
developments continued throughoul 1986, The Act came fully into force in
November 1987 und this ushered in a further phase of development connected
with 1be handling of complaints and the wse of the Ruegistrar's enfortement
powers. The run up to the first resewal procedures in 1989 involved further
changes, The Office continues to face new developments as the fTaw is dlluminated
through case comsiderations and ws technology and the use of compuiers develap,

In the light of the above, it does not seem unressonable 1o treat unrecovered
expenditure (£4.54 M) to the end of the 1988-89 financial vear (31 March 1959)
as concerned with initial st up and development of the organisation, This sum
then needs to be recovered over future years. In ordet 1o smooth out the future
yeir's patterns of income and registration fees, this recovery is plinned over two
registration cycles after the first renewal cvele ends in March 1990



7.2 Financial Forecasts

Cumuliative
Year ending  Office Other Financial
11 March Payments Expenditures Receipts Position
LKl £ £0H) £0100

(955 s 22 - (3309
1996 |, 606 50 424 (1.652)
1987 2,422 58 2757 (1,375)
1958 2.650 il 930 (3,155)
19a4 2624 2 1,294 (4,337}
19540 2975 i 5428 (2,154)
1921 3,153 |45 2011 (34410
isaz 3,42 48 2,961 4.171)
19693 4,102 Bl 6,733 (1.851)
Totals 23672 57 23,537

Moles:

1. Figures to 1990 are actuals, all other figures are projections. Figures in
bracketls are negative.

2. Projections Include an estimate for inflation. This may, i practee, differ
from actunl inflation,

3 "Other expenditures™ include estimatey of expenditures in respecl of the
Data Protection Tribunal including those incurred by the Home office.

4 Income figures assume that the Home Secrctary rames the fee for n three
vear registration from £56 (setin January 1989) to £75 in April 1991, Further

increases could expect to be needed in Apnl 1993 and April 1993 if break
even is to be achieved by 11 March 1996

5. Proportion of gross expenditure recovered at 31 March 1993 = 929

i)



Appendix BB1

The Data Protection Principles
The Drata Protection Principles and their mierpretaticns are set out in Schedule
I of the Data Protection Act 1984 which is reproduced below. Part | of the

Schedule states the Principles and Part 11 gives mierpretations 1o be applied 1o
the Principles,

Schedule |

The Data Protection Principles
Fart | - The Principles
Personal data held by data users

I. The information to be contained in personal dats shall be obtained and
personal data shall be processed, fairly and lawlully.

Ed

Personal duta shall be held only for ane or more specified and lawful purposes

Il

Personal data held for any purpose or purpases shall not be used or disclosed
in any manner incompatible with Lhi purpase or those purposes

4. Personal data held for any purpese or purposes shall be sdequite, relevant

and not excessive in relation 1o that purpose or those purposes,
5. Personal data shall be accurate and, where neoessary, kept up lo date

6, Personal data held for any purpose or purposes shall not be kept for longer
than is necessary for that purpose or those purposes

7. An individual shall be entitled-

@} at reasonable intervals and without undue delay or ExpeTAE -

(1) 1o be informed by any data user whether he holds personal dala
of which thar individual is the subject: and

(i) to access to any such dota held by a data user; and
(b} where appropriate, to have such dits carrected or erased.

Fﬂmhumiwhhmurhmpﬂﬂnhﬂmmmpmﬂﬂm
persons carrying on computer bureaux

H. Approprate security messtires shall be taken a gamst unauthorised aceesa to,

oralteration, disclosure or destruction of, personul data and against docidenial
loss or destruction of personal dats

il



Pari 11 = Interpretation
The first principle

I. (I} Subject to sub-paragraph (2) below, in determimng  whether
information was obtained fmrly regard shall be had to the method by
which it was obtained, including m particular whether any person [rom
whom it wais obtained was deceived ot misled gs to the purpose or
purposes for which it is 10 be held, used or disclosed.

(23 Information shall in any event be treated as obiained fuirly if it &
abtained from a person who-

ta) ts nuthorised by or under any ensctment to supply 1t or

ib} is required to supply it by or under any emactment or by any
convention of other nstrument imposing an international obligation
or the United Kmpdom;

and in determining whether information was obtained fairly there shall
be disregarded any disclosure of the information which s authorsed
or required by or under any enactmen! or required by any such
copvention or other instrument as aloresad.

The second principle

2 Personal data shall not be treated as held for o specified purpose unless
thatt purpose is described in particulars registered under this Act in
relation 1o the dau

The third principle

L Personal data shall not be treated as used or disclosed in comtravention
of this prnciple uniess-

{a) ussd otherwise than for a purpose of a description registered under
this Act in relation to the data: or

(b} disclosed otherwise than 10 a person of a description so registered.

The fifth principle

4, Any question whether or not personal data are accurate shall be determined
a5 for the purposes of section 22 of this Act* but, in the case of such data as are
mentioned in subsection (23 of that section®*, this principle shall not be regarded
as huving been contravened by reason of any inaccuracy in the information there
mentioned If the requirements specified in that subsection have been complied
with.

The seventh principle

5. (1) Paragraph (4) of this principle shall nol be construed as conferring
eny rights inconsistent with section 21 of this Act ***

i) In determining whether access to personal data i sought at reasonable
intervils regard shall be had 1o the nature of the data, the purpose
for which the data are held and the frequency with which the data ane
altered.

* S aiates Chat dela afe mediurdis (| incoerer oF nusktsling & e sy meder ol e

*+ STT) apecelies how s dade e maey sk efneneion sueed froom mifers b f4 Lk sslcguard lumseil g
li cluima o respect of revenves] [mseEwnees

wee §37 specifics fhe d=imiled procodunem in respect of (e “srhyecd saxs” nglils



31 The correction or erasere of personal dats 15 appropriste only where
necessary for ensurng comphance with the other data protection

principles,
The eighth principle
i, Regard shall be had-

() 1o the nuture of the personal dato and the harm that woold resalt
from such scoess, alteration, disclosure, loss or destruction as ure
mentioned in this principle; and

{b)to the place where the personal data are stored, 1o security measures
programmed into the relevant equipiment and 1o measures taken for
ensuring the refiability of s1aff having access to the data.

Use for historical, statistical or research purposes

7 Where personal duts are held for historical. statistical or research
purposes and not wsed in such o way that damage or distress is, or s
likely Lo be, coused (0 any data subject-

i) the information contained m the data shall not be regarded for
the purposes of the first principle us obtumed unfairly by reason only
that its use for any such purpose was nol dsclosed when it was
obtamed; nnd

(b} the data may, notwithstanding the sixth prinaple, be kept
mielimitelv
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